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NEW QUESTION # 14
Refer to the exhibit.
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Which three things happen during a faillover in which the passive FortiGate VM becomes the master cluster member in an active-
passive high-availability (HA) environment? (Choose three.)

¢ A The health check ensures that incoming traffic to the ephemeral external IP address of the load balancer is forwarded to
the new active cluster member.

B. The health check status will indicate that the old active cluster member is unhealthy.

C. The Management [P address moves from port3 of the current active member to port3 of the new active cluster member.
D. The customroute is updated using API calls to forward all traffic to port2 of the new active cluster member device.

E. The health check for the passthrough load balancers forces mternal traffic to route to port2 of the new active cluster
memnber.

Answer: A,B,D

Explanation:

The load balancer health check detects the failure of the old active member and forwards traffic to the new active member.
The health check reflects the status change, marking the previous active as unhealthy.

API calls update custom routes to redirect traffic to the new active cluster member’s internal interface (port2).

NEW QUESTION # 15
An organization is planning to deploy two FortiGate VMs in two different regions.
Which two Google Cloud core components can span both FortiGate VMs in both regions? (Choose two.)

A. Google Cloud project

B. Google Cloud virtual private cloud
C. Google Cloud zone

D. Google Cloud subnet

Answer: A,B

Explanation:

A Google Cloud VPC can span multiple regions, allowing FortiGate VM in different regions to be part of the same network.

A Google Cloud project provides the administrative boundary that can include resources across multiple regions and VPCs, enabling
centralized management of both FortiGate VM.



NEW QUESTION # 16
An administrator wants to use the FortiGate autormation stitch feature to quarantine compromised hosts.
‘Which native Google Cloud service should the admnistrator integrate with FortiGate to achieve this?

A. Google Cloud App Engine
B. Google Cloud Run functions

C. Google Cloud Interconnect
D. Google Cloud IAM

Answer: B

Explanation:

Google Cloud Run allows you to run serverless containerized finctions that can be triggered by FortiGate automation stitches to
performactions such as quarantining compromised hosts. It is the native service best suited for automating responses in cloud
environments.

NEW QUESTION # 17
Refer to the exhibit.

Google Cloud Fabric Connector

FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/project/project-id

gcpd metadata result:200

gcpd got project id from metadata: fcp-fcss-course-development

gcpd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project list, trying sdn update from metadata €L fCp 3
gcpd sdn connector GCP Lab get instance list successfully

gcpd didn't find any GKE cluster for project fcp-fcss-course-development
gcpd sdn connector GCP Lab list GKE cluster «failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updating IP addresses

gcpd sdn connector GCP Lab finish updating IP addresses

An administrator configured GoogleCloud as an external fabric connector on FortiGate.
‘Which conclusion can you draw from the output?

¢ A The external fabric connector is misconfigured.

¢ B. The external fabric connector found multiple IP addresses assigned to Google Cloud instances.

e C. The external fabric connector shows that an administrator created three dynamic firewall addresses.
¢ D. The external fabric connector is unable to find a valid Google Cloud project.

Answer: B

Explanation:
The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),
indicating it found muttiple IPs assigned to Google Cloud instances.

NEW QUESTION # 18

Google Cloud network services offer vast functionality and inter-connectivity between the cloud and on- premises networks.

Which three additional fnctions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

e A. Secure SD-WAN with application visibility
B. SSL inspection

C. Web filtering

D. SSL VPN

E. OSPF over [PSec

Answer: A,.B,D

Explanation:



FortiGate provides SSL VPN capabilities for secure remote access.

It offers SSL inspection to decrypt and inspect encrypted traffic for threats.

FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 19
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