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NEW QUESTION # 71 
Which of the following is a crucial consideration when configuring connectors in a SOC playbook?

A. Facilitating data flow between different security tools
B. Designing a visually appealing user interface
C. Ensuring compatibility with external marketing tools
D. Minimizing the physical space used by servers
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Answer: A

NEW QUESTION # 72 
Refer to Exhibit:

A SOC analyst is creating the Malicious File Detected playbook to run when FortiAnalyzer generates a malicious file event. The
playbook must also update the incident with the malicious file event data.
What must the next task in this playbook be?

A. A local connector with the action Update Incident
B. A local connector with the action Update Asset and Identity
C. A local connector with the action Attach Data to Incident
D. A local connector with the action Run Report

Answer: A

Explanation:
* Understanding the Playbook and its Components:
* The exhibit shows a playbook in which an event trigger starts actions upon detecting a malicious file.
* The initial tasks in the playbook includeCREATE_INCIDENTandGET_EVENTS.
* Analysis of Current Tasks:
* EVENT_TRIGGER STARTER: This initiates the playbook when a specified event (malicious file
* detection) occurs.
* CREATE_INCIDENT: This task likely creates a new incident in the incident management system for tracking and response.
* GET_EVENTS: This task retrieves the event details related to the detected malicious file.
* Objective of the Next Task:
* The next logical step after creating an incident and retrieving event details is to update the incident with the event data, ensuring all
relevant information is attached to the incident record.
* This helps SOC analysts by consolidating all pertinent details within the incident record, facilitating efficient tracking and response.
* Evaluating the Options:
* Option A:Update Asset and Identityis not directly relevant to attaching event data to the incident.
* Option B:Attach Data to Incidentsounds plausible but typically, updating an incident involves more comprehensive changes
including status updates, adding comments, and other data modifications.
* Option C:Run Reportis irrelevant in this context as the goal is to update the incident with event data.
* Option D:Update Incidentis the most suitable action for incorporating event data into the existing incident record.
* Conclusion:
* The next task in the playbook should be to update the incident with the event data to ensure the incident reflects all necessary
information for further investigation and response.
References:
* Fortinet Documentation on Playbook Creation and Incident Management.
* Best Practices for Automating Incident Response in SOC Operations.



NEW QUESTION # 73 
Which National Institute of Standards and Technology (NIST) incident handling phase involves removing malware and persistence
mechanisms from a compromised host?

A. Recovery
B. Containment
C. Analysis
D. Eradication

Answer: D

NEW QUESTION # 74 
Refer to the exhibit,

which shows the partial output of the MITRE ATT&CK Enterprise matrix on FortiAnalyzer.
Which two statements are true? (Choose two.)

A. There are four subtechniques that fall under technique T1071.
B. There are four techniques that fall under tactic T1071.
C. There are event handlers that cover tactic T1071.
D. There are 15 events associated with the tactic.

Answer: A,C

Explanation:
* Understanding the MITRE ATT&CK Matrix:
* The MITRE ATT&CK framework is a knowledge base of adversary tactics and techniques based on real-world observations.
* Each tactic in the matrix represents the "why" of an attack technique, while each technique represents "how" an adversary achieves
a tactic.
* Analyzing the Provided Exhibit:
* The exhibit shows part of the MITRE ATT&CK Enterprise matrix as displayed on FortiAnalyzer.
* The focus is on technique T1071 (Application Layer Protocol), which has subtechniques labeled T1071.001, T1071.002,
T1071.003, and T1071.004.
* Each subtechnique specifies a different type of application layer protocol used for Command and
* Control (C2):
* T1071.001 Web Protocols
* T1071.002 File Transfer Protocols
* T1071.003 Mail Protocols
* T1071.004 DNS
* Identifying Key Points:
* Subtechniques under T1071:There are four subtechniques listed under the primary technique T1071, confirming that statement B is
true.



* Event Handlers for T1071:FortiAnalyzer includes event handlers for monitoring various tactics and techniques. The presence of
event handlers for tactic T1071 suggests active monitoring and alerting for these specific subtechniques, confirming that statement C
is true.
* Misconceptions Clarified:
* Statement A (four techniques under tactic T1071) is incorrect because T1071 is a single technique with four subtechniques.
* Statement D (15 events associated with the tactic) is misleading. The number 15 refers to the techniques under the Application
Layer Protocol, not directly related to the number of events.
Conclusion:
* The accurate interpretation of the exhibit confirms that there are four subtechniques under technique T1071 and that there are
event handlers covering tactic T1071.
References:
* MITRE ATT&CK Framework documentation.
* FortiAnalyzer Event Handling and MITRE ATT&CK Integration guides.

NEW QUESTION # 75 
Which FortiAnalyzer feature uses the SIEM database for advance log analytics and monitoring?

A. Asset Identity Center
B. Event monitor
C. Outbreak alerts
D. Threat hunting

Answer: D

Explanation:
* Understanding FortiAnalyzer Features:
* FortiAnalyzer includes several features for log analytics, monitoring, and incident response.
* The SIEM (Security Information and Event Management) database is used to store and analyze log data, providing advanced
analytics and insights.
* Evaluating the Options:
* Option A: Threat hunting
* Threat hunting involves proactively searching through log data to detect and isolate threats that may not be captured by automated
tools.
* This feature leverages the SIEM database to perform advanced log analytics, correlate events, and identify potential security
incidents.
* Option B: Asset Identity Center
* This feature focuses on asset and identity management rather than advanced log analytics.
* Option C: Event monitor
* While the event monitor provides real-time monitoring and alerting based on logs, it does not specifically utilize advanced log
analytics in the way the SIEM database does for threat hunting.
* Option D: Outbreak alerts
* Outbreak alerts provide notifications about widespread security incidents but are not directly related to advanced log analytics
using the SIEM database.
* Conclusion:
* The feature that uses the SIEM database for advanced log analytics and monitoring in FortiAnalyzer isThreat hunting.
References:
* Fortinet Documentation on FortiAnalyzer Features and SIEM Capabilities.
* Security Best Practices and Use Cases for Threat Hunting.
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