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Fortinet EMEA Advanced Support Exam Sample Questions (Q35-Q40):
NEW QUESTION # 35 
Link aggregation allows network devices to________

A. Increase bandwidth by binding physical interfaces into a single channel
B. Restrict the bandwidth
C. None of the above
D. Increase bandwidth of an interface
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Answer: A

Explanation:
Link aggregation, also known as IEEE 802.3ad or 802.1ax, enables the binding of multiple physical interfaces to form a single logical
interface, which increases the overall bandwidth and provides redundancy. This is achieved by combining the bandwidth of the
individual links into one aggregated link. For example, if two
1Gbps interfaces are aggregated, the logical link can provide up to 2Gbps bandwidth. This configuration is commonly used in
FortiGate devices to enhance network performance without replacing hardware. The option B correctly describes this by stating
"Increase bandwidth by binding physical interfaces into a single channel," which aligns with the official description. Incorrect options
include A, which is vague and does not specify the method of binding multiple interfaces; C, which is the opposite of the purpose;
and D, which is invalid.
Exact extract: Link aggregation (IEEE 802.3ad/802.1ax) enables you to bind two or more physical interfaces together to form an
aggregated (combined) link. This new link ... Link aggregation combines multiple physical interfaces into a single logical interface,
increasing bandwidth and link redundancy. Traffic is distributed evenly.

NEW QUESTION # 36 
Which FortiGate feature allows inspection of encrypted SSL/TLS traffic?

A. Deep Packet Inspection
B. Web Filtering
C. Application Control
D. SSL Inspection

Answer: D

Explanation:
FortiGate's SSL Inspection feature decrypts and inspects SSL/TLS traffic to detect threats or enforce policies, using techniques like
full SSL inspection or certificate inspection. Deep Packet Inspection (A) is a broader term, Application Control (C) identifies apps,
and Web Filtering (D) blocks URLs, not specific to SSL. Exact extract: "SSL Inspection allows FortiGate to decrypt and inspect
SSL/TLS traffic to detect hidden threats or enforce security policies, supporting full or certificate-based inspection."

NEW QUESTION # 37 
A firewall receives an out-of-order packet in a TCP session after the FIN/ACK and the packet is dropped as expected. What
parameter can be changed to prevent such drops?

A. TCP time-wait timer
B. TCPMSS
C. Enable TCP option
D. TCP close-wait timer

Answer: A

Explanation:
Out-of-order packets after FIN/ACK indicate a packet arriving in the TIME_WAIT state, where the session is closing. The TCP
time-wait timer controls how long the firewall keeps the session in the TIME_WAIT state to handle late packets. Increasing this
timer allows the firewall to accept such packets instead of dropping them. Close-wait timer relates to a different state, TCPMSS
affects packet size, and "Enable TCP option" is not a standard parameter. Exact extract: "The TCP time-wait timer determines how
long a session remains in the TIME_WAIT state to handle out-of-order or retransmitted packets after FIN/ACK... Adjusting this
timer can prevent drops of late-arriving packets."

NEW QUESTION # 38 
Which parts of the IKE protocol below are responsible for authenticating the User (username/password) of a dialup IPsec tunnel?
(Check all correct answers)

A. IKEv1 phase2
B. IKEv1 phase1
C. IKEv1 Xauth
D. IKEv2 SA_INIT



E. IKEv2 EAP

Answer: C,E

Explanation:
For user authentication in dialup IPsec, IKEv1 uses XAuth (Extended Authentication) after Phase 1 for username/password. IKEv2
uses EAP (Extensible Authentication Protocol) for similar user auth. Phase 1 and SA_INIT are for peer auth, Phase 2 for child SA
negotiation. Exact extract: XAuth increases security by requiring remote dialup client users to authenticate in a separate exchange at
the end of phase 1. IPsec IKEv2 VPNs now support certificate authentication and EAP authentication at the same time from a
dialup FortiClient. With the eap-cert-auth setting ... IPsec IKEv2 VPNs now support certificate authentication and EAP
authentication at the same time from a dialup FortiClient. IPsec IKEv1 uses XAUTH for user authentication, and IPsec IKEv2 uses
EAP for user authentication. Only EAP-TTLS is interoperable with LDAP. For LDAP based user ... In your scenario, the user
cannot authenticate by providing both a PSK and their credentials (using one of multiple EAP methods).

NEW QUESTION # 39 
Which of the below technology(ies) could reduce CPU load and memory utilization used by an IPS engine?

A. Using regular instead of extended database, to reduce memory footprint
B. All of the above
C. IPS does not compare traffic to each signature individually. Instead it compiles them into a decision tree
D. Using IPS sensors and IPS filter to determine which traffic should be examined for which signatures, instead of examine
network traffic for all signatures
E. Using multiple engines, aligned with load balancing technologies like Turbo that uses round robin algorithms to dispatch
traffic up to specific IPS engine

Answer: A,C,D

Explanation:
IPS efficiency is improved by: A) Compiling signatures into a decision tree to reduce comparison overhead; B) Using IPS
sensors/filters to selectively apply signatures to relevant traffic, reducing unnecessary processing; D) Using a regular database instead
of an extended one to lower memory usage. Option C's
"Turbo" and round-robin load balancing is not a standard Fortinet IPS feature. Option E is incorrect as C is not valid. Exact extract:
"IPS efficiency is improved by compiling signatures into decision trees to minimize CPU usage... IPS sensors and filters allow
selective signature application to reduce processing... Using the regular signature database instead of extended reduces memory
footprint."

NEW QUESTION # 40
......
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