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NEW QUESTION # 85 
Which of the following should be a priority when monitoring SOC playbooks?

A. Monitoring the personal emails of SOC analysts
B. Ensuring that playbooks are printed and distributed
C. Watching for unusual increases in playbook file sizes
D. Checking for the timely execution of tasks
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Answer: D

NEW QUESTION # 86 
What is a key consideration when managing playbook templates for SOC automation?

A. The color coordination of playbook interfaces
B. The comprehensiveness and adaptability of the templates
C. The popularity of templates among SOC analysts
D. The entertainment value of playbook simulations

Answer: B

NEW QUESTION # 87 
Which three end user logs does FortiAnalyzer use to identify possible IOC compromised hosts? (Choose three.)

A. Email filter logs
B. IPS logs
C. Application filter logs
D. DNS filter logs
E. Web filter logs

Answer: B,D,E

Explanation:
Overview of Indicators of Compromise (IoCs): Indicators of Compromise (IoCs) are pieces of evidence that suggest a system may
have been compromised. These can include unusual network traffic patterns, the presence of known malicious files, or other
suspicious activities.
FortiAnalyzer's Role: FortiAnalyzer aggregates logs from various Fortinet devices to provide comprehensive visibility and analysis of
network events. It uses these logs to identify potential IoCs and compromised hosts.
Relevant Log Types:
DNS Filter Logs:
DNS requests are a common vector for malware communication. Analyzing DNS filter logs helps in identifying suspicious domain
queries, which can indicate malware attempting to communicate with command and control (C2) servers.
Reference: Fortinet Documentation on DNS Filtering FortiOS DNS Filter IPS Logs:
Intrusion Prevention System (IPS) logs detect and block exploit attempts and malicious activities.
These logs are critical for identifying compromised hosts based on detected intrusion attempts or behaviors matching known attack
patterns.
Reference: Fortinet IPS Overview FortiOS IPS
Web Filter Logs:
Web filtering logs monitor and control access to web content. These logs can reveal access to malicious websites, download of
malware, or other web-based threats, indicating a compromised host.
Reference: Fortinet Web Filtering FortiOS Web Filter
Why Not Other Log Types:
Email Filter Logs:
While important for detecting phishing and email-based threats, they are not as directly indicative of compromised hosts as DNS,
IPS, and Web filter logs. Application Filter Logs:
These logs control application usage but are less likely to directly indicate compromised hosts compared to the selected logs.
Detailed Process:
Step 1: FortiAnalyzer collects logs from FortiGate and other Fortinet devices.
Step 2: DNS filter logs are analyzed to detect unusual or malicious domain queries.
Step 3: IPS logs are reviewed for any intrusion attempts or suspicious activities.
Step 4: Web filter logs are checked for access to malicious websites or downloads.
Step 5: FortiAnalyzer correlates the information from these logs to identify potential IoCs and compromised hosts.
Reference: Fortinet Documentation: FortiOS DNS Filter, IPS, and Web Filter administration guides.
FortiAnalyzer Administration Guide: Details on log analysis and IoC identification.
By using DNS filter logs, IPS logs, and Web filter logs, FortiAnalyzer effectively identifies possible compromised hosts, providing
critical insights for threat detection and response.



NEW QUESTION # 88 
Which two playbook triggers enable the use of trigger events in later tasks as trigger variables? (Choose two.)

A. INCIDENT
B. ON DEMAND
C. ON SCHEDULE
D. EVENT

Answer: A,D

Explanation:
Understanding Playbook Triggers:
Playbook triggers are the starting points for automated workflows within FortiAnalyzer or FortiSOAR. These triggers determine
how and when a playbook is executed and can pass relevant information (trigger variables) to subsequent tasks within the playbook.
Types of Playbook Triggers:
EVENT Trigger:
Initiates the playbook when a specific event occurs.
The event details can be used as variables in later tasks to customize the response.
Selected as it allows using event details as trigger variables.
INCIDENT Trigger:
Activates the playbook when an incident is created or updated. The incident details are available as variables in subsequent tasks.
Selected as it enables the use of incident details as trigger variables. ON SCHEDULE Trigger:
Executes the playbook at specified times or intervals.
Does not inherently use trigger events to pass variables to later tasks.
Not selected as it does not involve passing trigger event details.
ON DEMAND Trigger:
Runs the playbook manually or as required.
Does not automatically include trigger event details for use in later tasks. Not selected as it does not use trigger events for variables.
Implementation Steps:
Step 1: Define the conditions for the EVENT or INCIDENT trigger in the playbook configuration. Step 2: Use the details from the
trigger event or incident in subsequent tasks to customize actions and responses.
Step 3: Test the playbook to ensure that the trigger variables are correctly passed and utilized.
Conclusion:
EVENT and INCIDENT triggers are specifically designed to initiate playbooks based on specific occurrences, allowing the use of
trigger details in subsequent tasks.
Reference: Fortinet Documentation on Playbook Configuration FortiSOAR Playbook Guide By using the EVENT and INCIDENT
triggers, you can leverage trigger events in later tasks as variables, enabling more dynamic and responsive playbook actions.

NEW QUESTION # 89 
Review the following incident report:
Attackers leveraged a phishing email campaign targeting your employees.
The email likely impersonated a trusted source, such as the IT department, and requested login credentials.
An unsuspecting employee clicked a malicious link in the email, leading to the download and execution of a Remote Access Trojan
(RAT).
The RAT provided the attackers with remote access and a foothold in the compromised system.
Which two MITRE ATT&CK tactics does this incident report capture? (Choose two.)

A. Lateral Movement
B. Persistence
C. Initial Access
D. Defense Evasion

Answer: B,C

Explanation:
* Understanding the MITRE ATT&CK Tactics:
* The MITRE ATT&CK framework categorizes various tactics and techniques used by adversaries to achieve their objectives.
* Tactics represent the objectives of an attack, while techniques represent how those objectives are achieved.
* Analyzing the Incident Report:
* Phishing Email Campaign:This tactic is commonly used for gaining initial access to a system.



* Malicious Link and RAT Download:Clicking a malicious link and downloading a RAT is indicative of establishing initial access.
* Remote Access Trojan (RAT):Once installed, the RAT allows attackers to maintain access over an extended period, which is a
persistence tactic.
* Mapping to MITRE ATT&CK Tactics:
* Initial Access:
* This tactic covers techniques used to gain an initial foothold within a network.
* Techniques include phishing and exploiting external remote services.
* The phishing campaign and malicious link click fit this category.
* Persistence:
* This tactic includes methods that adversaries use to maintain their foothold.
* Techniques include installing malware that can survive reboots and persist on the system.
* The RAT provides persistent remote access, fitting this tactic.
* Exclusions:
* Defense Evasion:
* This involves techniques to avoid detection and evade defenses.
* While potentially relevant in a broader context, the incident report does not specifically describe actions taken to evade defenses.
* Lateral Movement:
* This involves moving through the network to other systems.
* The report does not indicate actions beyond initial access and maintaining that access.
Conclusion:
* The incident report captures the tactics ofInitial AccessandPersistence.
References:
* MITRE ATT&CK Framework documentation on Initial Access and Persistence tactics.
* Incident analysis and mapping to MITRE ATT&CK tactics.
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