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Fortinet NSE7_EFW-7.2 Exam Syllabus Topics:

Topic Details

Topic 1
Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.

Topic 2
VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

Topic 3
System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Furthermore, it delves into configuring various operation modes for an HA cluster.

Topic 4 Central management: The topic of Central management covers implementing central management.

Topic 5
Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
route enterprise traffic.
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NEW QUESTION # 68 
Exhibit.

Refer to the exhibit, which contains a partial policy configuration.
Which setting must you configure to allow SSH?

A. Configure pot 22 in the Protocol Options field.
B. Select an application control profile corresponding to SSH in the Security Profiles section
C. Specify SSH in the Service field
D. Include SSH in the Application field

Answer: C

Explanation:
* Option A is correct because to allow SSH, you need to specify SSH in the Service field of the policy configuration. This is
because the Service field determines which types of traffic are allowed by the policy1. By default, the Service field is set to App
Default, which means that the policy will use the default ports defined by the applications. However, SSH is not one of the default
applications, so you need to specify it manually or create a custom service for it2.
* Option B is incorrect because configuring port 22 in the Protocol Options field is not enough to allow SSH. The Protocol Options
field allows you to customize the protocol inspection and anomaly protection settings for the policy3. However, this field does not
override the Service field, which still needs to match the traffic type.
* Option C is incorrect because including SSH in the Application field is not enough to allow SSH. The Application field allows you
to filter the traffic based on the application signatures and categories4.
However, this field does not override the Service field, which still needs to match the traffic type.
* Option D is incorrect because selecting an application control profile corresponding to SSH in the Security Profiles section is not
enough to allow SSH. The Security Profiles section allows you to apply various security features to the traffic, such as antivirus, web
filtering, IPS, etc. However, this section does not override the Service field, which still needs to match the traffic type. References: =
* 1: Firewall policies
* 2: Services
* 3: Protocol options profiles
* 4: Application control



NEW QUESTION # 69 
Refer to the exhibit, which shows a central management configuration.

Which server will FortiGate choose for web filter rating requests, if 10.0.1.240 is experiencing an outage?

A. Public FortiGuard servers
B. 10.0.1.243
C. 10.0.1.242
D. 10.0.1.244

Answer: D

Explanation:
In the event of an outage at 10.0.1.240, the FortiGate will choose the next server in the sequence for web filter rating requests,
which is 10.0.1.244 according to the configuration shown in the exhibit. This is because the server list is ordered by priority, and the
server with the lowest priority number is chosen first. If that server is unavailable, the next server with the next lowest priority number
is chosen, and so on. The public FortiGuard servers are only used if the include-default- servers option is enabled and all the custom
servers are unavailable.

NEW QUESTION # 70 
Refer to the exhibit, which shows an ADVPN network.

An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
What must the administrator configure in the phase 1 VPN IPSEC configuration of the Hub2Hub tunnels?

A. set auto-discovery-receiver enable
B. set auto-discovery-forwarder enable
C. set auto-discovery-sender enable



D. set add-route enable

Answer: B

NEW QUESTION # 71 
Exhibit.

Refer to the exhibit, which shows an ADVPN network.
The client behind Spoke-1 generates traffic to the device located behind Spoke-2.
Which first message floes the hub send to Spoke-110 bring up the dynamic tunnel?

A. Shortcut reply
B. Shortcut offer
C. Shortcut forward
D. Shortcut query

Answer: B

Explanation:
The first message that the hub sends to Spoke-1 to bring up the dynamic tunnel is a shortcut offer. This is a BGP message that
contains the NHRP information of the destination spoke (Spoke-2) and offers to create a shortcut tunnel between the two spokes.
The shortcut offer is sent after the hub receives a BGP update from Spoke-2 with the destination prefix and the NHRP information.
Reference: You can find more information about ADVPN and BGP in the following Fortinet Enterprise Firewall 7.2 documents:
ADVPN
BGP
ADVPN with BGP as the routing protocol

NEW QUESTION # 72 
Refer to the exhibit which shows two configured FortiGate devices and peering over FGSP.



The main link directly connects the two FortiGate devices and is configured using the set session- syn-dev <interface> command.
What is the primary reason to configure the main link?

A. To have only configuration synchronization in layer 3
B. To load balance both sessions and configuration synchronization between layer 2 and 3
C. To have both sessions and configuration synchronization in layer 3
D. To have both sessions and configuration synchronization in layer 2

Answer: D

Explanation:
When peering over FGSP, by default, the FortiGate devices or FGCP clusters, share information over layer 3 between the
interfaces that are configured with peer IP addresses. You can also specify the interfaces used to synchronize session in layer 2
instead of layer 3 using the "session- sync-dev" setting. When a session synchronization interface is configured and FGSP peers are
directly connected on this interface, then session synchronization is done over layer 2, only falling back to layer 3 if the session
synchronization interface becomes unavailable.

NEW QUESTION # 73
......
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