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GIAC Defensible Security Architect Sample Questions (Q74-Q79):
NEW QUESTION # 74 
What is a primary security feature of next-generation firewalls?
Response:

A. They support only static routing.
B. They function identically to traditional stateful firewalls but are faster.
C. They include integrated intrusion prevention.
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D. They can only filter traffic based on IP addresses and ports.

Answer: C

NEW QUESTION # 75 
Which of the following is the primary role of database firewalls in data-centric security?
Response:

A. Backing up databases in real time
B. Monitoring network traffic for anomalies
C. Protecting databases from unauthorized access and SQL injection attacks
D. Encrypting data during transmission

Answer: C

NEW QUESTION # 76 
Which of the following are key features of a next-generation firewall (NGFW)?
(Choose two)
Response:

A. Deep packet inspection
B. Full disk encryption for all network devices
C. Application awareness and control
D. IP address filtering only

Answer: A,C

NEW QUESTION # 77 
Which strategies are effective for responding to pivoting adversaries in a Zero Trust model?
(Choose two)
Response:

A. Automatically trusting all previously authenticated devices
B. Disabling all network monitoring to avoid false positives
C. Enforcing strict credential rotation policies
D. Implementing micro-segmentation to limit lateral movement

Answer: C,D

NEW QUESTION # 78 
Which of the following encryption technologies are commonly used to protect data in transit for remote access users?
(Choose two)
Response:

A. Blowfish
B. IPsec
C. TLS
D. SHA-256

Answer: B,C

NEW QUESTION # 79
......
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