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Topic Details

Topic 1
Configure Nutanix Objects
Describe how to monitor performance and usage

Topic 2
Troubleshoot issues related to Nutanix Files
Explain Data Management processes for Files and Objects

Topic 3
Troubleshoot issues related to Nutanix Objects
Troubleshoot issues related to Nutanix Volumes

Topic 4
Identify the steps to deploy Nutanix Files
Given a scenario, determine product and sizing parameters

Topic 5
Utilize File Analytics for data security
Troubleshoot Nutanix Unified Storage
Configure Nutanix Volumes

Topic 6

Deploy and Upgrade Nutanix Unified Storage
Perform upgrades
maintenance for Files
Objects implementations

Topic 7

Configure Nutanix Files with advanced features
Determine the appropriate method to ensure data availability
recoverability

Topic 8

Given a scenario, configure shares, buckets, and
or Volume Groups
Troubleshoot a failed upgrade for Files
Objects

Topic 9
Configure and Utilize Nutanix Unified Storage
Identify the steps to deploy Nutanix Objects

Nutanix Certified Professional - Unified Storage (NCP-US) v6.5 Sample
Questions (Q70-Q75):
NEW QUESTION # 70 
What is the most efficient way of enabling users to restore their files without administrator intervention in multiple Files shares?

A. Click Enable next to the name of the share in Manage Recovery Settings from Data Lens.
B. Assign the same Category to all FSVMs and adding that Category to a single Protection Policy in PC.
C. Click Enable Self Service Restore in the Edit wizard for each share in Shares tab from Files Console.
D. Add all FSVMs to a Consistency Group within a single asynchronous Protection Domain in PE.

Answer: C

Explanation:
Nutanix Files allows users to restore their files from the snapshots taken by the protection policy. A protection policy is a set of rules
that defines how often snapshots are taken, how long they are retained, and where they are replicated. A protection policy can be
applied to one or more file shares. To enable users to restore their files without administrator intervention, the administrator must
enable the Self Service Restore option for each share in the Files Console. This option adds a hidden folder named .snapshot in each
share, which contains all the snapshots taken by the protection policy. Users can access this folder and browse the snapshots to find
and restore their files. The administrator can also configure the permissions and quota for the .snapshot folder. References: Nutanix
Files Administration Guide, page 75; Nutanix Files Self-Service Restore Guide Nutanix Files, part of Nutanix Unified Storage
(NUS), provides a Self-Service Restore (SSR) feature that allows end users to recover their files without administrator intervention.
This feature is particularly useful for SMB shares, enabling users to access previous versions of files or folders directly from their



Windows clients (e.g., via the "Previous Versions" tab in File Explorer).
The most efficient way to enable Self-Service Restore for multiple Files shares is to configure it at the share level within the Files
Console. According to the Nutanix Files Administration Guide, the Self-Service Restore option can be enabled for each share
individually through the Shares tab in the Files Console. While this requires enabling the setting for each share, it is the most direct
and supported method for enabling SSR across multiple shares, as it does not involve external tools like Data Lens or complex
configurations like Protection Policies or Consistency Groups.
* Option A: Correct. Enabling Self-Service Restore in the Edit wizard for each share via the Shares tab in the Files Console is the
standard method. It allows users to restore files directly without administrator intervention. While it requires configuring each share
individually, it is efficient for a small to moderate number of shares and aligns with Nutanix's recommended approach.
* Option B: Incorrect. Nutanix Data Lens is a service for data governance, analytics, and ransomware protection, not for managing
Self-Service Restore settings. Data Lens focuses on scanning shares for anomalies and providing recovery points, but it does not
have a direct option to enable SSR for shares.
* Option C: Incorrect. Assigning Categories to FSVMs and linking them to a Protection Policy in Prism Central is related to VM or
resource protection (e.g., snapshots or replication), not to enabling user- driven file restoration for Files shares.
* Option D: Incorrect. Consistency Groups and Protection Domains in Prism Element are used for data protection and disaster
recovery (e.g., asynchronous replication), not for enabling Self-Service Restore for end users.
Exact Extract from Nutanix Documentation:
From the Nutanix Files Administration Guide (available on the Nutanix Portal):
"Self-Service Restore allows end users to recover files and folders from SMB shares without administrator intervention. To enable
Self-Service Restore, navigate to the Shares tab in the Files Console, select a share, and click Edit. In the Edit wizard, check the
'Enable Self Service Restore' option. This must be configured for each share individually." Additional Notes:
* While enabling SSR for each share individually (option A) may seem less efficient for a very large number of shares, Nutanix does
not currently provide a bulk configuration option for SSR in the Files Console. Automation via APIs could be an alternative for
large-scale deployments, but this is not mentioned in the question's options.
* The question emphasizes "most efficient," and option A is the most straightforward and officially supported method per the
documentation.
:
Nutanix Files Administration Guide, Version 4.0, Section: "Managing Shares - Self-Service Restore" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files Share Management".

NEW QUESTION # 71 
A healthcare administrator configure a Nutanix cluster with the following requirements:
* Enable for long-term data retention of large files
* Data should be kept for two years
* Deletion or overwrite of the data must not be allowed
Which Nutanix-enabled technology should the administrator employ to satisfy these requirements?

A. Objects - Life Cycle Policy
B. Files - Read-only share
C. Objects - WORM with versioning
D. Files - Connected share

Answer: C

Explanation:
The Nutanix-enabled technology that meets these requirements is Objects - WORM with versioning. WORM (Write-Once Read-
Many) is a feature that prevents anyone from modifying or deleting data in a bucket while the policy is active. WORM policies help
comply with strict data retention regulations that mandate how long specific data must be stored. Versioning is a feature that keeps
multiple versions of an object in a bucket whenever it is overwritten or deleted. Versioning policies help preserve previous versions
of an object for backup or recovery purposes. By enabling WORM and versioning for an Objects bucket, the administrator can
ensure that data is kept for two years without being deleted or overwritten. Reference: Nutanix Objects User Guide, page 17;
Nutanix Objects Solution Guide, page 9

NEW QUESTION # 72 
An administrator is able to review and modify objects in a registered ESXI cluster from a PE instance, but when the administrator
attempts to deploy an Objects cluster to the same ESXi cluster, the error that is shown in the exhibit is shown.
What is the appropriate configuration to verify to allow successful Objects cluster deployment to this ESXi cluster?



A. Replace the expired self-signed SSL certificate for the Object Store with a non-expired self signed SSL certificate.
B. Ensure that vCenter in PE cluster is registered using FQDN and that vCenter details in Objects UI are using IP address.
C. Ensure that vCenter in PE cluster is registered using FQDN and that vCenter details in Objects UI are using FQDN.
D. Replace the expired self-signed SSL certificate for the Object Store with a non-expired ' signed by a valid Certificate
Authority.

Answer: C

Explanation:
The appropriate configuration to verify to allow successful Objects cluster deployment to this ESXi cluster is to ensure that vCenter
in PE cluster is registered using FQDN (Fully Qualified Domain Name) and that vCenter details in Objects UI are using FQDN.
FQDN is a domain name that specifies the exact location of a host in the domain hierarchy. For example, esxi01.nutanix.com is an
FQDN for an ESXi host. Using FQDN instead of IP addresses can avoid certificate validation errors when deploying Objects
clusters to ESXi clusters. Reference: Nutanix Objects User Guide, page 9; Nutanix Objects Troubleshooting Guide, page 5

NEW QUESTION # 73 
Which two audit trails can be monitored within Data Lens? (Choose two.)

A. Client IPs
B. User Emails
C. Anomalies
D. Files

Answer: A,D

Explanation:
Nutanix Data Lens, a service integrated with Nutanix Unified Storage (NUS), provides data governance and security features for
Nutanix Files. One of its key features is Audit Trails, which tracks user activities and file operations. The audit trails include specific
details that can be monitored and reported.
Analysis of Options:
* Option A (User Emails): Incorrect. Data Lens Audit Trails track user activities, but they do not specifically log user emails as an
audit trail metric. User identities (e.g., usernames) are logged, but email addresses are not a standard audit trail field.
* Option B (Client IPs): Correct. Data Lens Audit Trails include the client IP addresses from which file operations are performed,
allowing administrators to track the source of user actions (e.g., which IP accessed or modified a file).
* Option C (Files): Correct. Data Lens Audit Trails track file-level operations, such as access, modifications, deletions, and
permission changes, making "Files" a key audit trail metric.
* Option D (Anomalies): Incorrect. While Data Lens does detect anomalies (e.g., ransomware activity, unusual file operations),
anomalies are a separate feature, not an audit trail. Audit Trails focus on logging specific user and file activities, while anomalies are
derived from analyzing those activities.
Selected Audit Trails:
* B: Client IPs are logged in audit trails to identify the source of file operations.
* C: Files are the primary entities tracked in audit trails, with details on operations performed on them.
Exact Extract from Nutanix Documentation:
From the Nutanix Data Lens Administration Guide (available on the Nutanix Portal):
"Data Lens Audit Trails provide detailed logging of file operations, including the files affected, the user performing the action, and the
client IP address from which the operation was initiated. This allows administrators to monitor user activities and track access
patterns."
:
Nutanix Data Lens Administration Guide, Version 4.0, Section: "Audit Trails in Data Lens" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Data Lens Audit Features".

NEW QUESTION # 74 
An administrator is planning to upgrade all ESXi hypervisors in a cluster hosting Files.
When performing one-click hypervisor upgrades, what prerequisite must be performed?

A. Shutdown the FSVMs.
B. Disable the anti-affinity rules on all FSVMs.
C. Manually migrate the FSVMs.
D. Enable the anti-affinity rules on all FSVMs.



Answer: B

Explanation:
Anti-affinity rules ensure FSVMs are distributed across hosts for HA, but during a one-click hypervisor upgrade, these rules can
prevent FSVMs from being migrated to other hosts when a host enters maintenance mode. Disabling the anti-affinity rules
temporarily allows the upgrade to proceed by permitting FSVMs to reside on the same host during the migration process, ensuring a
smooth and non-disruptive upgrade.
Exact Extract from Nutanix Documentation:
From the Nutanix Files Administration Guide (available on the Nutanix Portal):
"When performing a one-click hypervisor upgrade on ESXi hosts hosting Nutanix Files, temporarily disable the anti-affinity rules for
FSVMs. This allows FSVMs to be migrated to other hosts during the upgrade process without violating placement constraints,
ensuring a non-disruptive upgrade. Re-enable the anti- affinity rules after the upgrade is complete."
:
Nutanix Files Administration Guide, Version 4.0, Section: "Upgrading Hypervisors in a Files Environment" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files Upgrade Considerations".
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