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NEW QUESTION # 55
When setting up a network, a technician needs a router that creates an access point.
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‘Which router should be used?

A. Core router

B. Wireless router

C. Broadband router

D. Inter-provider border router

Answer: B

Explanation:

Awireless routeris designed to create an access point that allows wireless devices to connect to a network. It combines the finctions
of a traditional router with a wireless access point, enabling commumnication between wired and wireless devices. These routers use
Wi-Fi standards (e.g,, 802.11ac, 802.11ax) to transmit data wirelessly.

* Broadband routersprimarily provide internet connectivity but do not necessarily include Wi-Fi functionality unless specified.

* Core routershandle large-scale data routing in the backbone of networks but are not designed for access point creation.

* Inter-provider border routersfinction at an ISP level for routing traffic between different networks, not for providing user access.

NEW QUESTION # 56
A company has a legacy network in which all devices receive all messages transmitted by a central wire.
‘Which network topology is described?

A. Bus
B. Point-to-point
C. Star
D. Ring

Answer: A

Explanation:

ABus topologyis a network setup in which all devices share a single commumication channel (central wire), and data is transmitted
along this cable. Each device listens for data but only processes packets addressed to it.

This topology was widely used in older Ethernet networks.

* Star topologyuses a central switch or hub, not a shared wire.

* Point-to-point topologyinvolves a direct link between two devices, not multiple devices sharing a medium

* Ring topologyconnects each device to two adjacent devices in a circular path, not a single shared bus.

NEW QUESTION # 57
After a series of attacks, an organization needs to bolster its data protection measures.
Which strategy should be used to increase data protection?

A. Have restoration policies in place

B. Use a variable network topology

C. Implement wired equivalent privacy (WEP)
D. Require that passwords change weekly

Answer: A

Explanation:

Having restoration policies in placeensures that in the event of data breaches, ransonmware, or system failures, data can be quickly
restored from secure backups. This minimizes downtime and data loss.

* Using a variable network topologydoes not directly improve data security.

* Changing passwords weeklymay lead to weaker security due to password fatigue.

* WEPis obsolete and does not provide strong encryption for data protection.

NEW QUESTION # 58
An organization's network has been the target of several cyberattacks.
Which strategy should the organization use for Wi-Fi hardening?



A. Disable ESSID broadcasting

B. Add more access points

C. Trust local hosts by default

D. Implement wired equivalent privacy (WEP)

Answer: A

Explanation:

Disabling ESSID broadcastingprevents the Wi-Fi network name from being publicly visible,making it harder for attackers to
discover and target the network. While this is not a foolproof security measure, it adds an additional layer of protection against
unauthorized access.

* Trusting local hosts by defaultis risky and not a security best practice.

* Adding more access pointsimproves coverage but does not enhance security.

* WEPis outdated and highly vulnerable to attacks; WPA2 or WPA3 should be used instead.

NEW QUESTION # 59
A person is troubleshooting a network issue and needs to see a list of all active network connections.
Which Linux command should be used?

A. nslookup
B. ifconfig
C. dig

D. netstat

Answer: D

Explanation:

Thenetstatcommand in Linux displays active network connections, listening ports, and network statistics. It is useful for diagnosing
network issues and identifying open connections.

* nslookupis for DNS queries.

* digprovides DNS information, not network connection status.

* ifconfigshows network mterface details but does not list active connections.

NEW QUESTION # 60
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