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Palo Alto Networks Next-Generation Firewall Engineer Sample Questions
(Q30-Q35):

NEW QUESTION # 30

An engineer is implementing a new rollout of SAML for administrator authentication across a company's Palo Alto Networks
NGFWs. User authentication on company firewalls is currently performed with RADIUS, which will remain available for six months,
until it is decommissioned. The company wants both authentication types to be running in parallel during the transition to SAML.
Which two actions meet the criteria? (Choose two.)

¢ A Create and add the "SAML Identity Provider" Server Profile to the authentication profile for the "RADIUS" Server Profile.

¢ B. Create and apply an authentication profile with the "SAML Identity Provider" Server Profile.

e C. Create a testing and rollback plan for the transition from Radius to SAML, as the two authentication profiles cannot be run
n tandem

¢ D. Create an authentication sequence that includes both the "RADIUS" Server Profile and "SAML Identity Provider" Server
Profile to run the two services in tandem.

Answer: A,D

Explanation:

To enable both RADIUS and SAML authentication to run in parallel during the transition period, you need to configure an
authentication sequence and an authentication profile that includes both authentication methods.

By creating an authentication sequence that includes both RADIUS and SAML server profiles, the firewall will attempt
authentication with RADIUS first and, if that fails, will fall back to SAML. This enables both authentication types to function
simultaneously during the transition period.

You can also configure an authentication profile that includes both the RADIUS Server Profile and the SAML Identity Provider
server profile. This setup allows the firewall to use both RADIUS and SAML for authentication requests, and it will check both
authentication methods in parallel.

NEW QUESTION # 31
How does a Palo Alto Networks firewall choose the best route when it receives routes for the same destination from different
routing protocols?

A. The route that was received first will be entered into the forwarding table, and all subsequent routes will be rejected.
B. It will attempt to load balance the traffic across all routes.

C. It compares the administrative distance and chooses the one with the highest value.

D. It compares the administrative distance and chooses the one with the lowest value.

Answer: D

Explanation:

When a Palo Alto Networks firewall receives routes for the same destination from different routing protocols, it uses the
administrative distance (AD) to determine the best route. The administrative distance is a measure of the trustworthiness of a route,
with a lower value indicating higher preference. The firewall will choose the route with the lowest admnistrative distance to populate
its forwarding table.

NEW QUESTION # 32

After an engineer configures an [PSec tunnel with a Cisco ASA, the Palo Alto Networks firewall generates system messages
reporting the tunnel is failing to establish.

Which of the following actions will resolve this issue?

A. Check that IPSec is enabled in the management profile on the external interface.

B. Ensure that an active static or dynamic route exists for the VPN peer with next hop as the tunnel interface.
C. Configure the Proxy IDs to match the Cisco ASA configuration.

D. Validate the tunnel interface VLAN against the peer's configuration.
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Answer: C

Explanation:

The Proxy IDs (or Traffic Selectors) define the local and remote subnets that are allowed to communicate over the IPSec tunnel. If
the Proxy IDs on the Palo Alto Networks firewall do not match the configuration on the Cisco ASA, the tunnel will fail to establish
because the firewalls won't agree on which traffic to encrypt. Ensuring that the Proxy IDs match between the Palo Alto Networks
firewall and the Cisco ASA will resolve the issue.

NEW QUESTION # 33
‘What must be configured before a firewall administrator can define policy rules based on users and groups?

A. LDAP Server profile
B. User Mapping profile
C. Authentication profile

D. Group mapping settings

Answer: D

Explanation:

Before a firewall administrator can define policy rules based on users and groups, the Group Mapping settings must be configured.
These settings enable the firewall to map users to their respective Active Directory (AD) groups. This mapping allows the firewall to
use user and group information to create policy rules based on group membership.

NEW QUESTION # 34

An organization runs multiple Kubernetes clusters both on-premises and in public clouds (AWS, Azure, GCP). They want to deploy
the Palo Alto Networks CN-Series NGFW to secure east-west traffic within each cluster, maintain consistent Security policies
across all environments, and dynamically scale as containerized workloads spin up or down. They also plan to use a centralized
Panorama instance for policy management and visibility.

‘Which approach meets these requirements?

¢ A. Configure the CN-Series only in public cloud clusters, and rely on Kubernetes Network Policies for on-premises cluster
security. Synchronize partial policy information into Panorama manually as needed.

¢ B. Install standalone CN-Series instances in each cluster with local configuration only. Export daily policy configuration
snapshots to Panorama for recordkeeping, but do not unify policy enforcement.

e C. Use Kubernetes-native deployment tools (e.g., Helm) to deploy CN-Series in each cluster, ensuring local insertion into the
service mesh or CNI. Manage all CN-Series firewalls centrally from Panorama, applying uniform Security policies across on-
premises and cloud clusters.

¢ D. Deploy a single CN-Series firewall in the on-premises data center to process traffic for all clusters, connecting remote
clusters via VPN or peering. Manage this single instance through Panorama.

Answer: C

Explanation:

This approach meets all the requirements for securing east-west traffic within each Kubernetes cluster, maintaining consistent security
policies across on-premises and cloud environments, and allowing for dynamic scaling of the CN-Series NGFWs as containerized
workloads spin up or down. By using Kubernetes-native deployment tools (such as Helm), the CN-Series NGFWs can be
deployed and scaled dynamically within each cluster. Local insertion into the service mesh or CNI ensures that the NGFW can
inspect traffic at the appropriate points within the cluster.

Centralized management via Panorama ensures that security policies are uniform across both on-premises and cloud environments,
providing visibility and control across all clusters.

NEW QUESTION # 35
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