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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q61-Q66):
NEW QUESTION # 61 
An administrator defines SMTP as a critical process on a Linux server.
If the SMTP process is stopped, FortiSIEM would generate a critical event with which event type?

A. PH_DEV_MON_SMTP_STOP
B. PH_DEV_MON_PROC_STOP
C. Postfix-Mail-Slop
D. Generic SMTP Process Exit

Answer: B

NEW QUESTION # 62 
Which statement about global thresholds and per device thresholds is true?
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A. FortiSIEM uses fixed hardcoded thresholds for all performance metrics.
B. FortiSIEM uses global and per device thresholds tor all performance metrics.
C. FortiSIEM uses global thresholds for all security metrics.
D. FortiSIEM uses global thresholds for all performance metrics.

Answer: B

Explanation:
Threshold Management: FortiSIEM uses thresholds to generate alerts and incidents based on performance and security metrics.
Global Thresholds: These are default thresholds applied to all devices and metrics across the system, providing a baseline for alerts.
Per Device Thresholds: These thresholds can be customized for individual devices, allowing for more granular control and tailored
monitoring based on specific device characteristics and requirements.
Usage in Performance Metrics: Both global and per device thresholds are used for performance metrics to ensure comprehensive
and precise monitoring.
References: FortiSIEM 6.3 User Guide, Thresholds and Alerts section, details the application of global and per device thresholds for
performance and security metrics.

NEW QUESTION # 63 
An administrator is using SNMP and WMI credentials to discover a Windows device. How will the WMI method handle this?

A. WMI method will collect security, application, and system events logs.
B. WMI method will collect only DNS logs.
C. WMI method will collect only traffic and IIS logs.
D. WMI method will collect only DHCP logs.

Answer: C

Explanation:
WMI Method: Windows Management Instrumentation (WMI) is a set of specifications from Microsoft for consolidating the
management of devices and applications in a network.
Log Collection: WMI is used to collect various types of logs from Windows devices.
* Security Logs: Contains records of security-related events such as login attempts and resource access.
* Application Logs: Contains logs generated by applications running on the system.
* System Logs: Contains logs related to the operating system and its components.
Comprehensive Data Collection: By using WMI, FortiSIEM can gather a wide range of event logs that are crucial for monitoring and
analyzing the security and performance of Windows devices.
References: FortiSIEM 6.3 User Guide, Data Collection Methods section, which details the use of WMI for collecting event logs
from Windows devices.

NEW QUESTION # 64 
Refer to the exhibit.



A FortiSIEM is continuously receiving syslog events from a FortiGate firewall The FortiSlfcM administrator is trying to search the
raw event logs for the last two hours that contain the keyword tcp . However, the administrator is getting no results from the search.
Based on the selected filters shown in the exhibit, why are there no search results?

A. The keyword is case sensitive Instead of typing TCP in the Value field. the administrator should type tcp.
B. The administrator selected AND in the Next drop-down list. This is the wrong boolean operator.
C. In the Time section, the administrator selected the Relative Last option, and in the drop-down lists, selected 2 and Hours
as the lime period The time period should be 24 hours.
D. The administrator selected - in the Operator column That a the wrong operator.

Answer: A

Explanation:
Case Sensitivity in Searches: In FortiSIEM, search queries, including those for raw event logs, are case sensitive. This means that
keywords must be entered exactly as they appear in the logs.
Keyword Mismatch: The exhibit shows the keyword "TCP" in the Value field. If the actual events use "tcp" (lowercase), the search
will return no results because of the case mismatch.
Correct Keyword: To match the keyword correctly, the administrator should enter "tcp" in the Value field.
References: FortiSIEM 6.3 User Guide, Search and Filtering section, which discusses the importance of case sensitivity in search
queries.

NEW QUESTION # 65 
Which statement about global thresholds and per device thresholds is true?

A. FortiSIEM uses fixed hardcoded thresholds for all performance metrics.
B. FortiSIEM uses global and per device thresholds tor all performance metrics.
C. FortiSIEM uses global thresholds for all security metrics.
D. FortiSIEM uses global thresholds for all performance metrics.

Answer: B

Explanation:
* Threshold Management: FortiSIEM uses thresholds to generate alerts and incidents based on performance and security metrics.
* Global Thresholds: These are default thresholds applied to all devices and metrics across the system, providing a baseline for
alerts.
* Per Device Thresholds: These thresholds can be customized for individual devices, allowing for more granular control and tailored
monitoring based on specific device characteristics and requirements.
* Usage in Performance Metrics: Both global and per device thresholds are used for performance metrics to ensure comprehensive
and precise monitoring.
* Reference: FortiSIEM 6.3 User Guide, Thresholds and Alerts section, details the application of global and per device thresholds
for performance and security metrics.
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