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NEW QUESTION # 46
Refer to the exhibit.
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Examine the RADIUS server configuration shown in the exhibit

An admmnistrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator FortiAuthenticator is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP While testing
the configuration the administrator noticed that the diagnosetest authserver command worked with PAP, however authentication
requests failed when using MSCHAP2 Which two solutions can the admmistrator implement to get MSCHAP2 authentication to
work" (Choose two.)

¢ A. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS

¢ B. On FortiGate configure the NAS IP setting on the RADIUS
server

¢ C. On FortiGate update the Secret setting on the RADIUS server

¢ D. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the
Windows domain

Answer: A,D

Explanation:

Explanation

According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP. However,
LDAP does not support MSCHAP2 authentication, which is required for RADIUS. Therefore, option A is true because on
FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the Windows domain
and allow it to use MSCHAP2 authentication with the AD server. Option C s also true because on FortiAuthenticator, changing the
back-end authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server. Option B
is false because on FortiGate, configuring the NAS IP setting on the RADIUS server will not affect the MSCHARP2 authentication,
but rather the source IP address of the RADIUS packets. Option D is false because on FortiGate, updating the Secret setting on the
RADIUS server will not affect the MSCHAP2 authentication, but rather the shared secret between FortiGate and
FortiAuthenticator.

NEW QUESTION # 47
Which two statements about the use of digital certificates are true? (Choose two.)

A. To validate the signature on a certificate, an endpoint does not need to know the CA of that certificate.
B. An intermediate CA can sign other certificates.

C. A chain of trust may include one or more intermediate CAs.

D. In a chain of trust, the root CA is signed by another certificate.

Answer: B,C

NEW QUESTION # 48
Refer to the exhibit
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Examine the FortiGate RSSO configuration shown i the exhibit

FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to portl FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

A. Create a second firewall policy from port3 lo port] and select the target destination subnets

B. Enable Security Fabric Connection on port3

C. Add RSSO Group to the firewall policy

D. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
mformation of the RSSO users

Answer: C

Explanation:

According to the exhibit, the firewall policy from port3 to port] has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not affect the
firewall policy, but rather the commumication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port] will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 49
Which two statements about the guest portal on FortiAuthenticator are true? (Choose two.)

A. Each remote user on FortiAuthenticator can sponsor up to 10 guest accounts

B. The guest portal provides pre and post-log in services

C. Administrators can use one or more incoming parameters to configure a mapping rule for the guest portal
D. Admmnistrators must approve all guest accounts before they can be used

Answer: B,C

Explanation:

The guest portal on FortiAuthenticator can offer services both before and after a guest logs in, such as displaying terms of use before
login and providing access to network resources after successful authentication.

Administrators have the ability to configure mapping rules for the guest portal using various incoming parameters. This allows for
flexible and dynamic handling of guest account creation and access permissions based on different criteria.

NEW QUESTION # 50
Refer to the exhibit.
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Examine the FortiGate user group configuration and the Windows AD LDAP group membership information shown in the exhibit
FortiGate is configured to authenticate SSL. VPN users against Windows AD using LDAP The administrator configured the SSL
VPN user group for SSL VPN users However the administrator noticed that both the student and j smith users can connect to SSL
VPN Which change can the administrator make on FortiGate to restrict the SSL. VPN service to the student user only?

e A Inthe SSL VPN user group configuration set Group Namto CN-SSLVPN, CN="users, DC- trainingAD, DC-training,
DC-lab

e B. Inthe SSL VPN user group configuration set Group Name to :;=Domain users.CN-Users
/DC=trainingAD, DC-training, DC=lab.

e (. Inthe SSL VPN user group configuration change Type to Fortinet Single Sign-On (FSSO)

e D. Inthe SSL VPN user group configuration, change Name to cr=sslvpn, CN=users, DC=tramningAD, Detraining, DC-lab.

Answer: A

Explanation:

According to the FortiGate Admmistration Guide, '"The Group Name is the name of the LDAP group that you want to use for
authentication. The name must match exactly the name of the LDAP group on the LDAP server." Therefore, option A is true
because it will set the Group Name to match the LDAP group that contains only the student user. Option B is false because changing
the Name will not affect the authentication process, as it is only a local identifier for the user group on FortiGate. Option C is false
because setting the Group Name to Domain Users will include all users in the domain, not just the student user. Option D is false
because changing the Type to FSSO will require a different configuration method and will not solve the problem

NEW QUESTION # 51
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