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Fortinet NSE 7 - SD-WAN 7.2 Sample Questions (Q87-Q92):

NEW QUESTION # 87
‘Which two performance SLA protocols enable you to verify that the server response contains a specific value?
(Choose two.)

A. dns

B. twamp
C. icnmp
D. http

Answer: A,D
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NEW QUESTION # 88
Refer to the exhibit.

config vpn ipsec phasel-interface
edit "T_INET 0 _O"
set type dynamic
set interface "portl"™
set keylife 28800
set peertype any
set net-device disable

set proposal aeslza sha256
-u--. IIEF
-ll- t ks b

ZVQniUrfkowdjjSVKI+KywaG4ZDT7jwHKdSYaLBj4+pRpYOx/N?quc1VLOBW2ZHQUX“JézvaNKktiPYNtASaP
i6ly7gDx21P/0fKexTQQJIZQCGRYZLMBeFTONKTK6AUXObFDCPBBhEIAE+03CYBMLWKkFZmdUGRsST+qvybblVX+Ioy
HKSEXakpmzSRiltELgZSGg==

next

end

‘Which configuration change is required if the responder FortiGate uses a dynamic routing protocol to exchange routes over [Psec?

A. mode-cfg must be enabled.

B. exchange-mterface-ip must be enabled.
C. type must be set to static.

D. add-route must be disabled.

Answer: D

NEW QUESTION # 89
Refer to the exhibit.

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2.
Which two configuration settings are required for Toronto and London spokes to establish an ADVPN shortcut? (Choose two.)

Answer: B,C

A. On the hubs, net-device must be enabled on all IPsec VPNs.

B. On the hubs, auto-discovery-sender must be enabled on the [Psec VPN to spokes.

C. On the spokes, auto-discovery-receiver must be enabled on the [Psec VPN to the hub.
D. auto-discovery-forwarder must be enabled on all [Psec VPNSs.

NEW QUESTION # 90
Refer to the exhibit.



branchl_fgt # diagnose firewall proute list
list route policy info(vi=root):

ide=l dscp_tag=0xff Oxff flags=0x0 tos=0x00 tos_mask=0x00 protocol=17 sport=0-£5515 iif=7
dport=53 path(l) oifw=3(portl)

source wildcard(l): 0.0.0.0/0.0.0.0

destination wildcard(l): 4.2.2.1/255.255.255.255

hit_count=0 last_used=2022-03-25 10:53:26

id=2131165185(0x7£070001) wwl_service=l(Critical-DIA) sl mbr seq=l 2 dscp_tag=Oxff Oxff
flags=0x0 tos=0x00 tos_mask=0x00 protocol=0 sport=0-§3535 iif=0 dport=1-65535 path(2)
oif=3(portl) oif=4(port)

source(l): 10.0.1.0-10.0.1.255%

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(3): GoToMeeting(4294836966,090,0, 16354)

Microsoft.O0ffice.365.Portal (4294837474,0, 0,0, 41468) Salesf {4 aPas

hit count=0 last used=2022-03-24 12:18:16 P — -ﬁfrl lgql-
- - 1

id=2131165186(0x7£070002) wwl_servige=Zj(Non-Critical=DIA) vwl mbr seq=2 dscp_tag=Oxff

Oxff flags=0x) tos=0x00 tos_mask=0x00\protocol=0 sport=0-65535 iif=0 dport=1-65535

path(l) oif=4(port2)

source(l): 10.0.1.0-10.0.1.255%

destination wildcard(l): 0.04050/8.0.0.0

internet service(2): Facebook{4294836806,0,0,0, 15832) Twitter(4294638278,0,0,0, 16001)
hit_count=0 last_used=2022203-24 12:18:16

id=2131165187(0x7£070003) wwl service=3(all rules) vwl mbr seq=l dscp tag=0xff Oxff
flags=0x0 tos=0x00 tos_mAsk=0x00 protocol=0 sport=0-§5535 iif=0 dport=1-65535 path(l)
oif=3(porcl)

source(l): 0.0.0.0-255.255.255.255

destination(l): 0.0.0.0-255.255.255.255

hit count=0 last used=2022-03-25 10:58:12

Based on the output, which two conclusions are true? (Choose two.)

A. The SD-WAN rules take precedence over regular policy routes.
B. There is more than one SD-WAN rule configured.

C. Entry 1(id=1) is a regular policy route.

D. The all rules rule represents the implicit SD-WAN rule.

Answer: B,C

NEW QUESTION # 91
Refer to the exhibit.

config system sdwan
set fail-detect enable
set fail-alert-interfaces "ports"
config health-check
edit "Level3 DNS"
set update-cascade-interface enable
set members 1.2
next
edit "HQ"
set update-cascade-interface enable
set members 3
next

i OFEERTINET

Based on the exhibit, which action does FortiGate take?

e A FortiGate brings up port5 afier it detects all SD-WAN members as alive.

¢ B. FortiGate bounces port5 after it detects all SD-WAN members as dead.

e C. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.
e D. FortiGate brings down port5 after it detects all SD-WAN members as dead.



Answer: B

NEW QUESTION # 92
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