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‘Which technology grants enhanced visibility and threat prevention locally on a device?

A. EDR
B. SIEM
C.IDS
D. DLP

Answer: A

Explanation:

Endpoint Detection and Response (EDR) technologies provide comprehensive visibility and real-time threat prevention directly on
endpoint devices. EDR continuously monitors process activities, file executions, and system calls to detect malware, suspicious
behaviors, and zero-day threats at the source. Palo Alto Networks' Cortex XDR platform exemplifies this by correlating endpoint
telemetry with network and cloud data to provide a holistic defense against attacks. Operating locally on endpoints allows EDR to
prevent lateral movement and respond to threats quickly, filling security gaps that network-centric tools alone cannot address. This
endpoint-level insight is critical to identifying sophisticated threats that mitiate or manifest on user devices.

NEW QUESTION # 67
What are two common lifecycle stages for an advanced persistent threat (APT) that is infiltrating a network? (Choose two.)

A. Privilege escalation

B. Lateral movement

C. Communication with covert channels
D. Deletion of critical data

Answer: A,B

Explanation:

Lateral movement is a key stage where the attacker moves across the network to find valuable targets.

Privilege escalation involves gaining higher access rights to expand control within the compromised environment.
Communication with covert channels is a tactic used during persistence or exfiltration, while deletion of critical data is not a standard
APT lifecycle stage - it's more characteristic of destructive attacks.

NEW QUESTION # 68
What role do containers play in cloud migration and application management strategies?

A. They are used for data storage in cloud environments.

B. They enable companies to use cloud-native tools and methodologies.

C. They are used to orchestrate virtual machines (VM) in cloud environments.
D. They serve as a template manager for software applications and services.

Answer: B

Explanation:

Containers encapsulate applications and their dependencies into lightweight, portable units that can run consistently across multiple
environments. This abstraction supports cloud-native development by enabling microservices architectures, rapid deployment, and
scaling within orchestration platforns like Kubernetes. Containers accelerate cloud migration by decoupling applications from
ifrastructure, facilitating automation, and continuous integration/continuous deployment (CL/CD) workflows. Palo Alto Networks
addresses container security by integrating runtime protection, vulnerability scanning, and compliance enforcement within its Prisma
Cloud platform, ensuring safe adoption of cloud-native tools and methodologies.

NEW QUESTION # 69
What is required for an effective Attack Surface Management (ASM) process?

A. Tsolation of assets by default
B. Static nventory of assets

C. Real-time data rich inventory
D. Periodic manual monitoring



Answer: C

Explanation:
An effective Attack Surface Management (ASM) process requires a real-time, data-rich inventory of all internet-facing assets. This
enables continuous visibility, timely detection of vulnerabilities, and identification of exposures that attackers could exploit.

NEW QUESTION # 70
Which type of system is a user entity behavior analysis (UEBA) tool?

A. Archiving
B. Correlating

C. sandboxing
D. Active monitoring

Answer: D

Explanation:

A User Entity Behavior Analysis (UEBA) tool performs active monitoring by continuously analyzing the behavior of users and entities
to detect anomalies that may indicate insider threats, compromised accounts, or malicious activity. It uses machine learning and
analytics to identify unusual patterns in real time.

NEW QUESTION # 71
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