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Security in Microsoft 365 practice material comes with multiple unique features. These features make your Microsoft Exam
Administering Information Security in Microsoft 365 test preparation process simple and quick. The top listed features of SC-401
study material are actual test questions, free demo facility, three months of free Administering Information Security in Microsoft 365
test questions updates, affordable rate, and a full satisfaction guarantee. Our Administering Information Security in Microsoft 365
test preparation material comes in SC-401 PDF, SC-401 desktop practice test software, and web-based SC-401 practice exam.

Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

Topic 2

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.

Topic 3

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

Topic 4

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q143-Q148):
NEW QUESTION # 143 
You receive an email that contains a list of words that will be used for a sensitive information type.
You need to create a file that can be used as the source of a keyword dictionary.
In which format should you save the list?

A. an ACCDB database file that contains a table named Dictionary
B. a text file that has one word on each line
C. an XLSX file that contains one word in each cell of the first row
D. an XML file that contains a keyword tag for each word

Answer: B

Explanation:
To create a keyword dictionary for a sensitive information type in Microsoft Purview Data Loss Prevention (DLP), you must use a
plain text (.txt) file where each keyword is on a separate line.
Format Example (TXT file):
confidential
sensitive
classified
top secret
This format is simple, efficient, and directly compatible with Microsoft 365 DLP policies for keyword dictionaries.
How to use the keyword dictionary?
*Create a text file with one keyword per line.
*Upload it to Microsoft Purview under Data Classification > Sensitive Info Types.
*Use the dictionary in a DLP policy to identify and protect sensitive information.
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NEW QUESTION # 144 
You have a Microsoft 565 subscription that contains 100 users and a Microsoft 365 group named Group1. All users have Windows
11 devices and use Microsoft SharePoint Online and Exchange Online. A sensitivity label named Label! is published as the default
label for Group1. You add two sublabels named Sublabel1 and Sublabel2 lo Label1. You need to ensure that the settings in
Sublabel 1 are applied by default to Group 1.
What should you do?

A. Delete the policy of Label1 and publish Sublabel1.
B. Duplicate all the settings from Sublabel! to Label1.
C. Modify the policy of Label1.
D. Change the order of Sublabel!

Answer: C

Explanation:
Step 1 - Scenario
Microsoft 365 E5 subscription with 100 users and a Microsoft 365 group (Group1).
A sensitivity label (Label1) is published as the default label for Group1.
Label1 contains two sublabels: Sublabel1 and Sublabel2.
Requirement: Ensure Sublabel1 settings are applied by default to Group1.
Step 2 - Understanding label hierarchy
In Microsoft Purview Information Protection, a parent label (Label1) is a container.
Sublabels (Sublabel1, Sublabel2) inherit the parent name but represent distinct configurations (encryption, watermarking, access,
etc.).
A parent label itself cannot have a sublabel's settings automatically applied unless policy configuration specifies which sublabel is
used as the default publishing option.
Step 3 - Why "Modify the policy of Label1" is correct
To apply Sublabel1 by default, the published policy for Label1 must be modified so that Sublabel1 is the default label within the
policy.
Simply reordering sublabels (Option A) does not change the default assignment.
Duplicating Sublabel1's settings into Label1 (Option B) defeats the purpose of having sublabels and adds redundancy.
Deleting the policy of Label1 and publishing Sublabel1 (Option D) would remove flexibility and is unnecessary.
Step 4 - Microsoft Reference
Microsoft Docs: "If you want a sublabel to be applied by default, configure the label policy to select that sublabel as the default label
for documents and emails."

NEW QUESTION # 145 
HOTSPOT
You have a Microsoft 365 E5 subscription.
You need to implement a compliance solution that meets the following requirements:
# Captures clips of key security-related user activities, such as the exfiltration of sensitive company data.
# Integrates data loss prevention (DLP) capabilities with insider risk management.
What should you use for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:



Captures clips of key security-related user activities
This requirement refers to recording and surfacing evidence of risky user behavior (e.g., copying sensitive files to USB, uploading to
cloud storage, or exfiltrating data).
In Microsoft Purview Insider Risk Management, this is achieved through Forensic evidence, which allows capturing screenshots/clips
of user activities on endpoints when a policy is triggered.
Ref: Microsoft Learn - Insider risk forensic evidence
Integrates DLP capabilities with insider risk management
Microsoft introduced Adaptive Protection as part of Purview Insider Risk.
Adaptive Protection uses insider risk signals and DLP together, dynamically adjusting DLP controls (block, restrict, monitor) based
on the user's risk level.
This integration reduces false positives and ensures risky users are monitored more strictly while low-risk users are less impacted.
Ref: Microsoft Learn - Adaptive Protection in Microsoft Purview
Other options ruled out:
Adaptive scopes: Used for defining policy targeting groups dynamically, not capturing activities.
Classifiers/Trainable classifiers: Used for content classification, not exfiltration capture or DLP integration.
eDiscovery (Premium): For legal investigations, not insider risk + DLP integration.
Records management: Lifecycle retention, not related to insider risk.

NEW QUESTION # 146 
You have a Microsoft 365 E5 subscription that contains a Microsoft Teams channel named Channel1. Channel1 contains research
and development documents.
You plan to implement Microsoft 365 Copilot for the subscription.
You need to prevent the contents of files stored in Channel1 from being included in answers generated by Copilot and shown to
unauthorized users.
What should you use?

A. Microsoft Purview insider risk management
B. sensitivity labels
C. Microsoft Purview Information Barriers
D. data loss prevention (DLP)

Answer: B

Explanation:
To prevent the contents of files stored in Channel1 from being included in Microsoft 365 Copilot responses and ensure unauthorized
users cannot access them, you should use Microsoft Purview Sensitivity Labels.
Sensitivity labels allow you to classify, protect, and restrict access to sensitive files. You can configure label-based encryption and
access control policies to ensure that only authorized users can access or interact with the files in Channel1. Microsoft 365 Copilot
respects sensitivity labels, meaning if a file is labeled with restricted permissions, Copilot will not use it in generated responses for
unauthorized users.

NEW QUESTION # 147 
You have a Microsoft 365 IS subscription that contains the resources shown in the following table.

The subscription contains a Windows 11 device named Device 1 and has the Microsoft Purview Information Protection client
installed. Device i contains the resources shown in the following table.

You publish a sensitivity label named Label1 to User1 and Group1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Answer:

Explanation:

Explanation:

Step 1 - Label publishing and scope
The sensitivity label Label1 is published to User1 and Group1.
User1 # Directly included in label publishing.
User2 # Member of Group1, so also included indirectly.
This means both User1 and User2 are eligible to use Label1.
Step 2 - File vs Folder labeling with the Information Protection client The Microsoft Purview Information Protection (AIP unified
labeling) client can apply labels to files such as .
docx, .png, .pdf, etc.
It cannot label folders directly. Labels are applied to items (files and emails), not folders.
Reference: Apply sensitivity labels using the AIP client
Step 3 - Analyze each statement
User1 can apply Label1 to File1.png
File1.png is a file type supported by the Information Protection client.
User1 has Label1 published directly.
User1 can apply Label1 to Folder2
Sensitivity labels cannot be applied to folders in File Explorer.
User2 can apply Label1 to File2.docx
File2.docx is a supported file type (Word document).
User2 is a member of Group1, and Label1 is published to Group1.

NEW QUESTION # 148
......
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