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what is the analysis of computer software that is performed by
execuling programs on a real or virtual processor in real time?

-dynamic analysis
-static analysis
-furzing

-security testing

Answer- -dynamic analysis

which person 15 responsible for designing, planning, and
implementing secure coding practices and security testing
methodologies?

-software security architect
-product security developer

-software security champion
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Companies can decide whether candidates are WGU qualified, or in other words, candidates’ educational background and relating
Secure-Software-Design professional skills. Knowledge about a person and is indispensable in recruitment. That is to say, for those
who are without good educational background, only by paying efforts to get an acknowledged Secure-Software-Design
Certification, can they become popular employees. So for you, the Secure-Software-Design latest braindumps conplied by our
company can offer you the best help.

WGUSecure Software Design (KEO1) Exam Sample Questions (Q70-Q75):

NEW QUESTION # 70

The software security team has been tasked with assessing a document management application that has been in use for many years
and developing a plan to ensure it complies with organizational policies.

Which post-release deliverable is being described?

A. Security strategy for legacy code

B. External vulnerability disclosure response process
C. Post-release certifications

D. Security strategy tor M&A products

Answer: A

Explanation:

The task described nvolves assessing a document management application that has been in use for many years. This scenario
typically requires a security strategy that addresses the unique challenges of legacy code.

Legacy code refers to software that has been around for a long time and may not have been developed with current security
standards in mind. A security strategy for legacy code would include measures to ensure that the application complies with current
organizational policies, which may involve code reviews, updates, and the implementation of modern security practices to mitigate
any potential vulnerabilities inherent in older code12.

References:

* Remotebase, "Best Practices for Managing Legacy Code"

* Medium, '"The Engineer's Complete Guide to Legacy Code"

* Parasoft, "Testing Legacy Code & 3 Steps to Update"

NEW QUESTION # 71

Automated security testing was performed by attempting to log in to the new product with a known username using a collection of
passwords. Access was granted after a few hundred attempts.

How should existing security controls be adjusted to prevent this in the future?

A. Ensure credentials and authentication tokens are encrypted during transit
B. Ensure authentication controls are resistant to brute force attacks

C. Ensure strong password policies are enforced

D. Ensure passwords are encrypted when stored in persistent data stores

Answer: B

NEW QUESTION # 72
Which privacy impact statement requirement type defines processes to keep personal information updated and accurate?

A. Data integrity requirements

B. Access requirements

C. Collection of personal information requirements
D. Personal information retention requirements

Answer: A

Explanation:

Data integrity requirements within a privacy impact statement ensure that personal information is maintained in an accurate and up-
to-date manner. This involves establishing processes to regularly review and update personal data, as well as correct any
inaccuracies. These requirements are crucial for maintaining the trustworthiness of the data and ensuring that decisions made based
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on this information are sound and reliable.

The Office of the Privacy Commissioner of Canada's guide on the Privacy Impact Assessment process emphasizes the importance
of accuracy and currency of personal informationl.

The European Union's General Data Protection Regulation (GDPR) outlines principles for data processing, including the necessity
for data to be accurate and kept up to date2.

The General Data Protection Regulation (GDPR) also includes provisions for data protection impact assessments, which involve
documenting processes before starting data processing3.

NEW QUESTION # 73

The organization has contracted with an outside firm to simulate an attack on the new software product and report findings and
remediation recommendations.

Which activity of the Ship SDL phase is being performed?

A. Policy compliance analysis

B. Final security review

C. Penetration testing

D. Open-source licensing review

Answer: C

Explanation:

Penetration testing is an activity where a simulated attack is performed on a software product to identify vulnerabilities that could be
exploited by attackers. It is a proactive and authorized attempt to evaluate the security of an IT infrastructure by safely trying to
exploit system vulnerabilities, including OS, service and application flaws, improper configurations, and risky end-user behavior. In
the context of the Ship phase of the Security Development Lifecycle (SDL), penetration testing is conducted as a final check to
uncover any potential security issues that might have been missed during previous phases. This ensures that the software product is
robust and secure before it is released.

References:

* The Ship phase of the SDL includes activities such as policy compliance review, vulnerability scanning, penetration testing, open-
source licensing review, and final security and privacy reviews|1.

* Penetration testing is a critical component of the Ship phase, as it helps to identify and fix security vulnerabilities before the
software is deployed2.

NEW QUESTION # 74
An individual is developing a software application that has a back-end database and is concerned that a malicious user may run the
following SOL query to pull nformation about all accounts from the database:

‘Which technique should be used to detect tEIS wulnerability without running the source codes?

A. Static analysis

B. Fuzz testing

C. Cross-site scripting
D. Dynamic analysis

Answer: A

Explanation:

Static analysis is a method used to detect vulnerabilities in software without executing the code. It involves examining the codebase
for patterns that are indicative of security issues, such as SQL mjection vulnerabilities. This technique can identify potential threats
and weaknesses by analyzing the code's structure, syntax, and data flow.

References:

* Static analysis as a means to identify security vulnerabilities1.

* The importance of static analysis in the early stages of the SDLC to prevent security issues2.

* Learning-based approaches to fix SQL injection vulnerabilities using static analysis3.
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