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o Security Operations: This domain is designed for CompTIA security architects and covers analyzing data

to support monitoring and response activities, as well as assessing vulnerabilities and recommending
Topic 1 solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mtelligence concepts to enhance operational security.

¢ Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security

architects that cover the implementation of governance components based on organizational security
Topic 2 requirerments, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering,

¢ Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
Topic 3 the configuration of firewalls and intrusion detection systens.

¢ Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced

cryptographic concepts in securing systers.

Topic 4

CompTIA SecurityX Certification Exam Sample Questions (Q120-Q125):

NEW QUESTION # 120

After remote desktop capabilities were deployed in the environment, various vulnerabilities were noticed.
- Exfiltration of intellectual property

- Unencrypted files

- Weak user passwords

Which of'the following is the best way to mitigate these vulnerabilities? (Select two).

A. ITmplementing data loss prevention

B. Implementing a version control system

C. Deploying directory-based group policies

D. Deploying file integrity monitoring

E. Restricting access to critical file services only

F. Implementing a CMDB platform

G. Enabling modem authentication that supports MFA

Answer: A,G

Explanation:

To mitigate the identified vulnerabilities, the following solutions are most appropriate:

Implementing data loss prevention (DLP): DLP solutions help prevent the unauthorized transfer of data outside the organization. This
directly addresses the exfiltration of intellectual property by monitoring, detecting, and blocking sensitive data transfers.

Enabling modern authentication that supports Multi-Factor Authentication (MFA): This significantly enhances security by requiring
additional verification methods beyond just passwords. It addresses the issue of weak user passwords by making it much harder for
unauthorized users to gain access, even if they obtain the password.

NEW QUESTION # 121

During a gap assessment, an organization notes that OYOD usage is a significant risk. The organization implemented administrative
policies prohibiting BYOD usage However, the organization has not implemented technical controls to prevent the unauthorized use
of BYOD assets when accessing the organization's resources.

Which of the following solutions should the organization implement to reduce the risk of BYOD devices? (Select two).

A. Cloud 1AM to enforce the use of token based MFA

B. PAM. to enforce local password policies

C. SD-WAN. to enforce web content filtering through external proxies
D. DLP, to enforce data protection capabilities

E. NAC, to enforce device configuration requirements



¢ F. Conditional access, to enforce user-to-device binding
Answer: EF

Explanation:

To reduce the risk of unauthorized BYOD (Bring Your Own Device) usage, the organization should implement Conditional Access
and Network Access Control (NAC).

Why Conditional Access and NAC?

Conditional Access:

User-to-Device Binding: Conditional access policies can enforce that only registered and compliant devices are allowed to access
corporate resources.

Context- Aware Security: Enforces access controls based on the context of the access attempt, such as user identity, device
compliance, location, and more.

Network Access Control (NAC):

Device Configuration Requirements: NAC ensures that only devices meeting specific security configurations are allowed to connect
to the network.

Access Control: Provides granular control over network access, ensuring that BYOD devices comply with security policies before

gaining access.
Other options, while usefil, do not address the specific need to control and secure BYOD devices effectively:

A: Cloud IAM to enforce token-based MF A: Enhances authentication security but does not control device compliance.

D: PAM to enforce local password policies: Focuses on privileged account management, not BYOD control.

E: SD-WAN to enforce web content filtering: Enhances network performance and security but does not enforce BYOD device
compliance.

F: DLP to enforce data protection capabilities: Protects data but does not control BYOD device access and compliance.
References:

CompTIA SecurityX Study Guide

"Conditional Access Policies," Microsoft Documentation

"Network Access Control (NAC)," Cisco Documentation

NEW QUESTION # 122
During an audit at an organization, auditors find that developers are able to promote code to production. The auditors request a full
review of all production changes. Which of the following should the organization implement to prevent a full review in the future?

A. Interactive application security testing
B. Centralized code repositories

C. Change control board

D. Branch protection

Answer: C

NEW QUESTION # 123

An endpoint security engineer finds that a newly acquired company has a variety of non-standard applications running and no defined
ownership for those applications. The engineer needs to find a solution that restricts malicious programs and software from running in
that environment, while allowing the non-standard applications to flnction without interruption. Which of the following application
control configurations should the engneer apply?

A. Allow list
B. Audit mode
C. MAC list
D. Deny list

Answer: B

Explanation:

Comprehensive and Detailed Step-by-Step

Option A: Deny list

Deny lists block specific applications or processes identified as malicious.

This approach is reactive and may nadvertently block the non-standard applications that are currently in use without proper
ownership.



Option B: Allow list

Allow lists permit only pre-approved applications to run.

While secure, this approach requires defining all non-standard applications, which may disrupt operations in an environment where
ownership is unclear.

Option C: Audit mode

Correct Answer.

Audit mode allows monitoring and logging of applications without enforcing restrictions.

This is ideal in environments with non-standard applications and undefined ownership because it enables the engineer to observe the
environment and gradually implement control without interruption.

Audit mode provides critical visibility into the software landscape, ensuring that necessary applications remain functional.

Option D: MAC list

Mandatory Access Control (MAC) lists restrict access based on classification and clearance levels.

This does not align with application control objectives in this context.

CompTIA CASP+ Study Guide - Chapters on Endpoint Security and Application Control.
CASP+ Objective 2.4: Implement appropriate security controls for enterprise endpoints.

NEW QUESTION # 124

A compliance officer isfacilitating abusiness impact analysis (BIA)and wantsbusiness unit leadersto collect meaningful data. Several
business unit leaders want more information about the types of data the officer needs.

Which of the following data types would be the most beneficial for the conpliance officer?(Select two)

A. Costs associated with downtime
B. Contingency plans

C. Applicable contract obligations
D. Inventory details

E. Network diagrams

F. Critical processes

Answer: A,C,F

Explanation:

Understanding Business Impact Analysis (BIA):

ABIA assesses the effects of disruptionsto an organization's operations.

It helpsprioritize resourcesbased on the potential impact ofdowntime, compliance issues, and critical processes.

Why Options B, C, and F are Correct:

B (Applicable contract obligations)— Many companies havelegal and compliance obligationsregarding downtime, availability, and
SLAs. This information helps determine whatrisk levelsare acceptable.

C (Costs associated with downtime)— BIA quantifies the financial impact of system failures. Knowinglost revenue, regulatory fines,
and recovery costshelps in planning,

F (Critical processes)— Identifyingcore business processesallows an organization toprioritize recoveryeffortsandmaintain operational
continuity.

Why Other Options Are Incorrect:

A (Inventory details)— While useful for asset management, it doesnot directly impact business continuity planning,

D (Network diagrams)— These help in security architecture but arenot directly related to the financial/business impact analysis.

E (Contingency plans)— BIA isperformed before contingency planningto identifywhat needs protection.

Reference:

CompTIA SecurityX CAS-005 Official Study Guide:Business Impact Analysis (BIA) & Risk Management NIST SP 800-
34:Business Continuity & Contingency Planning

NEW QUESTION # 125
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