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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q393-Q398):

NEW QUESTION # 393
Refer to the exhibit.
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What is the potential threat identified in this Stealthwatch dashboard?

Answer: A

Explanation:

A. There are two active data exfiltration alerts.

B. A host on the network is sending a DDoS attack to another inside host.
C. A policy violation is active for host 10.201.3.149.

D. A policy violation is active for host 10.10.101.24.

The exhibit shows a Stealthwatch dashboard displaying information on alarming hosts, alarms by type, and today's alarms. On the
left side under "Top Alarming Hosts," there are five host IP addresses listed with their respective categories indicating different types

of alerts including 'Data Hoarding' and 'Exfiltration.' In

"Alarns by Type" section at center top part of image shows bar graphs representing various alarm types including 'Crypto Violation'
with their respective counts. On right side under '"Today's Alarms," there's a table showing the details of each alarm such as the host
IP, the alarm type, the severity, and the time. The potential threat identified in this dashboard is that there are two active data

exfiltration alerts, one for host

10.201.3.149 and another for host 10.10.101.24. Data exfiltration is the unauthorized transfer of data froma compromised system

to an external destination, such as a command and control server or a malicious actor.

This can result in data loss, breach of confidentiality, and damage to the organization's reputation and assets. References = Cisco

Cybersecurity Operations Fundamentals - Module 7: Network and Host Forensics

NEW QUESTION # 394
Refer to the exhibit.

......

do the generated logs belong?

A. proxy
B. IPS

C. antivirus
D. firewall

Answer: B

NEW QUESTION # 395
Refer to the exhibit.

map these events to the source technology that generated the event logs. To which technology

An analyst was given a PCAP file, which is associated with a recent ntrusion event in the company FTP server Which display filters

should the analyst use to filter the FTP traffic?

e A dstport =21



e B. dstport=FTP
e C. tep.port=21
e D. tcpport =FTP

Answer: C
Explanation:

The correct display filter for analyzing FTP traffic ina PCAP file is "tcp.port=21". This filter will show all TCP packets where the
port number is 21, which is the standard port for FTP control messages.

NEW QUESTION # 396
A malicious file has been identified in a sandbox analysis tool.
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Which piece of mformation is needed to search for additional downloads of'this file by other hosts?

A. file name

B. file hash value
C. file size

D. file header type

Answer: B

Explanation:

To search for additional downloads of a malicious file by other hosts, the file hash value is needed. The hash value provides a unique
identifier for each specific file version, enabling cybersecurity professionals to track down identical files across networks. References
= Cisco Certified CyberOps Associate Overview

NEW QUESTION # 397
Refer to the exhibit.

# nmap -sV 172.18.104.139

Starting Nmap 7.01 ( https://nmap.org ) at 2020#03-07 11:36 EST

Nmap scan report for 172.18.104.139

Host is up (0.000018s latency).

Not shown: 996 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2UBuRtu 4ubuntu2.4 (Ubuntu Linux; protocol 2.0)
25/tcp openg smtp Postfix smtpd

110/tcp Qpénf [popj Dovecotgpop3d

143/tcp Openl ‘imap Dovecgtififapd

Service Infe:y Hests 172 418.%08.139; 0S: Linux; CPE: cpe:/o:linux:linux_kernel

What does the output indicate about the server with the IP address 172.18.104.139?

e A. open ports of a web server



¢ B. open port of an FTP server
¢ C. running processes of the server
¢ D. open ports of an email server

Answer: D

NEW QUESTION # 398

To attempt the Cisco 200-201 exam optimally and ace it on the first attempt, proper exam planning is crucial. Since the Cisco 200-
201 exam demands a lot of time and effort, we designed the Cisco 200-201 Exam Dumps in such a way that you would not have to
go through sleepless study nights or disturb your schedule.
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