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Amazon AWS Certified Developer - Associate Sample Questions (Q62-Q67):

NEW QUESTION # 62
A developer is building various microservices for an application that will run on Amazon EC2 instances. The developer needs to
monitor the end-to-end view of the requests between the microservices and debug any issues in the various microservices.
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‘What should the developer do to accomplish these tasks?

A. Use Amazon CloudWatch to aggregate the microservices' logs and metrics, and build the monitoring dashboard.

B. Use AWS CloudTrail to aggregate the microservices' logs and metrics, and build the monitoring dashboard.

C. Use the AWS X-Ray SDK to add instrumentation in all the microservices, and monitor using the X-Ray service map.
D. Use AWS Health to monitor the health of all the microservices.

Answer: C

NEW QUESTION # 63

A company is running a custom application on a set of on-premises Linux servers that are accessed using Amazon API Gateway.
AWS X-Ray tracing has been enabled on the API test stage.

How can a developer enable X-Ray tracing on the on-premises servers with the LEAST amount of configuration?

¢ A Install and run the X-Ray daemon on the on-premises servers to capture and relay the data to the X-Ray service.

¢ B. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data
to X-Ray using the PutTelemetryRecords API call

¢ C. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data
to X-Ray using the PutTraceSegments API call

e D. Install and run the X-Ray SDK on the on-premises servers to capture and relay the data to the X-Ray service.

Answer: A

Explanation:

Explanation

The X-Ray daemon is a software that collects trace data from the X-Ray SDK and relays it to the X-Ray service. The X-Ray
daemon can run on any platform that supports Go, including Linux, Windows, and macOS. The developer can install and run the X-
Ray daemon on the on-premises servers to capture and relay the data to the X-Ray service with minimal configuration. The X-Ray
SDK is used to instrument the application code, not to capture and relay data. The Lambda fimction solutions are more complex and
require additional configuration.

References:

[AWS X-Ray concepts - AWS X-Ray]

[Setting up AWS X-Ray - AWS X-Ray]

NEW QUESTION # 64

A developer has an application that runs in AWS Account A. The application must retrieve an AWS Secrets Manager secret that is
encrypted by an AWS Key Management Service (AWS KMS) key from AWS Account B. The application's role has permissions
to access the secret in Account B.

The developer must add a statement to the KMS key's key policy to allow the role in Account A to use the KMS key in Account B.
The permissions must grant least privilege access to the role.

Which permissions will meet these requirements?

A. kins:Decrypt and kms:DescribeKey

B. secretsmanager:*

C. secretsmanager:DescribeSecret and secretsmanager:GetSecretValue
D. kims:*

Answer: A

Explanation:

In this scenario, the application in AWS Account A needs to retrieve a secret that is encrypted using a KMS key in AWS Account
B. The application's role has the necessary permissions to access the secret in Account B (via Secrets Manager). However, since
the secret is encrypted using KMS, the role also needs the appropriate permissions on the KMS key in Account B to decrypt the
secret.

kms:Decrypt: This permission is required to decrypt data that is encrypted with a specific KMS key. In this case, the application
needs the ability to decrypt the secret that is stored in Secrets Manager and encrypted with the KMS key in Account B.
kms:DescribeKey: This permission allows the role to describe the KMS key, which can be useful for getting information about the
key, such as its status. However, for the specific use case of accessing and decrypting the secret, this permission is sufficient.
Together, these two permissions--kms:Decrypt and kims:DescribeK ey--ensure that the role can perform the necessary operations



(decryption) on the KMS key while following the principle of least privilege.

NEW QUESTION # 65

A company has a web application that runs on Amazon EC2 instances with a custom Amazon Machine Image (AMI) The company
uses AWS CloudFormation to provision the application The application runs in the us- east-1 Region, and the company needs to
deploy the application to the us-west- 1 Region An attempt to create the AWS CloudFormation stack in us-west-1 fails. An error
message states that the AMI ID does not exist. A developer must resolve this error with a solution that uses the least amount of
operational overhead Which solution meets these requirements?

¢ A. Copy the custom AMI fromus-east-1 to us-west-1. Update the AWS CloudFormation template for us- west-1 to refer
to AMI ID for the copied AMI Relaunch the stack

¢ B. Manually deploy the application outside AWS CloudFormation in us-west-1.

¢ (. Build the custom AMI in us-west-1 Create a new AWS CloudFormation template to launch the stack in us-west-1 with
the new AMI ID

¢ D. Change the AWS CloudFormation templates for us-east- 1 and us-west-1 to use an AWS AML
Relaunch the stack for both Regions.

Answer: A

Explanation:

* Problem: CloudFormation can't find the custom AMI in the target region (us-west- 1) because AMIs are region-specific.

* Copying AMIs:

* AMIs can be copied across regions, maintaining their configuration.

* This approach minimizes operational overhead as the existing CloudFormation template can be reused with a minor update.
* Updating the Template:

* Modify the CloudFormation template in us-west-1 to reference the newly copied AMI's ID in that region.

References:

* Copying AMIs: https//docs.aws.amazon.cony AWSEC2/latest/UserGuide/CopyingAMIs. html

* CloudFormation Templates and AMIs: [invalid URL removed]

NEW QUESTION # 66

An online food company provides an Amazon API Gateway HTTP API 10 receive orders for partners. The API is integrated with
an AWS Lambda function. The Lambda function stores the orders in an Amazon DynamoDB table.

The company expects to onboard additional partners Some to me panthers require additional Lambda finction to receive orders.
The company has created an Amazon S3 bucket. The company needs 10 store all orders and updates mthe S3 bucket for future
analysis How can the developer ensure that an orders and updates are stored to Amazon S3 with the LEAST development effort?

e A. Enable DynamoDB Streams on me DynamoOB table. Create a new lambda function. Associate the stream's Amazon
Resource Name (ARN) with the Lambda Function Configure the Lambda function to write to the S3 bucket as records
appear in the table's stream.

¢ B. Modify the Lambda finction to punish to a new Amazon. Simple Lambda function receives orders.Subscribe a new
Lambda function to the topic. Configure the new Lambda finction to write to the S3 bucket as updates come through the
topic.

e C. Use Amazon Kinesis Data Streans to create a new data stream. Modify the Lambda function to publish orders to the oats
stream Configure in data stream to write to the S3 bucket.

e D. Create a new Lambda finction and a new API Gateway API endpoint. Configure the new Lambda finction to write to the
S3 bucket. Modify the original Lambda finction to post updates to the new API endpoint.

Answer: A

Explanation:

This solution will ensure that all orders and updates are stored to Amazon S3 with the least development effort because it uses
DynamoDB Streans to capture changes in the DynamoDB table and trigger a Lambda fimction to write those changes to the S3
bucket. This way, the original Lambda function and API Gateway API endpoint do not need to be modified, and no additional
services are required. Option A is not optimal because it will require more development effort to create a new Lambda finction and
anew API Gateway API endpoint, and to modify the original Lambda function to post updates to the new API endpoint. Option B
is not optimal because it will introduce additional costs and complexity to use Amazon Kinesis Data Streams to create a new data
stream, and to modify the Lambda function to publish orders to the data stream. Option D is not optimal because it will require more
development effort to modify the Lambda finction to publish to a new Amazon SNS topic, and to create and subscribe a new



Lambda function to the topic.
References: Using DynamoDB Streams, Using AWS Lambda with Amazon S3
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