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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q244-Q249):
NEW QUESTION # 244 
A cyber-security analyst is implementing a new network configuration on an existing network access layer to prevent possible
physical attacks. Which of the following BEST describes a solution that would apply and cause fewer issues during the deployment
phase?

A. Implement port security with one MAC address per network port of the switch.
B. Deploy network address protection with DHCP and dynamic VLANs.
C. Configure 802.1X and EAPOL across the network
D. Implement software-defined networking and security groups for isolation

Answer: A

NEW QUESTION # 245 
An MSSP received several alerts from customer 1, which caused a missed incident response deadline for customer 2. Which of the
following best describes the document that was violated?

A. MOU
B. SLO
C. KPI
D. SLA

Answer: D

Explanation:
An SLA, or Service Level Agreement, is a contract between a service provider and its customers that documents what services the
provider will furnish and defines the service standards the provider is obligated to meet. In the scenario described, the missed
incident response deadline is a clear indicator of an SLA violation. An SLA usually outlines the metrics by which service is measured
as well as remedies or penalties should agreed-upon service levels not be achieved.
Unlike a KPI (Key Performance Indicator) which is a quantifiable measure used to evaluate the success of an organization,
employee, etc., in meeting objectives for performance, or an MOU (Memorandum of Understanding) which is a formal agreement
between two or more parties, an SLA is focused on the performance and quality metrics applicable to the service provided. SLO
(Service Level Objective) is related and often part of an SLA, representing the specific measurable characteristics of the SLA such
as availability, throughput, frequency, response time, or quality.

NEW QUESTION # 246 
An email hosting provider added a new data center with new public IP addresses. Which of the following most likely needs to be
updated to ensure emails from the new data center do not get blocked by spam filters?

A. DKIM
B. DMARC
C. SPF
D. SMTP

Answer: C

NEW QUESTION # 247 
An analyst is reviewing an SSLscan from a web server in an environment:
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The analyst needs to immediately disable ciphers that do not comply with company security standards. Which of the following
ciphers is the least secure and should be disabled?

A. ECDHE-RSA-AES256-GCM-SHA384 Curve P-384 DHE 384
B. 128 bits DHE-RSA-AES128-GCM-SHA256 DHE 2048 bits
C. AES128-SHA
D. DES-CBC3-SHA
E. ECDHE-RSA-AES128-SHA Curve 25519 DHE 253
F. AES256-GCM-SHA384

Answer: D

Explanation:
DES-CBC3-SHA (3DES) is the least secure cipher listed. It is considered deprecated due to known vulnerabilities, limited key size
(112 bits in this context), and susceptibility to attacks like SWEET32. It should be disabled immediately to comply with modern
security standards.

NEW QUESTION # 248 
An employee is suspected of misusing a company-issued laptop. The employee has been suspended pending an investigation by
human resources. Which of the following is the best step to preserve evidence?

A. Disable the user's network account and access to web resources
B. Place a legal hold on the device and the user's network share.
C. Make a copy of the files as a backup on the server.
D. Make a forensic image of the device and create a SRA-I hash.

Answer: D

Explanation:
Making a forensic image of the device and creating a SRA-I hash is the best step to preserve evidence, as it creates an exact copy
of the device's data and verifies its integrity. A forensic image is a bit-by-bit copy of the device's storage media, which preserves all
the information on the device, including deleted or hidden files. A SRA-I hash is a cryptographic value that is calculated from the
forensic image, which can be used to prove that the image has not been altered or tampered with. The other options are not as
effective as making a forensic image and creating a SRA-I hash, as they may not capture all the relevant data, or they may not
provide sufficient verification of the evidence's authenticity. Official Reference:
https://www.sans.org/blog/forensics-101-acquiring-an-image-with-ftk-imager/
https://swailescomputerforensics.com/digital-forensics-imaging-hash-value/
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