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Do you feel Microsoft AZ-500 exam preparation is tough? ExandLabs desktop and web-based online Microsoft AZ-500 practice
test software will give you a clear idea about the final AZ-500 Test Pattern. Practicing with the Microsoft AZ-500 practice test, you
can evaluate your Microsoft AZ-500 exam preparation.

The Microsoft AZ-500 Exam consists of various topics, including managing identity and access, implementing platform protection,
managing security operations, and securing data and applications. Candidates are expected to be proficient in Azure Security
Center, Azure Active Directory, Azure Policy, Azure Firewall, and other security tools and technologies.
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As we all know, passing the exam just one time can save your money and time, our AZ-500 exam dumps will help you pass the
exam just one time. AZ-500 exam materials are edited by professional experts, and they are quite familiar with the exam center,
therefore quality can be guaranteed. In addition, AZ-500 exam materials cover most of knowledge points for the exam, and you can
have a good command of the major knowledge points. We offer you free demo to have a try, and you can try before buying, Online
and offline service are available, if you have any questions for AZ-500 Training Materials, you can consult us.

Securing data and applications

¢ Configuring security for storage: the candidates need to demonstrate their abilities in customizing core storage accounts
management; customizing Azure AD authentication for Azure Storage; customizing Azure AD Domain Services authentication
for Azure Files; designing and managing Shared Access Signatures (SAS); designing shared blob or blob container access
policy; customizing Storage Service Encryption.

¢ Configuring and managing Key Vault: the students should know how to manage access to Key Vault; manage permissions to
certificates, secrets, and keys; customize RBAC utilization in Azure Key Vault; manage certificates; manage secrets; configure
key rotation; backup and restore of Key Vault iters.

e Configuring database security: this requires competency in activating database authentication; activating database auditing;
customizing Azure SQL Database Advanced Threat Protection; executing database encryption; performing Azure SQL
Database Always Encrypted.

Microsoft Azure Security Technologies Sample Questions (Q494-Q499):

NEW QUESTION # 494
You have an azure active Directory (Azure AD) tenant that contains the resources shown in the following table.
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User2 is the owner of Group2.
The user and group settings for App1 are configured as shown in the following exhibit.

Answer:

NEW QUESTION # 495

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



" Micrcsasyfi Area

Statements Yes
From VM1, you can successfully ping the public IP address of VM2. O

From VM1, you can successfully ping the private IP address of VM3. O

From VM1, you can successfully ping the public IP address of VM5. O

Answer:
Explanation:
Answer Area
Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O @)

From VM1, you can successfully ping the private IP address of VM3 O

From V41 Mlizﬁrrﬁ&@'ﬁftping the public IP address of VM5.| O

NEW QUESTION # 496

You have an Azure subscription that contains the resources shown in the following table.

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
You create the groups shown in the following table.

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.



Dynamic membership rules - Microsoft

|\-_;J] Save X Discard QO Got feedback?

Configure Rules  Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create@redit a dynamic
membership rule. O Learn more

And/Or Property ( Value

accountEnabled Equals true

A e
Or ~ usagelgcation ~ Equals ~| Us

~+ Add expressioneft- &t custom extension |::|rop:=_-rti(-:ﬂsGJ

Rule syntax Z Edit

(user.accountEnabled -eq true) or (user.usagelLocation - eq *US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 is a member of Group1 and Group2. O O
User2 is a member of Group?2 only. O O

_| .
Managed1 is a member of Group1 and: Groupt rogoft o

Answer:

Explanation:
Statements

User1 is a member of Group1 and Group2.

User2 is a member of GroupZ only.

Managed1 is E\enﬁﬁq ofGreuptand Group2.

Reference:
https:/docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION # 497



You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named
contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 Global administrator
User2 Secufity administrator
User3 Security reader®® n\ 1i-rocof
Userd License administrator

Each user is assigned an Azzre AD Premium P2 license.

You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one pont

RNSWEr Arca

Users who can anboard Azure AD Idgntity Pratection:{User1 only

Userl and User2 only

User, User 2, and User3 only

Userl, User 2, User3, and User 4 only

Users whorgan femediate users and configure policies: [User1 dndiUsere an

o smed\ /|| crosoft

Userl, BESFER Userd, and User 4

Answer:

Explanation:

Mickdsoft

Users who can onboard Azure AD Identity.Pratection: F.Jserl on

User1 and User2 only

Userl, User 2, and User3 only
User1, User 2 User3, and User 4 only

Users who can remediatéusers and configure policies: fiser! and User2 only
. Ser] and Users only
User1, User 2. and User3 only
User1. User 2. User3. and User 4

NEW QUESTION # 498
You have an Azure subscription that contains the virtual machines shown in the following table.

mdﬂ Privata (P Public IP

Name SR
VM1 VNET1/Subnet1 _[\10)1.1.4 13.80.73.87
VM2 VNET2/Subnet2+.110.2.1.4 213.199.133.190
VM3 VNET2/Subnet2 | 10.2.1.5 None

Subnet] and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageacc] that is configured as shown in the following exhibit.



H x O Retresh

Allow access from
All networks @ Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks
Secure storage account with virtual networks.  + Add existing vigni| fietwork

o AMMQNQSQTT

VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE  SUBSCRIBTION
NETWORK RANGE STATUS GROUP

No network selected.

Firewall
Add IP ranges to allow access from the internet on your on-premises networks. Learn more

Address Range

13.80.73.87
IP address or CIDR

Exceptions

Allow trusted Microsoft services to access this storage account ©
[] Allow read access to storage logging from any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Statements Yes
From VM1, you can upload a blob to storageacc1l. ©
From VM2, you can uplggd a blob to storageacc1. O
From VM3, you can uplgad Ml!@brt@ geaccl. O

Answer:
Explanation:
Statements Yes No

——

From VM1, you can upload a bleb to storageacc1. 9, ©
From VM2, you can upload a blob to storageacc. o .Q

~_=

N £
From VM3 [ you ¢Aiuploads Biob to storageaccl. o [0]

Explanation:
\Statements |

Yes No

From VM1, you can upload a blob to storageacc1. |© O
From VM2, you can upload a blob to storageacc1. o &
From VM3, you can‘upload a blob to storageacc1l. © O]

Box 1: Yes
The public IP of VM1 is allowed through the firewall.
Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageacc] directly. The public IP address of VM2 is not in the

allowed IP list so VM2 cannot access storageaccl over the Internet.
Box 3: No

The allowed virtual network list is empty so VM3 cannot access storageaccl directly. VM3 does not have a public IP address so it

cannot access storageaccl over the Internet.
Reference:




httpsz/docs.microsoft.com/en-gb/azure/storage/commory/storage-network-security

NEW QUESTION # 499
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