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B #143

An employee was fired from his security analyst job due to misconduct. While leaving, he installed a Trojan server on his
workstation at 172.30.20.75. As an ethical hacker, you are asked to identify and connect to the Trojan server and explore available
files. Enter the name of the VBScript file located in the Pictures folder of the workstation. Hint: You can use one of the Ttojan client
applications available at "Z\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote Access Ttojans
(RAT)" of Attacker Machine- 1. (Practical Question)

A. BOOm3rang
B. Recoil Wave
C. ReboundBlitz
D. EchoStrike
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HH #144

GlobalTech, a multinational corporation with over 10.000employees, has seen a surge in mobile device usage among its workforce.
The IT department Is tasked with deploying a robust mobile security management solution that caters not only to the security of data
but also provides flexibility in device choices and keeps administrative overhead low. Which of the following would be the best
solution for GlobalTech?

A. Containerization Solutions

B. Mobile Application Management (MAM)
C. Unified Endpoint Management (UEM)

D. Mobile Device Management (MDM)

F
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: C

HA #145

Giovanni, a system administrator, was tasked with configuring permissions for employees working on a new project. Hit organization
used active directories (ADs) to grant/deny permissions to resources Giovanni created a folder for AD users with the required
permissions and added all employees working on the new project in it. Identify the type of account created by Giovanni in this
scenario.

¢ A. Application account
¢ B. Shared account

¢ C. Croup-based account
e D. Third-party account

EfE: C
RN

Group-based account is the type of account created by Giovanni in this scenario. An account is a set of credentials, such as a
username and a password, that allows a user to access a system or network. An account can have different types based on its
purpose or usage. A group-based account is a type of account that allows muiltiple users to access a system or network with the
same credentials and permissions. A group-based account can be used to simplify the management of users and resources by
assigning them to groups based on their roles or finctions. In the scenario, Giovanni was tasked with configuring permissions for
employees working on a new project. His organization used active directories (ADs) to grant/deny permissions to resources.
Giovami created a folder for AD users with the required permissions and added all employees working on the new project in it. This
means that he created a group-based account for those employees. A third-party account is a type of account that allows an external
entity or service to access a system or network with limited permissions or scope. A shared account is a type of account that allows
multiple users to access a system or network with the same credentials but different permissions. An application account is a type of
account that allows an application or software to access a system or network with specific permissions or functions.

B #146



Tenda, a network specialist at an organization, was examining logged data using Windows Event Viewer to identify attempted or
successful unauthorized activities. The logs analyzed by Tenda include events related to Windows security; specifically, log-on/log-
off activities, resource access, and also information based on Windows system's audit policies.

Identify the type of event logs analyzed by Tenda in the above scenario.

e A Setup event log

¢ B. Application event log
e C. Systemevent log

¢ D. Security event log

IEf#: D

TR

Security event log is the type of event log analyzed by Tenda in the above scenario. Windows Event Viewer is a tool that displays
logged data about various events that occur on a Windows system or network. Windows Event Viewer categorizes event logs into
different types based on their source and purpose. Security event log is the type of event log that records events related to Windows
security; specifically, log-on/log-off activities, resource access, and also information based on Windows system's audit policies .
Security event log can help identify attempted or successful unauthorized activities on a Windows system or network. Application
event log is the type of event log that records events related to applications running on a Windows system, such as errors, warnings,
or information messages. Setup event log is the type of event log that records events related to the installation or removal of software
or hardware components on a Windows system. System event log is the type of event log that records events related to the
operation of a Windows system or its components, such as drivers, services, processes, etc.

H #147

Leo has walked to the nearest supermarket to purchase grocery. At the billing section, the billing executive scanned each product's
machine-readable tag against a readable machine that automatically reads the product details, displays the prices of the individual
product on the computer, and calculates the sum of those scanned items. Upon completion of scanning all the products, Leo has to
pay the bill

Identify the type of short-range wireless commumication technology that the billing executive has used in the above scenario.

A. Radio-frequency identification (RFID)
B. QR codes and barcodes

C. Near-field communication (NFC)

D. QUIC

EfE: A
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