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Q90):
NEW QUESTION # 85 
In which element of a Beacon frame would you look to identity the current HT protection mode in which an AP is operating?

A. HT Capabilities Element
B. HT Protection Element
C. HT Operations Element
D. ERP Information Element

Answer: C

Explanation:
The HT protection mode in which an AP is operating can be identified by looking at the HT Operations element in a Beacon frame.
The HT Operations element is a part of the Beacon frame that contains information about the High Throughput (HT) capabilities and
operation of an 802.11n BSS. The HT Operations element has a field called HT Protection, which indicates how the BSS protects
its HT transmissions from interference or collisions with non-HT devices or BSSs. The HT Protection field can have four values: No
Protection, Nonmember Protection, 20 MHz Protection, or Non-HT Mixed Mode. The other options are not correct, as they do
not contain information about the HT protection mode. The HT Protection element does not exist, the ERP Information element is
used for Extended Rate PHY (ERP) protection mode for 802.11g devices, and the HT Capabilities element is used for indicating the
supported HT features of an individual device. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 5:
802.11 MAC Sublayer, page 125-126

NEW QUESTION # 86 
Recently, three rogue APs have been connected to the network and later discovered. You want to prevent future rogue AP
installations as much as possible.
What is the first step to eliminating or reducing rogue APs on the network?

A. Create a hash of the MAC addresses of all authorized devices and continually scan for non-matching hashes
B. Enable rogue detection in the existing authorized APs
C. Use IPSec between every AP and the network infrastructure
D. Define a direct policy that stipulates the ramifications of installing unauthorized devices

Answer: B

NEW QUESTION # 87 
Which piece of information is not transmitted in an HT PPDU header?

A. PPDU length
B. Channel number
C. Number of Spatial Streams
D. MCS index

Answer: B

Explanation:
The channel number is not transmitted in an HT PPDU header. An HT PPDU header is a part of the PPDU that contains information
such as modulation, coding, data rate, and number of spatial streams for an 802.11n transmission. The channel number is not
included in the HT PPDU header, as it is determined by the frequency band and channel width that are used by the transmitter and
receiver. The channel number can be inferred from the frequency band and channel width, which are indicated by bits in different
fields of the HT PPDU header, such as HT-SIG and HT-LTF. The other options are not correct, as they are transmitted in an HT
PPDU header. The number of spatial streams, PPDU length, and MCS index are indicated by bits in the HT-SIG field of the HT
PPDU header. References: [Wireless Analysis Professional Study Guide CWAP-
405], Chapter 4: 802.11 Physical Layer, page 108-109

NEW QUESTION # 88 
You are troubleshooting VoIP WLAN issues. When performing a PING to a remote device that would be involved in a call link,



you see that the time value averages 220 milliseconds.
How much extra delay beyond that recommend for VoIP links is in this link?

A. There is no extra delay beyond that recommended, instead there is 80 milliseconds less
B. There is 70 milliseconds more delay than recommended
C. There is 80 milliseconds more delay than recommended
D. There is not enough information because the PING command give round-trip-times

Answer: A

NEW QUESTION # 89 
You have captured 802.11 traffic using an adapter that includes the radio tap header. You see several frames often called
announcement frames in the capture.
What best describes these types of frames?

A. They only include beacon and probe request frames
B. They are used to allow a STA to awake from sleep and for no other reason
C. They are meant to provide information to the network that may result in state changes, but they are not open for rejection
D. They only include beacon and probe response frames

Answer: D
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