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Fortinet FCSS_CDS_AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.

Topic 1

¢ Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on

deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
Topic 2 (TaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud

networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
Topic 3 section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on

diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
Topic 4 troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.

Fortinet FCSS - Public Cloud Security 7.6 Architect Sample Questions (Q66-
Q71):

NEW QUESTION # 66

Which two statements about the Amazon Web Services (AWS) security groups are true?
(Choose two.)

Response:

A. Security groups are applicable at the instance level.

B. EC2 instances, elastic network interfaces (ENIs), and subnets may have security groups configured on them
C. A security group is a stateful list of ingress and egress traffic rules.

D. Configured traffic rules may have an action of allow or deny.

Answer: A,C

NEW QUESTION # 67
Which Fortinet logging tool can provide insights into failed VPN connections in an AWS deployment?
Response:

e A FortiEDR
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e B. FortiToken
¢ C. FortiAnalyzer
e D. FortiADC

Answer: C

NEW QUESTION # 68
‘Which command is useful for diagnosing DNS resolution issues in an Azure Virtual Network (VNET)?
Response:

A. netstat
B. tracert
C. nslookup

D. ping

Answer: C

NEW QUESTION # 69
What is the primary finction of Terraform's terraform plan command?
Response:

A. Destroys existing infrastructure

B. Applies changes to the infrastructure

C. Displays the execution plan before making changes
D. Creates a new Terraform module

Answer: C

NEW QUESTION # 70

The cloud administration team is reviewing an AWS deployment that was done using CloudFormation.

The deployment includes six FortiGate instances that required custom configuration changes after being deployed. The team notices
that unwanted traffic is reaching some of the FortiGate instances because the template is missing a security group.

To resolve this issue, the team decides to update the JSON template with the missing security group and then apply the updated
template directly, without using a change set.

What is the result of following this approach?

A. CloudFormation rejects the update and warns that a new full stack is required.

B. Some of'the FortiGate instances may be deleted and replaced with new copies.

C. Ifnew FortiGate instances are deployed later, they will include the updated changes.

D. The update is applied, and the security group is added to all instances without interruption.

Answer: B

NEW QUESTION # 71
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