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CrowdStrike Falcon Administrator Sample Questions (Q79-Q84):

NEW QUESTION # 79
The Customer ID (CID) is important in which of the following scenarios?

e A. When setting up API keys
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¢ B. When performing the sensor installation process
e C. When performing a Host Search
¢ D. When adding a user to the Falcon console under the Users application

Answer: B

Explanation:

The Customer ID (CID) is important in which of the following scenarios: when performing the sensor installation process and when
setting up API keys. The CID is a unique identifier for your organization that is required for authenticating your sensor installation and
commumnication with the Falcon cloud. You need to provide your CID when installing the Falcon sensor on a host, either by using a
command-line parameter or by using the falconctl tool. The CID is also required for setting up API keys, which are used for
accessing the Falcon platform programmatically via the Falcon APIs. You need to provide your CID when creating an API client
and key in the API Clients and Keys page in the Falcon console.

NEW QUESTION # 80
Which of'the following is TRUE regarding disabling detections for a host?

¢ A. After disabling detections, the data for all existing detections prior to disabling detections is removed from the Event
Search

¢ B. The detections for that host are removed from the console immediately. No new detections will display in the console going
forward unless detections are enabled

¢ C. The DetectionSummaryEvent continues being sent to the Streammng API for that host

e D. After disabling detections, the host will operate in Reduced Functionality Mode (RFM) until detections are enabled

Answer: B

Explanation:

The option that is true regarding disabling detections for a host is that the detections for that host are removed from the console
immediately. No new detections will display in the console going forward unless detections are enabled. This option is essentially a
repetition of question 127 and its answer. Disabling detections for a host will remove any existing detections for that host from the
console and prevent any new detections from appearing in the console until detections are enabled again.

NEW QUESTION # 81
‘When would the No Action option be assigned to a hash in [OC Management?

A. There is no such option as No Action available in the Falcon console

B. Add the indicator to your allowlist and do not detect it

C. When you want to save the indicator for later action, but do not want to block or allow it at this time
D. Add the indicator to your blocklist and show it as a detection

Answer: C

Explanation:

The No Action option can be assigned to a hash in [OC Management when you want to save the indicator for later action, but do
not want to block or allow it at this time. This option will neither detect nor prevent the execution of the hash, but will keep it in the
I0C Iist for future reference.

The other options are either incorrect or not related to the No Action option.

NEW QUESTION # 82
What least privilege role should be given to a user who needs to extract files with RTR?

A. Falcon Analyst

B. Falcon Security Lead

C. Real Time Responder - Administrator

D. Real Time Responder - Active Responder

Answer: D



NEW QUESTION # 83
How do you assign a policy to a specific group of hosts?

¢ A Create a group containing the desired hosts using "Dynamic Assignment." Go to the Assigned Host Groups tab of the
desired policy and select criteria such as OU, OS, Hostname pattern, etc.

¢ B. Create a group containing the desired hosts using "Static Assignment." Go to the Assigned Host Groups tab of the desired
policy and dick "Add groups to policy." Select the desired Group(s).

¢ C. Onthe Assignment tab of the desired policy, select "Static" assignment. From the next window, select the desired hosts
(using fitters if needed) and click Add.

¢ D. Assign a tag to the desired hosts in Host Management. Create a group with an assignment rule based on that tag. Go to the
Assigniment tab of the desired policy and click "Add Groups to Policy." Select the desired Group(s).

Answer: B

Explanation:

The admmnistrator can assign a policy to a specific group of hosts by creating a group containing the desired hosts using "Static
Assignment." Then, go to the Assigned Host Groups tab of the desired policy and click "Add groups to policy." Select the desired
Group(s). This will apply the policy to the selected group(s) of hosts. The other options are either incorrect or not applicable to static
assigniment.

NEW QUESTION # 84
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