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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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Topic 2

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

Topic 3

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Topic 4

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.
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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q125-Q130):
NEW QUESTION # 125 
You have a Microsoft 36S ES subscription.
You plan to use the Microsoft Purview portal to map human resources (HR) data for use with insider risk management policies.
You need to add a data connector to import the HR data.
What should you do first and in which format should you import the data? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
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Explanation:

Step 1 - Requirement
The scenario requires using Microsoft Purview Insider Risk Management to import HR data (such as employee hire dates,
resignations, and department changes). HR data connectors allow insider risk policies to use workforce signals to detect risky user
activities.
Step 2 - What to do first
Before importing HR data, you must configure Insider Risk Management settings in the Microsoft Purview compliance portal. This is
a prerequisite step that enables HR data connectors and policies to be created.
Reference: Configure HR data for Insider Risk Management in Microsoft Purview Step 3 - Import format HR data for Insider Risk
Management is imported as a CSV file. The CSV must include required fields like user principal name, event type, start date, and
end date. Other formats (XLSX, XML, ODS) are not supported by Purview Insider Risk HR data connectors.
Reference: HR connector CSV schema for Insider Risk Management

NEW QUESTION # 126 
You have a Microsoft 36S ES subscription that contains a Windows 11 device named Device 1 and three users named User 1.
User2. and User3.
You plan to deploy Azure Information Protection (AIP) and the Microsoft Purview Information Protection client to Device 1.
You need to ensure that the users can perform the following actions on Device1 as part of the planned deployment
* User 1 will test the functionality of the client.
* User2 will install and configure the Microsoft Rights Management connector.
* User3 will be configured as the service account for the information protection scanner.
The solution must maximize the security of the sign-in process for the users What should you do?

A. Enable User1. User I and User 3 for passkey (FIDO2) authentication
B. Exclude User1 and User? from multifactor authentication (Mf A}
C. Enable User? and Usex3 for passwordless authentication.
D. Exclude User2 and User3 from multifactor authentication (MfA).

Answer: C

NEW QUESTION # 127 
You have a Microsoft 365 E5 tenant that contains a trainable classifier named Classifier1.
You need to increase the accuracy of Classifier1. The solution must use the principle of least privilege.
Which feature should you use and to which role group should you be added? To answer, select the appropriate options in the
answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:

NEW QUESTION # 128 
You have a Microsoft 365 E5 subscription.
You create a sensitivity label named Label1 and publish Label1 to all users and groups.
You have the following files in a SharePoint site:
* File1.doc
* File2.docx
* File3.xlsx
* File4.txt
You need to identify which files can have Label1 applied.
Which files should you identify?

A. File1.doc File2-docx, and File3.xlsx only
B. File2.docx only
C. File2.docx and File3.xlsx only
D. File1.doc File2-docx, File3.xlsx, and File4.txt

Answer: C



NEW QUESTION # 129 
You have a Microsoft 365 subscription. You create a retention policy and apply the policy to Exchange Online mailboxes.
You need to ensure that the retention policy tags can be assigned to mailbox items as soon as possible.
What should you do?

A. From the Microsoft Purview portal, create a label policy.
B. From Exchange Online PowerShell, run start -RetentionAutoTagLearning.
C. From the Microsoft Purview portal, create a data loss prevention (DLP) policy.
D. From Exchange Online PowerShell. run Start-ManagedFolderAssistant.

Answer: D

NEW QUESTION # 130
......
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