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& #25
‘When should code audits be concluded?

e A. While code is being sent to production.
¢ B. At engineering design time.
¢ (. Before launch after all code for a feature is complete.
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e D. At code check-in time.
ER: C

it BB -

Code audits should be concluded before the launch, after all code for a feature is complete. This practice ensures that the entire
codebase has been thoroughly reviewed and tested for security vulnerabilities and compliance with privacy standards before it is
deployed to production. Conducting a comprehensive audit at this stage helps identify and address any issues that could compromise
the integrity, security, or privacy of the system. This approach aligns with best practices in software development and is supported
by guidelines from the IAPP and other industry standards, which recommend finalizing code audits as part of the pre-launch quality
assurance process.
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A key principle of an effective privacy policy is that it should be?

A. Presented with external parties as the intended audience.

B. Made general enough to maximize flexibility in its application.

C. Designed primarily by the organization's lawyers.

D. Written in enough detail to cover the majority of likely scenarios.

ER: A
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SCENARIO

You have just been hired by Ancillary.com, a seller of accessories for everything under the sun, including waterproof stickers for
pool floats and decorative bands and cases for sunglasses. The company sells cell phone cases, e-cigarette cases, wine spouts,
hanging air fresheners for homes and automobiles, book ends, kitchen implements, visors and shields for computer screens, passport
holders, gardening tools and lawn ornaments, and catalogs full of health and beauty products. The list seerms endless. As the CEO
likes to say, Ancillary offers, without doubt, the widest assortment of low-price consumer products from a single company
anywhere.

Ancillary's operations are similarly diverse. The company originated with a team of sales consultants selling home and beauty
products at small parties in the homes of customers, and this base business is still thriving,

However, the company now sells online through retail sites designated for industries and demographics, sites such as "My Cool
Ride" for automobile-related products or "Zoomer" for gear aimed toward young adults.

The company organization includes a plethora of divisions, units and outrigger operations, as Ancillary has been built along a
decentered model rewarding individual nitiative and flexibility, while also acquiring key assets. The retail sites seem to all function
differently, and you wonder about their compliance with regulations and industry standards. Providing tech support to these sites is
also a challenge, partly due to a variety of logins and authentication protocols.

You have been asked to lead three important new projects at Ancillary:

The first is the personal data management and security component of a multi-faceted nitiative to unify the company's culture. For this
project, you are considering using a series of third- party servers to provide company data and approved applications to employees.
The second project involves providing point of sales technology for the home sales force, allowing them to move beyond paper
checks and manual credit card imprinting,

Finally, you are charged with developing privacy protections for a single web store housing all the company's product lines as well as
products from affiliates. This new omnibus site will be known, aptly, as "Under the Sun." The Director of Marketing wants the site
not only to sell Ancillary's products, but to link to additional products from other retailers through paid advertisements. You need to
brief the executive team of security concerns posed by this approach.

Which should be used to allow the home sales force to accept payments using smartphones?

A. Cross-current translation.

B. Radio Frequency Identification
C. Near-field communication

D. Field transfer protocol.

ER: C
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To allow the home sales force to accept payments using smartphones, Near-Field Communication (NFC) should be used.
* Explanation:



* Near-Field Communication (NFC): NFC is a set of commumnication protocols that enable two electronic devices, one typically a
portable device such as a smartphone, to establish communication by bringing them within close proximity, usually less than 10 cm.
* Payment Systers: NFC is widely used in contactless payment systers, allowing users to make secure transactions by simply
tapping their device near a payment terminal.

* Security and Convenience: NFC payments are secure because they use encryption, tokenization, and other security measures to
protect financial data. They also offer convenience for both customers and sales personnel.

* Implementation in Sales: For the home sales force, equipping smartphones with NFC technology allows seamless and secure
processing of credit card payments, reducing the need for paper checks and manual processing.

References:

* JAPP Privacy Management, Information Privacy Technologist Certification Textbooks

* ISO/IEC 18092:2013 - Near Field Communication Interface and Protocol (NFCIP-1)
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What is the main privacy threat posed by Radio Frequency Identification (RFID)?

A. RFID can be utilized to read information from a device without the user's knowledge
B. RFID can be utilized to spoof identification details

C. RFID can be utilized to track people or consumer products

D. RFID can be utilized to gam unauthorized access to an individual's device

ER: C
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The main privacy threat posed by Radio Frequency Identification (RFID) technology is its ability to track people or consumer
products without their knowledge. RFID tags can be read froma distance without the individual's consent, potentially leading to
unauthorized surveillance and tracking, This capability raises significant privacy concerns, especially in contexts where individuals are
unaware that they are being monitored or that their movements and interactions with products are being recorded. (Reference: IAPP
CIPT Study Guide, Chapter on Emerging Technologies and Privacy)
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‘What must be used in conjunction with disk encryption?

e A. A strong password.

e B. Export controls.

e C. A digtal signature.

e D. Increased CPU speed.

BEER: A

fRRERR A

Disk encryption protects data at rest by encrypting the entire disk. To access the encrypted data, a user must provide a key, which
is often derived froma password. For disk encryption to be effective, the password used must be strong to prevent unauthorized
access. A weak password can undermine the security of the encrypted data, making it vulnerable to brute force attacks.
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