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AE #34
What is required for a site-to-site VPN tunnel that does not use certificates?

A. Pre-Shared Secret
B. RSA Token

C. Unique Passwords
D. SecurelD

He: A

Y.

A pre-shared secret is a secret key that is shared between the two VPN peers before establishing a secure connection. It is used to
authenticate the VPN peers and encrypt the VPN traffic. A pre-shared secret is required for a site-to-site VPN tunnel that does not
use certificates, because certificates are another way of authenticating the VPN peers using public key cryptography. Without
certificates, the VPN peers need to have a common secret key that only they know. Reference: Check Pomnt R81 VPN
Admmistration Guide, page 13

EE #345
Firewall polices must be configured to accept VRRP packets on the GAIA platform if it Firewall software.
The Multicast destination assigned by the internet Assigned Number Authority (IANA) for VRRP is:

A.224005

B. 224.0.0.102
C.224.0.0.18
D. 224.0.0.22

2
m

SH: C

MH.

The multicast destination assigned by the Internet Assigned Numbers Authority (IANA) for VRRP is

224.0.0.18. This is a reserved multicast address that is used by VRRP routers to communicate with each other and announce their
priority and state. Firewall policies must be configured to accept VRRP packets on the Gaia platform if it runs Firewall software.
Otherwise, VRRP packets will be dropped by default. References:

[Configuring VRRP on Gaia]

ZE #346
Selecting an event displays its configurable properties in the Detail pane and a description of the event in the Description pane.
Which is NOT an option to adjust or configure?

A. Severity

B. Autommatic reactions
C. Policy

D. Threshold

He: C

Y.

Explanation

An event is a notification that something significant has occurred on a Check Point product or network. Events are generated by
various sources, such as blades, gateways, servers, SmartEvent, etc. You can view and manage events in SmartConsole by using the
Events tab in the Logs & Monitor view. Selecting an event displays its configurable properties in the Detail pane and a description of
the event in the Description pane.

The configurable properties include:



Severity: The level of importance or urgency of the event. You can change the severity of an event by selecting a different value from
the drop-down list.

Automatic reactions: The actions that are triggered when an event occurs. You can add, edit, or delete automatic reactions for an
event by clicking on the + icon or the pencil icon.

Threshold: The minimum number or frequency of occurrences of an event that triggers an autormatic reaction. You can change the
threshold of an event by entering a different value in the text box.

The policy is not an option to adjust or configure for an event. The policy is a set of rules that define how to handle events based on
their source, type, severity, etc. You can create and manage policies in SmartEvent by using the Policies tab in the Logs & Monitor
view. References: R81 Logging and Monitoring Administration Guide

HEE #347
Main Mode in IKEv1 uses how many packages for negotiation?

A0
B. 1
C.2
D. depends on the make of the peer gateway

HE. C

MY

Main Mode in IKEv1 uses six packets for negotiation]. Main Mode is the default mode for IKE phase I, which establishes a secure
channel between the peers. Main Mode perforns the following steps2:

The peers exchange their security policies and agree on a common set of parameters.

The peers generate a shared secret key using the Diffie-Hellman algorithm.

The peers authenticate each other using pre-shared keys, digital signatures, or public key encryption. Main Mode is partially
encrypted, from the point at which the shared DH key is known to both peers2. Main Mode provides more security than Aggressive
Mode, which uses only three packets for negotiation, but is faster and simpler2. Reference: Check Point gateways always send main
IP address as IKE Main Mode ID - Check Pomt Software, IPsec and IKE - Check Pomnt Software

ZE #348
During the Check Point Stateful Inspection Process, for packets that do not pass Firewall Kernel Inspection and are rejected by the
rule definition, packets are:

A. Dropped with logs and without sending a negative acknowledgment

B. Dropped without logs and without sending a negative acknowledgment
C. Dropped with negative acknowledgment

D. Dropped without sending a negative acknowledgment

e A

ME:

For packets that do not pass Firewall Kernel Inspection and are rejected by the rule definition, packets are dropped with logs and
without sending a negative acknowledgment. Firewall Kernel Inspection is the process of applying security policies and rules to
network traffic by the Firewall kernel module. If a packet does not match any rule or matches a rule with an action of Drop or
Reject, the packet is dropped by the Firewall kernel module. The difference between Drop and Reject is that Drop silently discards
the packet without informing the sender, while Reject discards the packet and sends a negative acknowledgment (such as an ICMP
message) to the sender. However, both Drop and Reject actions generate logs that record the details of the dropped packets, such
as source, destination, protocol, port, rule number, etc. The other options are either incorrect or describe different scenarios.

EE #349
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