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Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
. computer systemns, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
FEw 71 p ¥S & up
integrity and availability of digital information.
Framework Design: Framework design is the process of developing a reusable structural foundation that
ey 72 supports and guides the creation and organization of software systems.
Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
hEY 73 strategies to reduce or control the impact of potential uncertainties on organizational goals.
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
FEY 2 4 mnformation within an organization—fromiits collection and storage to its distribution, use, and eventual
archiving or disposal.
Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
FEY 75 assurance and inner strength.

>> [SO-IEC-27001-Foundation? ¥% % 8 £ <<

APMG-International ISO-IEC-27001-Foundation Exam | ISO-IEC-27001-


https://drive.google.com/open?id=1_qCOHbbTwo5O3DNWjBkT_wXrUcbQL5lU
https://www.japancert.com/ISO-IEC-27001-Foundation.html
https://www.topexam.jp/ISO-IEC-27001-Foundation_shiken.html

FoundationSHREZEE -BED L D % HF 3 ISO-IEC-27001-Foundation
L R B

L Topexamid 712 EFEEZ JEF L TV & 7. BHTDOISO-IEC-27001-FoundationZEBE D £ > 7" D & B 74 5B 4
BUREEL TOI2EMROBT2E0T. o3 b OB A -0sEld el TCEET. &1,
ISO-IEC-27001-Foundationit & 7 4 X & RBEFIESh T E T, & CHE. BEFICEREDISO-IEC-27001-
FoundationE B HM 2 RT3 L wHERT B ET. IRXTOAVF Yy YAERETBCAARLELITH 3
CEEFIAITCEET.

APMG-International ISO/IEC 27001 (2022) Foundation Exam 52 & ISO-
IEC-27001-Foundation 3% BX 5 & (Q51-Q56):

HH #51

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.

A. communicate the importance of
B. report on

C. continually improve

D. enforce standards for
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Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, ncluding
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model

Thus, the missing words are'continually improve."

P #52
Which item is required to be considered when defining the scope and boundaries of the information security management system?

¢ A The regular activities necessary to maintain and improve the ISMS

¢ B. The level of quality to which the ISMS must adhere

e (. The dependencies between activities performed by the organization

e D. The lessons learned from the information security experiences of other organizations
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Clause 4.3 (Determining the scope of the ISMS) requires consideration of

"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.

Thus, the verified answer is A: Dependencies between activities performed by the organization.

HM #53
‘What international standard provides guidance on the mtegration of ISO/IEC 27001 and the IT Service Management standard?

A. ISO/IEC 27013
B. ISO/IEC 20000-1
C. None of'the above
D. ISO/IEC 27002
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27013 standards:

ISO/IEC 27013 is titled:

"Information technology - Security techniques - Guidance on the integrated implementation of ISO

/IEC 27001 and ISO/IEC 20000-1."

This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirements standard, but
integration guidance is provided in 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.

Therefore, the correct verified answer isB: ISO/IEC 27013.

HMA #54
Which ISMS documentation is part of the minimum scope of documented information required to be managed and controlled?

e A A statement of correspondence between other ISO standards and the ISMS
¢ B. Third party information security awareness materials

¢ (. Records of management decisions related to continual improvement

e D. The budget assigned to operate the ISMS and its related allocations
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Clause 7.5 (Documented Information) specifies that organizations must maintain documentationnecessary for the effectiveness of the
ISMS. Additionally, Clause 9.3 (Management Review) requires "records of decisions related to continual improvement
opportunities” as an output of management review. This is a core requirement and forns part of the documented information that
nust be retained and controlled. Third- party materials (B), budgets (C), and cross-reference statements to other ISO standards (D)
are not required by ISO/IEC 27001. Only documents that directly demonstrate compliance, decision-making, and continual
improverment are mandated. Therefore, the verified minimum required documentation includesrecords of management review
decisionsrelated to continual improvement, confirming answer: A.

B #55
Which information is required to be included in the Statement of Applicability?

e A The criteria against which risk will be evaluated

¢ B. The scope and boundaries of the ISMS

e (. The justification for including each information security control
e D. The risk assessment approach of the organization
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Clause 6.1.3 (d) requires that the organization'produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirement of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.

Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.
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