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Fortinet FCP - FortiSandbox 5.0 Administrator Sample Questions (Q41-
Q46):
NEW QUESTION # 41 
Which three actions does FortiSandbox perform when it is integrated with FortiMail for advanced threat protection (ATP)? (Choose
three answers)

A. It queues email during analysis.
B. It submits objects for sandbox scanning.
C. It assigns and returns a rating for analyzed objects.
D. It analyzes file and URL objects.
E. It updates FortiGuard databases.
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Answer: A,C,D

Explanation:
The Study Guide is explicit about the FortiMail-FortiSandbox workflow. It states: "On top of file submissions, FortiMail can also
submit extracted URLs from emails to FortiSandbox for inspection. FortiMail queues the email while waiting for a verdict.
FortiSandbox inspects all submitted files and URLs. FortiSandbox then generates a verdict and sends that verdict in reply to
FortiMail. FortiMail uses the verdict to apply the configured action." This directly supports D because FortiSandbox analyzes file
and URL objects. It supports B because FortiSandbox generates a verdict and returns it to FortiMail. And it supports E because the
integrated workflow includes the email being queued during analysis while FortiSandbox is processing the submitted objects. Option
C is incorrect because FortiMail is the device that submits the objects to FortiSandbox, not FortiSandbox itself. Option A is also
incorrect because updating FortiGuard databases is not one of the three ATP integration actions described for the FortiMail
workflow. Therefore, the correct three answers are B, D, and E.

NEW QUESTION # 42 
How can you limit an administrator's access to scan jobs on FortiSandbox based on the system that submitted the scan request?
(Choose one answer)

A. By configuring access in the log server configuration settings
B. By configuring netshare groups to define access
C. By configuring device groups to assign to users
D. By configuring administrator profiles that define job access

Answer: D

Explanation:
The correct answer is D. The Study Guide states that FortiSandbox has default administrative profiles and specifically says: "The
Read Only profile is intended to be used for system-wide monitoring and reporting tasks, whereas the Device profile is intended to
be used for monitoring alerts and reporting for a specific device." That wording directly matches the question requirement to limit
access based on the system that submitted the scan request. In other words, FortiSandbox uses administrator profiles to control
whether an admin can view broad system-wide activity or only jobs and alerts related to a specific submitting device.
This eliminates the other options. The Study Guide does not describe device groups, log server settings, or netshare groups as the
mechanism for restricting admin visibility of scan jobs by submitter. Instead, access control is tied to the admin profile model. The
Device profile is the exact fit because it narrows monitoring and reporting to a particular device context rather than the entire system.
Therefore, the way to limit an administrator's access to scan jobs by the submitting system is by configuring administrator profiles that
define job access.

NEW QUESTION # 43 
Refer to the exhibits.



You are unable to download guest VMs on a new FortiSandbox VM. What is the reason for this? (Choose one answer)

A. FortiSandbox does not have the necessary licenses.
B. FortiSandbox is using a private DNS server.
C. There is no internet connectivity on port1.
D. There is no internet connectivity on port3.

Answer: C

Explanation:
From the Scanning and Rating Components lesson, the Study Guide explicitly states:
"VM images are downloaded from FortiGuard, using port1. So, you must ensure FortiSandbox has a default route and internet
connectivity for port1." The exhibit confirms this - the test-network output shows:
System DNS resolve: Failed for both bing.com and fsavm.fortinet.net
fsavm.fortinet.net is the FortiGuard VM image download server
This DNS failure on the system side (port1) confirms there is no internet connectivity on port1, preventing VM image downloads.
Note that port3 internet shows "Warning: VM to access internet: Disabled" - but port3 is only for VM sandboxing traffic, not for
downloading VM images.

NEW QUESTION # 44 
You are asked to create an 802.3ad interface on FortiSandbox with port 2 and port 4. However, when attempting to make the
configuration change, you discover that you cannot select port 4 for the aggregate bonding. What are two reasons for this issue?
(Choose two answers)

A. Port 4 is a sniffer interface.
B. Port 4 does not have an IP address.
C. Port 4 is an api interface.



D. Port 4 is an administration interface.

Answer: C,D

Explanation:
From the Deployment and System Settings lesson, the Study Guide states:
"Other ports, with the exception of port3, can also be configured as management ports from CLI."
"You can set additional ports as management port using the CLI command shown on this slide." From the Lab Guide (Exercise 4 -
Using Inline Scanning):
"FortiGate and FortiSandbox communicate through port 4443. Management or API ports grant access through port 4443."
"Enter the following command to enable API access on port2: set api-port port2" Ports that are designated as either administration
interfaces or API interfaces cannot be selected for 802.3ad aggregate bonding because:
Option A - Port 4 configured as an administration interface is reserved for management traffic and cannot be repurposed for link
aggregation Option C - Port 4 configured as an API interface is dedicated for API communication (port 4443) and is similarly
restricted from being used in aggregate bonding configurations Port 4 in the Lab Guide is specifically referenced as the HA
communication and management port, confirming these restrictions apply when special roles are assigned to interfaces.

NEW QUESTION # 45 
You are asked to configure FortiSandbox to use one VM instance for multiple sequential scan jobs without shutting down the
instance between each scan job submission. Which scan profile setting must you enable to achieve this? (Choose one answer)

A. VM scan ratio
B. Parallel VM scan
C. Pipeline mode
D. Adaptive VM scan

Answer: C

Explanation:
From the Scanning and Rating Components lesson, the Study Guide explicitly states:
"The Pipeline Mode feature improves performance by allowing to scan multiple files, one at a time, without shutting down the VM
instance after scanning each file."
"FortiSandbox will continue scanning files without shutting down the VM instance, as long as the VM status hasn't changed. If the
VM status changes, then the VM instance will shut down and will be restored for the next job." This precisely matches the
requirement - using one VM instance for multiple sequential scan jobs without shutting down between submissions. The other
options serve different purposes:
Adaptive Scan dynamically adjusts clone numbers
VM Scan Ratio controls the percentage of jobs scanned in a VM
Parallel VM Scan runs multiple VMs simultaneously for a single job

NEW QUESTION # 46
......
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Fortinet FCP_FSA_AD-5.0 Latest Dumps materials and can benefit Official FCP_FSA_AD-5.0 Practice Test both our guests and
us as the great experience of our guests is also our pursuit.
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that, A lot of people want to pass Fortinet certification FCP_FSA_AD-5.0 exam to let their job and life improve, but people
participated in the Fortinet certification FCP_FSA_AD-5.0 exam all knew that Fortinet certification FCP_FSA_AD-5.0 exam is not
very simple.
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