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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q12-Q17):
NEW QUESTION # 12 
A company requires its developers to tag all Amazon Elastic Block Store (Amazon EBS) volumes in an account to indicate a desired
backup frequency. This requirement Includes EBS volumes that do not require backups. The company uses custom tags named
Backup_Frequency that have values of none, dally, or weekly that correspond to the desired backup frequency. An audit finds that
developers are occasionally not tagging the EBS volumes.
A DevOps engineer needs to ensure that all EBS volumes always have the Backup_Frequency tag so that the company can perform
backups at least weekly unless a different value is specified.
Which solution will meet these requirements?
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A. Set up AWS Config in the account. Use a managed rule that returns a compliance failure for EC2::Volume resources that
do not have a Backup Frequency tag applied. Configure a remediation action that uses a custom AWS Systems Manager
Automation runbook to apply the Backup_Frequency tag with a value of weekly.
B. Set up AWS Config in the account. Create a custom rule that returns a compliance failure for all Amazon EC2 resources
that do not have a Backup Frequency tag applied. Configure a remediation action that uses a custom AWS Systems Manager
Automation runbook to apply the Backup_Frequency tag with a value of weekly.
C. Turn on AWS CloudTrail in the account. Create an Amazon EventBridge rule that reacts to EBS CreateVolume events or
EBS ModifyVolume events. Configure a custom AWS Systems Manager Automation runbook to apply the
Backup_Frequency tag with a value of weekly. Specify the runbook as the target of the rule.
D. Turn on AWS CloudTrail in the account. Create an Amazon EventBridge rule that reacts to EBS CreateVolume events.
Configure a custom AWS Systems Manager Automation runbook to apply the Backup_Frequency tag with a value of
weekly. Specify the runbook as the target of the rule.

Answer: A

NEW QUESTION # 13 
A company is reviewing its 1AM policies. One policy written by the DevOps engineer has been (lagged as too permissive. The
policy is used by an AWS Lambda function that issues a stop command to Amazon EC2 instances tagged with Environment:
NonProduccion over the weekend. The current policy is:

What changes should the engineer make to achieve a policy ot least permission? (Select THREE.)

A. Option A
B. option C



C. option D
D. option B
E. Option E
F. Option F

Answer: A,C,D

Explanation:
The engineer should make the following changes to achieve a policy of least permission:
A: Add a condition to ensure that the principal making the request is an AWS Lambda function. This ensures that only Lambda
functions can execute this policy.
B: Narrow down the resources by specifying the ARN of EC2 instances instead of allowing all resources. This ensures that the
policy only affects EC2 instances.
D: Add a condition to ensure that this policy only applies to EC2 instances tagged with "Environment:
NonProduction". This ensures that production environments are not affected by this policy.
AWS Identity and Access Management (IAM) - AWS Documentation
Certified DevOps Engineer - Professional (DOP-C02) Study Guide (page 179)

NEW QUESTION # 14 
A company is implementing a well-architected design for its globally accessible API stack. The design needs to ensure both high
reliability and fast response times for users located in North America and Europe.
The API stack contains the following three tiers:
Amazon API Gateway
AWS Lambda
Amazon DynamoDB
Which solution will meet the requirements?

A. Configure Amazon Route 53 to point to API Gateway APIs in North America and Europe using health checks. Configure
the APIs to forward requests to a Lambda function in that Region. Configure the Lambda functions to retrieve and update the
data in a DynamoDB table in the same Region as the Lambda function.
B. Configure Amazon Route 53 to point to API Gateway APIs in North America and Europe using latency-based routing and
health checks. Configure the APIs to forward requests to a Lambda function in that Region. Configure the Lambda functions
to retrieve and update the data in a DynamoDB global table.
C. Configure Amazon Route 53 to point to API Gateway in North America, create a disaster recovery API in Europe, and
configure both APIs to forward requests to the Lambda functions in that Region.
Retrieve the data from a DynamoDB global table. Deploy a Lambda function to check the North America API health every 5
minutes. In the event of a failure, update Route 53 to point to the disaster recovery API.
D. Configure Amazon Route 53 to point to API Gateway API in North America using latency-based routing. Configure the
API to forward requests to the Lambda function in the Region nearest to the user.Configure the Lambda function to retrieve
and update the data in a DynamoDB table.

Answer: B

NEW QUESTION # 15 
A company has a single AWS account that runs hundreds of Amazon EC2 instances in a single AWS Region. New EC2 instances
are launched and terminated each hour in the account. The account also includes existing EC2 instances that have been running for
longer than a week.
The company's security policy requires all running EC2 instances to use an EC2 instance profile. If an EC2 instance does not have
an instance profile attached, the EC2 instance must use a default instance profile that has no IAM permissions assigned.
A DevOps engineer reviews the account and discovers EC2 instances that are running without an instance profile. During the review,
the DevOps engineer also observes that new EC2 instances are being launched without an instance profile.
Which solution will ensure that an instance profile is attached to all existing and future EC2 instances in the Region?

A. Configure an Amazon EventBridge rule that reacts to EC2 RunInstances API calls. Configure the rule to invoke an AWS
Lambda function to attach the default instance profile to the EC2 instances.
B. Configure the iam-role-managed-policy-check AWS Config managed rule with a trigger type of configuration changes.
Configure an automatic remediation action that invokes an AWS Lambda function to attach the default instance profile to the
EC2 instances.
C. Configure an Amazon EventBridge rule that reacts to EC2 StartInstances API calls. Configure the rule to invoke an AWS



Systems Manager Automation runbook to attach the default instance profile to the EC2 instances.
D. Configure the ec2-instance-profile-attached AWS Config managed rule with a trigger type of configuration changes.
Configure an automatic remediation action that invokes an AWS Systems Manager Automation runbook to attach the default
instance profile to the EC2 instances.

Answer: D

Explanation:
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-profile-attached.html

NEW QUESTION # 16 
A company uses AWS Storage Gateway in file gateway mode in front of an Amazon S3 bucket that is used by multiple resources.
In the morning when business begins, users do not see the objects processed by a third party the previous evening. When a DevOps
engineer looks directly at the S3 bucket, the data is there, but it is missing in Storage Gateway.
Which solution ensures that all the updated third-party files are available in the morning?

A. Instruct the third party to put data into the S3 bucket using AWS Transfer for SFTP.
B. Modify Storage Gateway to run in volume gateway mode.
C. Configure a nightly Amazon EventBridge event to invoke an AWS Lambda function to run the RefreshCache command for
Storage Gateway.
D. Use S3 Same-Region Replication to replicate any changes made directly in the S3 bucket to Storage Gateway.

Answer: C

Explanation:
Explanation
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RefreshCache.html " It only updates the cached inventory
to reflect changes in the inventory of the objects in the S3 bucket. This operation is only supported in the S3 File Gateway types."

NEW QUESTION # 17
......
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