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3. You want o access the JSON APl on FortiManager to retriave
informaticn an an object.

In thiz scenario, which two meathods will satisfy the requiremant?
{Choosa twa, )

A Dowmload the WSDL file from FartiManager administration GUI
B. Make a call with the curl utility on your workstation.

C. Make a call with the Scapll AP ool on your warkstation.

D. sake a call with the Web browser on your workstation,
Anzwer: AC
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B #13
Refer to the exhibit.

You need to create a base SD-WAN configuration that includes SD-WAN rules and Performance SLAs for spoke sites with
various connectivity types. It needs to be done in a way that can be easily applied to new sites with a minimum amount of change.
How should you create the SD-WAN zones?

e A. With members without interface assignments
e B. With members and assign overlay interfaces
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¢ C. With members and assign interfaces but do not specify a gateway
¢ D. With no members configured

IEf#: B

B #14
Refer to the exhibits.

The exhibits show a FortiMail network topology, Inbound configuration settings, and a Dictionary Profile.

You are required to integrate a third-party's host service (srv.thirdparty.com) into the e-mail processing path.

All inbound e-mails must be processed by FortiMail antispam and antivirus with FortiSandbox integration. If the email is clean,
FortiMail must forward it to the third-party service, which will send the email back to FortiMail for final delivery, FortiMail must not
scan the e-mail again.

Which three configuration tasks must be performed to meet these requirements? (Choose three.)

¢ A. Change the scan order in FML-GW to antispam-sandbox-content.

¢ B. Create an IP policy with a Source value of 100. 64 .0.72/32, enable precedence, and place the policy at the top of the list.

¢ (. Create an access receive rule with a Sender value of srv. thirdparcy.com, Recipient value of *@acme.com, and action
value of Safe

¢ D. Apply the Catch-Ail profile to the CFInbound profile and configure a content action profile to deliver to the srv. thirdparty.
com FQDN

e E. Apply the Catch-All profile to the ASinbound profile and configure an access delivery rule to deliver to the 100.64.0.72
host.

iFf@E: C. D

BRI :

To integrate a third-party's host service (srv.thirdparty.com) into the e-mail processing path, while ensuring that all inbound e-mails
are scanned by FortiMail antispam and antivirus with FortiSandbox integration, and then forwarded to the third-party service and
back to FortiMail for final delivery, the following configuration tasks must be performed:

Apply the Catch- All profile to the CFInbound profile and configure a content action profile to deliver to the srv.thirdparty.com
FQDN. This will ensure that all nbound e-mails that pass the antispam and antivirus scanning are forwarded to the third-party
service for further processing,

Create an access receive rule with a Sender value of srv.thirdparty.com, Recipient value of *@acme.com, and action value of Safe.
This will ensure that all e-mails that are sent back from the third-party service to FortiMail are accepted without any further scanning
or filtering, Reference: httpsz/docs. fortinet.com/document/fortimail/7.2.2/administration-guide/92 1588/configuring-content-profiles-
and-content-action-profiles https:/docs.fortinet.conydocument/fortimail/7.2.2/admmistration- guide/629994/configuring-session-
profiles

R #15

Refer to the exhibit.

To facilitate a large-scale deployment of SD-WAN/ADVPN with FortiGate devices, you are tasked with configuring the FortiGate
devices to support injecting of IKE routes on the ADVPN shortcut tunnels.

Which three commands must be added or changed to the FortiGate spoke config vpn ipsec phasei-interface options referenced in
the exhibit for the VPN interface to enable this capability? (Choose three.)

A. set mode-cfg-allow-client-selector enable
B. set ke-version 1

C. set net-device disable

D. set add-route enable

E. set mode-cfg enable

IEf#: A. D. E

A -

* B must be set to enable mode-cfg, which is required for injecting IKE routes on the ADVPN shortcut tunnels.

* D must be set to enable add-route, which is the command that actually injects the IKE routes.

* E must be set to enable mode-cfg-allow-client-selector, which allows custom phase 2 selectors to be configured.

The other options are incorrect. Option A is incorrect because net-device disable is not required for injecting IKE routes on the
ADVPN shortcut tunnels. Option C is incorrect because IKE version 1 is not supported for ADVPN.



References:
Phase 2 selectors and ADVPN shortcut tunnels | FortiGate / FortiOS 7.2.0 Configuring SD-WAN/ADVPN with FortiGate |
FortiGate / FortiOS 7.2.0

H #16

Refer to the exhibits.

The exhibits show a diagram of a requested topology and the base [Psec configuration.

A customer asks you to configure ADVPN via two internet underlays. The requirement is that you use one interface with a single 1P
address on DC FortiGate.

In this scenario, which feature should be implemented to achieve this requirement?

A. Change advpn2 to IKEv1
B. Use peer-id

C. Use network-overlay id
D. Use local-id

Ef: C

Rt :

A'is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on a single interface with a single TP
address on the DC FortiGate. This is explained in the FortiGate Administration Guide under ADVPN > Configuring ADVPN >
Configuring ADVPN on the hub. References: httpsz/docs.fortinet.convdocument/fortigate/7.4.0/administration-guide/978793/advpn
https7//docs. fortinet.conYdocument/fortigate/7.4.0/administration-guide/978793/advpn/978 794/configuring-advpn

R #17
Refer to the exhibit.

The exhibit shows two error messages froma FortiGate root Security Fabric device when you try to configure a new connection to
a FortiClient EMS Server.
Referring to the exhibit, which two actions will fix these errors? (Choose two.)

A. Export and import the FortiClient EMS server certificate to the root FortiGate.
B. Authorize the root FortiGate on the FortiClient EMS

C. Install a new known CA on the Win2K 16-EMS server.

D. Verify that the CRL is accessible from the root FortiGate

EfE: A. B
R -

* A'is correct because the error message '"The CRL is not accessible" indicates that the root FortiGate cannot access the CRL for
the FortiClient EMS server. Verifying that the CRL is accessible will fix this error.

* D s correct because the error message '"The FortiClient EMS server is not authorized" indicates that the root FortiGate is not
authorized to connect to the FortiClient EMS server. Authorizing the root FortiGate on the FortiClient EMS server will fix this error.
The other options are incorrect. Option B is incorrect because exporting and importing the FortiClient EMS server certificate to the
root FortiGate will not fix the CRL error. Option C is incorrect because installing a new known CA on the Win2K 16-EMS server
will not fix the authorization error.

References:

Troubleshooting FortiClient EMS connectivity | FortiClient / FortiOS 7.0.0 - Fortinet Document Library Authorizing FortiGates with
FortiClient EMS | FortiClient / FortiOS 6.4.8 - Fortinet Document Library
httpsz/docs.fortinet.con/document/fortigate/7.0.0/administration-guide/ 1 85333 /forticlient-ems%E2%80%9D
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