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Palo Alto Networks XDR Analyst Sample Questions (Q45-Q50):
NEW QUESTION # 45 
Where would you view the WildFire report in an incident?

A. under Response --> Action Center
B. under the gear icon --> Agent Audit Logs
C. on the HUB page at apps.paloaltonetworks.com
D. next to relevant Key Artifacts in the incidents details page

Answer: D

Explanation:
To view the WildFire report in an incident, you need to go to the incident details page and look for the relevant key artifacts that are
related to the WildFire analysis. A key artifact is a piece of evidence that is associated with an alert or an incident, such as a file
hash, a registry key, an IP address, a domain name, or a full path. If a key artifact is related to a WildFire analysis, you will see a
WildFire icon next to it, indicating that there is a WildFire report available for that artifact. You can click on the WildFire icon to
view the report, which will show you the detailed information about the artifact, such as the verdict, the behavior, the severity, the
signatures, and the screenshots12.
Let's briefly discuss the other options to provide a comprehensive explanation:
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B . under Response --> Action Center: This is not the correct answer. The Action Center is a feature that allows you to create and
manage actions that you can perform on your endpoints, such as isolating, scanning, collecting files, or executing scripts. The Action
Center does not show you the WildFire reports for the incidents, but it can help you to remediate the incidents by applying the
appropriate actions3.
C . under the gear icon --> Agent Audit Logs: This is not the correct answer. The Agent Audit Logs are logs that show you the
activities and events that occurred on the Cortex XDR agents, such as installation, upgrade, connection, policy update, or
prevention. The Agent Audit Logs do not show you the WildFire reports for the incidents, but they can help you to troubleshoot the
agent issues or verify the agent status4.
D . on the HUB page at apps.paloaltonetworks.com: This is not the correct answer. The HUB page is a web portal that allows you
to access and manage your Palo Alto Networks applications, such as Cortex XDR, Cortex XSOAR, Prisma Cloud, or AutoFocus.
The HUB page does not show you the WildFire reports for the incidents, but it can help you to navigate to the different applications
or view the notifications and alerts5.
In conclusion, to view the WildFire report in an incident, you need to go to the incident details page and look for the relevant key
artifacts that are related to the WildFire analysis. By viewing the WildFire report, you can gain more insights and context about the
incident and the artifact.
Reference:
View Incident Details
View WildFire Reports
Action Center
Agent Audit Logs
HUB

NEW QUESTION # 46 
Which of the following is NOT a precanned script provided by Palo Alto Networks?

A. list_directories
B. process_kill_name
C. delete_file
D. quarantine_file

Answer: A

Explanation:
Palo Alto Networks provides a set of precanned scripts that you can use to perform various actions on your endpoints, such as
deleting files, killing processes, or quarantining malware. The precanned scripts are written in Python and are available in the Agent
Script Library in the Cortex XDR console. You can use the precanned scripts as they are, or you can customize them to suit your
needs. The precanned scripts are:
delete_file: Deletes a specific file from a local or removable drive.
quarantine_file: Moves a specific file from its location on a local or removable drive to a protected folder and prevents it from being
executed.
process_kill_name: Kills a process by its name on the endpoint.
process_kill_pid: Kills a process by its process ID (PID) on the endpoint.
process_kill_tree: Kills a process and all its child processes by its name on the endpoint.
process_kill_tree_pid: Kills a process and all its child processes by its PID on the endpoint.
process_list: Lists all the processes running on the endpoint, along with their names, PIDs, and command lines.
process_list_tree: Lists all the processes running on the endpoint, along with their names, PIDs, command lines, and parent
processes.
process_start: Starts a process on the endpoint by its name or path.
registry_delete_key: Deletes a registry key and all its subkeys and values from the Windows registry.
registry_delete_value: Deletes a registry value from the Windows registry.
registry_list_key: Lists all the subkeys and values under a registry key in the Windows registry.
registry_list_value: Lists the value and data of a registry value in the Windows registry.
registry_set_value: Sets the value and data of a registry value in the Windows registry.
The script list_directories is not a precanned script provided by Palo Alto Networks. It is a custom script that you can write yourself
using Python commands.
Reference:
Run Scripts on an Endpoint
Agent Script Library
Precanned Scripts



NEW QUESTION # 47 
Which module provides the best visibility to view vulnerabilities?

A. Live Terminal module
B. Forensics module
C. Host Insights module
D. Device Control Violations module

Answer: C

Explanation:
The Host Insights module provides the best visibility to view vulnerabilities on your endpoints. The Host Insights module is an add-on
feature for Cortex XDR that combines vulnerability management, application and system visibility, and a Search and Destroy feature
to help you identify and contain threats. The vulnerability management feature allows you to scan your Windows endpoints for
known vulnerabilities and missing patches, and view the results in the Cortex XDR console. You can also filter and sort the
vulnerabilities by severity, CVSS score, CVE ID, or patch availability. The Host Insights module helps you reduce your exposure to
threats and improve your security posture. Reference:
Host Insights
Vulnerability Management

NEW QUESTION # 48 
Where would you go to add an exception to exclude a specific file hash from examination by the Malware profile for a Windows
endpoint?

A. Find the Malware profile attached to the endpoint, Under Portable Executable and DLL Examination add the hash to the
allow list.
B. In the Action Center, choose Allow list, select new action, select add to allow list, add your hash to the list, and apply it.
C. From the rules menu select new exception, fill out the criteria, choose the scope to apply it to, hit save.
D. Find the exceptions profile attached to the endpoint, under process exceptions select local analysis, paste the hash and
save.

Answer: B

Explanation:
To add an exception to exclude a specific file hash from examination by the Malware profile for a Windows endpoint, you need to
use the Action Center in Cortex XDR. The Action Center allows you to create and manage actions that apply to endpoints, such as
adding files or processes to the allow list or block list, isolating or unisolating endpoints, or initiating live terminal sessions. To add a
file hash to the allow list, you need to choose Allow list, select new action, select add to allow list, add your hash to the list, and
apply it. This will prevent the Malware profile from scanning or blocking the file on the endpoints that match the scope of the action.
Reference: Cortex XDR 3: Responding to Attacks1, Action Center2

NEW QUESTION # 49 
You can star security events in which two ways? (Choose two.)

A. Manually star an Incident.
B. Create an Incident-starring configuration.
C. Manually star an alert.
D. Create an alert-starring configuration.

Answer: A,C

Explanation:
You can star security events in Cortex XDR in two ways: manually star an alert or an incident, or create an alert-starring or incident-
starring configuration. Starring security events helps you prioritize and track the events that are most important to you. You can also
filter and sort the events by their star status in the Cortex XDR console.
To manually star an alert or an incident, you can use the star icon in the Alerts table or the Incidents table. You can also star an alert
from the Causality View or the Query Center Results table. You can star an incident from the Incident View or the Query Center
Results table. You can also unstar an event by clicking the star icon again.



To create an alert-starring or incident-starring configuration, you can use the Alert Starring Configuration or the Incident Starring
Configuration pages in the Cortex XDR console. You can define the criteria for starring alerts or incidents based on their severity,
category, source, or other attributes. You can also enable or disable the configurations as needed.
Reference:
Star Security Events
Create an Alert Starring Configuration
Create an Incident Starring Configuration
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