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Proactive privacy management is accompdished through three tasks - 1) Define your
organization’s privacy vision and privacy mission statements 2) Develop privacy strategy 3)
Structure your privacy team

This is needed to structure responsibilities with business geals - Strategic Management

tdentifies allgnment to arganizational vision and defines the privacy leaders for an organization,
along with the resources necessary Lo execute the visien. - Strategic Management rodel

Member of the privacy team who may be responsible for privacy program framewark
development, management and reporting within an arganizatien - Privacy professional

Strategec management of privacy stars by - creating or updating the company’s vislon and
mission statement based on privacy best practice

Privacy best practices - 1] Devedop vislon and mission statement objectives 2) define privacy
program scope Ijadentify legal and regulatory compliance challenges 4) identify arganization
persenal information legal réguirements

This key factar that lays the groundwork for the rest of the peivacy program elements and is
typlcally comprised of a short sentence or two that describe the purpose and ideas in less than
30 seconds. - Vislon or mission statement

This explaing what you do &5 &n srganization, not who you are; what the organization stands for
and wihy what you 42 an an organization to protedt personal information is done - Mission
Sratement

‘What ase the steps (n the five step metric oyce - [dentify, Define, Sefect, Callect, Analyze

Thie fiest step in the selecting the correct matrics. starts by what? - Identifying the intended
metric audience

The primary audience for metsics may include - Legal and privacy officers, senlor leadership;
CI0, C50, P, Infarmation Systems Grwner (150, Information Security Officer (150), Others
considered users and managers

The secandary audience includes thode wha may not have privacy a8 a primany Lask inchude -
CFQ, Training prganizationg, MR, IG, HIPPA security officials
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HR #121

SCENARIO

Please use the following to answer the next QUESTION:

Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients.

Although IgNight's customer base consists primarily of offices in the US, some individuals have been so impressed by the unique
aesthetic and energy-saving design of the light fixtures that they have requested IgNight's installations in their homes across the globe.
One Sunday moming, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to notice some
unusual user activity on company files. From a cursory review, all the data still appears to be where it is meant to be but he can't
shake off the feeling that something is not right. He knows that it is a possibility that this could be a colleague performing unscheduled
maintenance, but he recalls an email from his company's security team reminding employees to be on alert for attacks froma known
group of malicious actors specifically targeting the industry.

Ben is a diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-working
colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but wants to be prepared so
he can demonstrate his knowledge in this area and plead his case for a promotion.

Ifthis were a data breach, how is it likely to be categorized?

A. Confidentiality Breach.
B. Availability Breach.

C. Integrity Breach.

D. Authenticity Breach.

Ef: A

B #122

Read the following steps:

* Perform frequent data back-ups.

* Perform test restorations to verify integrity of backed-up data.
* Maintain backed-up data offline or on separate servers.
These steps can help an organization recover from what?

A. Ransomware attacks
B. Stolen encryption keys
C. Authorization errors
D. Phishing attacks

EfE: A

R

The steps of performing frequent data back-ups, performing test restorations to verify integrity of backed-up data, and maintaining
backed-up data offline or on separate servers can help an organization recover from ransonware attacks. Ransonware is a type of
malicious software that encrypts the victimls data and demands a ransom for the decryption key. Ransonmware attacks can cause
significant disruption, damage, and financial losses to an organization, as well as compromise the confidentiality, integrity, and
availability of personal information. Having a reliable and secure backup system can help an organization restore its data and resume
its operations without paying the ransom or losing valuable information.

References:

CIPM Body of Knowledge (2021), Domain IV: Privacy Program Operational Life Cycle, Section B:

Protecting Personal Information, Subsection 1: Information Security Practices CIPM Study Guide (2021), Chapter 8: Protecting
Personal Information, Section 8.1: Information Security Practices CIPM Textbook (2019), Chapter 8: Protecting Personal
Information, Section 8.1: Information Security Practices CIPM Practice Exam (2021), Question 129

B #123
Data retention and destruction policies should meet all of the following requirements EXCEPT?



A. Documentation related to audit controls (third-party or internal) should be saved in a non-permanent format by default.

B. Personal information should be retained only for as long as necessary to perform its stated purpose.

C. Data destruction triggers and methods should be documented.

D. The organization should be documenting and reviewing policies of'its other functions to ensure alignment (e.g. HR, business
development, finance, etc.).

EfE: A

A -

Documentation related to audit controls (third-party or internal) should be saved in a permanent format by default, not a non-
permanent one. This is to ensure that the organization can demonstrate its compliance with the applicable laws and regulations, as
well as its own policies and procedures, in case of an audit or a legal challenge. The other options are valid requirements for data
retention and destruction policies, as they help to minimize the risks and costs associated with storing personal information beyond its
intended purpose. References: CIPM Body of Knowledge, Domain III: Privacy Program Management Activities, Task

3: Manage data retention and disposal.

H #124

SCENARIO

Please use the following to answer the next QUESTION:

As they company's new chief executive officer, Thomas Goddard wants to be known as a leader in data protection. Goddard
recently served as the chief financial officer of Hoopy.com, a pioneer in online video viewing with millions of users around the world.
Unfortunately, Hoopy is infamous within privacy protection circles for its ethically Questionable practices, including unauthorized
sales of personal data to marketers.

Hoopy also was the target of credit card data theft that made headlines around the world, as at least two million credit card numbers
were thought to have been pilfered despite the company's claims that

"appropriate" data protection safeguards were in place. The scandal affected the company's business as competitors were quick to
market an increased level of protection while offering similar entertainment and media content. Within three weeks after the scandal
broke, Hoopy founder and CEO Maxwell Martin, Goddard's mentor, was forced to step down.

Goddard, however, seens to have landed on his feet, securing the CEO position at your company, Medialite, which is just emerging
from its start-up phase. He sold the company's board and investors on his vision of Medialite building its brand partly on the basis of
industry-leading data protection standards and procedures.

He may have been a key part of a lapsed or even rogue organization in matters of privacy but now he clains to be reformed and a
true believer in privacy protection. In his first week on the job, he calls you into his office and explains that your primary work
responsibility is to bring his vision for privacy to life. But you also detect some reservations. "We want Medialite to have absolutely
the highest standards," he says. "In fact, I want us to be able to say that we are the clear industry leader in privacy and data
protection. However, I also need to be a responsible steward of the company's finances. So, while I want the best solutions across
the board, they also need to be cost effective.”" You are told to report back in a week's time with your recommendations. Charged
with this ambiguous mission, you depart the executive suite, already considering your next steps.

What metric can Goddard use to assess whether costs associated with implementing new privacy protections are justified?

A. Cost-effective mean

B. Implementation measure
C. Compliance ratio

D. Return on investment

IEf#: D

AR

Explanation

This answer is the best metric that Goddard can use to assess whether the costs associated with implementing new privacy
protections are justified, as it can measure the financial benefits or value that the privacy protections generate for the conpany in
relation to the costs or expenses that they incur. Return on investment (ROI) is a ratio that compares the net income or profit froman
mvestment to the initial or total cost of the investment. ROI can help to evaluate the efficiency and effectiveness of an investment, as
well as to conpare different investments or alternatives. ROI can also help to support decision making and budget allocation for
privacy protection initiatives.

HA #125
‘Which of the following controls does the PCI DSS framework NOT require?



A. Tmplement strong access control measures.

B. Maintain an information security policy.

C. Maintain a vulnerability management program
D. Tmplement strong asset control protocols.

Ef#: D

R -

Explanation

The PCI DSS framework does not require implementing strong asset control protocols. Asset control protocols are policies and
procedures that govern how an organization manages its physical and digital assets, such as nventory, equipment, software, data,
etc. Asset control protocols may include aspects such as identification, classification, valuation, tracking, mantenance, disposal, etc.
Asset control protocols are important for ensuring the security and integrity of an organization's assets, but they are not part of the
PCIDSS framework.
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