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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q59-Q64):
NEW QUESTION # 59 
The DevSecOps team for an organization manages a continuous integration and continuous deployment (CI
/CD) pipeline for a three-tier web application. Management has asked the team to perform a series of comprehensive post-
deployment tests to make sure that all of the components of the application can interact and function properly.
What should the team recommend?

A. Package scanning
B. Dynamic code analysis
C. Static code analysis
D. Integration testing

Answer: D

Explanation:
The correct answer is C - Integration testing.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), integration testing verifies that different modules or
components of an application work together as intended. This type of testing is essential after deployment to ensure the overall
system functions correctly across all tiers (e.g., web, application, and database layers).
Static code analysis (A) examines source code without execution. Dynamic code analysis (B) tests running code for vulnerabilities
but not necessarily component interaction. Package scanning (D) reviews third-party libraries for vulnerabilities but does not test
integration.
Reference Extract from Study Guide:
"Integration testing verifies that multiple components of an application function correctly when combined, ensuring end-to-end system
reliability post-deployment."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Software Development and Testing

NEW QUESTION # 60 
A security team is investigating multiple man-in-the-middle attacks that have taken place on the corporate network over the past few
months. The team needs a solution that will ensure that data is not exposed if a man- in-the-middle attack occurs in the future.
What is the best solution?

A. Disabling Wi-Fi connections
B. Ensuring all users have complex passwords
C. Encrypting data
D. Enforcing password history

Answer: C

Explanation:
The correct answer is C - Encrypting data.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) states that encryption is the best defense against man-in-the-
middle attacks because even if traffic is intercepted, the data remains unreadable without the appropriate decryption keys.
Disabling Wi-Fi (A) is not practical and does not eliminate MITM threats entirely. Password policies (B and D) strengthen account
security but do not protect data transmission.
Reference Extract from Study Guide:
"Encryption ensures the confidentiality of data in transit, preventing unauthorized parties from accessing the content even during man-
in-the-middle attacks."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Transmission Security

NEW QUESTION # 61 
An organization wants to implement a new encryption solution for a real-time video conferencing application.
The organization wants to ensure that the encryption solution provides protection for the video stream without causing significant
delays or latency in the conference.
Which type of encryption will meet the needs of the organization?



A. Hash functions
B. Block ciphers
C. Asymmetric encryption
D. Stream ciphers

Answer: D

Explanation:
The correct answer is C - Stream ciphers.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) content explains that stream ciphers encrypt data bit-by-bit or
byte-by-byte, making them highly efficient and suitable for real-time applications like video conferencing where low latency is critical.
Block ciphers (A) encrypt large chunks of data, causing latency. Asymmetric encryption (B) is too slow for real-time data streams.
Hash functions (D) are used for data integrity, not for ongoing data encryption.
Reference Extract from Study Guide:
"Stream ciphers encrypt data continuously and are ideal for real-time applications such as video or audio streaming where low
latency is essential."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Technologies

NEW QUESTION # 62 
Which risk management strategy will ensure the secure configuration and deployment of a new online banking system and help
prevent credit card fraud?

A. Implementation of a strict firewall policy to restrict access to the system's server
B. Configuration of the system to disable all email services on all workstations
C. Implementation of real-time transaction monitoring
D. Use of regular system backups to an off-site location

Answer: C

Explanation:
Real-time transaction monitoringhelps detect and respond to fraudulent activities (e.g., unauthorized access, anomalous transactions)
as they happen. It's critical in high-risk environments likeonline banking systems.
FFIEC IT Examination Handbook (Retail Payment Systems):
"Real-time fraud detection systems monitor for suspicious or anomalous transactions that may indicate identity theft, account
takeover, or credit card fraud." This is anactive, risk-aware controlthat's far more effective than backups or email restrictions for this
use case.
#WGU Course Alignment:
Domain:Security Operations and Monitoring
Topic:Implement real-time monitoring systems for financial fraud detection

NEW QUESTION # 63 
Which type of systems testing includes having end users test the system with simulated data and the help of the developer?

A. User Acceptance
B. Alpha
C. Analysis
D. Beta

Answer: B

Explanation:
Alpha testing is a type of system testing that involves having end users test the system with simulated data and the help of the
developer. This phase is crucial because:
* Early feedback: Users provide early feedback on the usability and functionality of the system.
* Bug identification: Developers can identify and fix bugs before the system is released for beta testing or production.
* Simulated environment: The testing is done in a controlled, simulated environment, often within the development organization.
Alpha testing is followed by beta testing, where the system is tested in a real-world environment by end users without the developers'
direct involvement.
References
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