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Cortex XSOAR: SOAR Engineer

What does “installed” status mean for content that i related 10 an item that is listed in the
Marketplace?

a) One or mone associated integrathans ane in active use.
bl Qe o mare associated content clements ane in ative use,
) The content has been downloaded for use-on the local system,

dl The content |5 configered for use, it might be enabled or disabled, correct answarc) The cortent has
been dawmlosded for use on the local system.

What raust you do ta modify the code for an integration that you have downloaded from the
Marketplace?

aj elick to duplicate the integration
bl click the exdit lcon and enter the admin password
c} click 1o download the integration and give it 3 new name

dl click the view lcon, click Save Viersion, and give the code a new name cormect answeral click to
duplicite the integration

Wt hapgens it you Configune an inbegration with insdwrabe credentials and click Done?
) The instlal opirational status is set to "Disabled,”

Ll A gt dliahog i s you Tar i credentals.

o} A fallure message appears a1 the bottom of the form,

d] The system croates 3 now instance of the integration, correct answerd| The system creates 3 new
irastarsce of the integration,

What happens if you click Disable for an integration?
a) The integration code is remaved Tram the system.
Ll The: Marketplace no longer repedts relied content dependencies

c} The instance of the integration and your eon iguratian infermation are retained.
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B #50
Which of the following are valid methods to contribute custom content? (Choose three.)

e A. Using the content submission tool on live.paloaltonetworks.com
B. Using the marketplace interface to upload the content

C. Private GitHub repository submission for premium content

D. Submit content directly through feature requests

E. A Github pull request on the public XSOAR Content Repository

IEf#: A. B. E

HH #51
What is the primary effect on a new file hash when it is added to the indicator exclusion list?.

e A Itis excluded from ntelligence feeds that have a reliability score lower than "B - Usually reliable.".

e B. It is not extracted, enriched, or given a new verdict.

e C. Itis extracted and stored, but an "exclusion” tag is added, requiring manual review before it can affect any incidents.
e D. Itis processed normally by enrichment automations, but the verdict is set to "benign.".

IEf#: B

A -

The Indicator Exclusion List feature in XSOAR is designed to prevent certain IOCs (file hashes, IPs, domains, etc.) from being
processed by the platform The Admin Guide explains that once an indicator is added to the exclusion list, XSOARdoes not extract,
enrich, score, or apply verdictsto that indicator during ingestion or field-change extraction. This ensures that benign internal hashes,


https://www.goshiken.com/Palo-Alto-Networks/XSOAR-Engineer-mondaishu.html
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test indicators, or noisy artifacts do not trigger incidents, enrichments, or correlation rules.

Option B does not reflect platform behavior-XSOAR does not create exclusion tags requiring manual review; instead, itcompletely
bypasses extraction and enrichment. Option C is incorrect because excluded indicators do not undergo enrichiment or verdict
assignment at all. Option D incorrectly suggests that exclusion depends on feed reliability; the exclusion list applies globally and
unconditionally.

Therefore, the correct interpretation per the documentation is thatexcluded indicators are never extracted or processed, aligning
precisely with optionA.

HM #52
Who is permitted to create and submit content to the Marketplace?

A. Any user who has signed up through the dev portal

B. All users with the correct XSOAR Role and Permissions
C. Only users with a valid Github account

D. Any user who has a live.paloaltonetworks.com account

Ef#: B

HM #53
In which two options can an automation script be executed? (Choose two.)

A. War room
B. Integration
C. Playbook
D. Engne

Ef: A C

R :
Reference: httpsz/docs.paloaltonetworks.conycortex/cortex-xsoar/6-0/cortex-xsoar-admin/playbooks/ automations.html

B #54

A playbook loop that interacts with Active Directory for user details (yielding extensive data) is altered to extract newly acquired
indicators of compromise (IOCs). This change results in two critical issues:
* Rate limits being hit on integrated reputation services

* Incidents associated with hundreds of indicators

Given the settings below, what would prevent the issues in this use case?
Incident Type: AD-Analysis -

Extract Indicators on Incident Creation: Use System Default (None)
Extract Indicators on Field Change: Inline

Task 1: ad-get-user -

Mark results as note: False -

Indicator Extract Mode: Inline -

Quiet Mode: False -

Task 2: ad-disable-account -

Mark results as note: True -

Indicator Extract Mode: None -

Quiet Mode: True -

Task 3: servicenow-update-ticket -

Mark results as note: False -

Indicator Extract Mode: Use System Default

Quiet Mode: False

A. Set AD-Analysis incident creation extraction to "Extract specific indicators."
B. Set ad-get-user indicator extraction mode to None.

C. Disable the feature that allows marking task outputs as notes.

D. Set servicenow-update-ticket indicator extraction mode to Inline.



EM: B
s

The core issue described isexcessive indicator extraction, causing rate- limit exhaustion on reputation services and overpopulation of
indicators within the incident. According to XSOAR's Indicator Extraction documentation, task-level extraction settings override
incident-level defaults. Here, Task 1 (ad-get-user) is configured withIndicator Extract Mode: Inline, meaning every attribute returned
by Active Directory- often extremely large datasets-triggers autormatic IOC extraction. This leads to unnecessary extraction of
usernames, metadata, and system fields that are not threat indicators, resulting in inflated indicator counts and reputation lookups.
Setting Task 1's extraction mode toNoneprevents extraction of indicators from this verbose command, preventing both rate limiting
and IOC bloating.

Changing incident-type defaults (A) does not override explicit task-level extraction. Setting extraction to inline on ServiceNow (C)
worsens the problem Disabling "mark results as notes" (D) has no effect on extraction; notes only influence whether context is
stored.

Therefore, per XSOAR's documented extraction hierarchy, the correct mitigation is to setad-get-user # Indicator Extract Mode =
None, makingBthe correct answer.

B #55
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