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NEW QUESTION # 51
For false positives, the Detection details can be set to new"Actions"using;

e A. recommendations
¢ B. exceptions
e C. remediations
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e D. exits
Answer: B

Explanation:

‘When an identity-based detection is determined to be afalse positive, Falcon Identity Protection allows administrators to take
corrective action usingexceptions. According to the CCIS curriculum, exceptions are the mechanism by which detections can be
suppressed for specific entities or conditions without disabling the detection entirely.

Exceptions are configured from theDetection detailsview and are intended to handle known, acceptable behavior that would
otherwise continue to trigger detections. This allows security teans to reduce noise while maintaining visibility into true threats.
Exceptions are especially valuable in environments with complex authentication patterns or legacy configurations.

The other options are incorrect:

* Exitsare not a detection control mechanism

* Remediationsrefer to corrective actions, not suppression logic.

* Recommendationsprovide guidance but do not change detection behavior.

By usingexceptions, Falcon ensures that false positives are handled in a controlled and auditable way, aligning with best practices
outlined in the CCIS material. Therefore,Option Cis the correct answer.

NEW QUESTION # 52
Which of the following Falcon rolesCANNOTenable and disable policy rules?

A. Identity Protection Administrator

B. Identity Protection Domain Administrator
C. Identity Protection Policy Manager

D. Falcon Admmistrator

Answer: B

Explanation:

Falcon Identity Protection enforcesrole-based access control (RBAC)to ensure that only authorized users can create, modify, or
manage policy rules. Policy rules directly impact identity enforcement actions, making proper role separation critical.

According to the CCIS documentation, the ability toenable and disable policy rulesis granted to theldentity Protection Policy
Managerand theFalcon Administratorroles. These roles are explicitly designed to manage enforcement logic, triggers, and automated
identity controls.

Theldentity Protection Domain Administratorrole, however, is limited todomain-level visibility and management, such as reviewing
domain configurations, monitoring risks, and assessing posture. This role doesnothave permissions to modify or control policy
enforcement behavior.

This separation prevents accidental or unauthorized changes to identity enforcement rules. Therefore,Option Ais the correct and
verified answer.

NEW QUESTION # 53
When creating an API key, which scope should be selected to retrieve Identity Protection detection and incident information?

A. Identity Protection Incidents

B. Identity Protection Assessment
C. Identity Protection Data

D. Identity Protection Detections

Answer: D

Explanation:

To retrieve identity-based detections and incident-related data using the CrowdStrike APIs, the API key must include the
correctpermission scope. According to the CCIS curriculum, theldentity Protection Detections scope is required to access identity-
based detection and incident information through GraphQL.

This scope allows API queries to retrieve:

* Jdentity-based detections

* Associated incident metadata

* Detection attributes such as severity, status, and related entities

Incident data in Falcon Identity Protection isderived from detections, making the Detections scope the authoritative permission set



for this information. Without this scope, GraphQL queries related to identity detections and incidents will fail authorization.
The other scopes are either too narrow or unrelated to detection retrieval. Therefore,Option Ais the correct and verified answer.

NEW QUESTION # 54
What is the purpose behind creating Policy Rules?

A. Policy Rules determine what actions an admin in the console can take before making adjustments

B. Policy Rules determine what actions to take in response to certain triggers/conditions observed within the environment
C. Policy Rules determine how the console tracks and learns behavior for users in the environment

D. Policy Rules determine the scope in which the sensor collects information on the environment

Answer: B

Explanation:

Policy Rules in Falcon Identity Protection are designed to automate enforcement and response actions based on identity-related
conditions observed in the environment. According to the CCIS curriculum, Policy Rules evaluate identity signals such as
authentication behavior, risk levels, privilege status, and detection outcomes, then execute predefined actions when specific criteria
are met.

These actions may include blocking authentication, enforcing MFA, generating alerts, or triggering Falcon Fusion workflows. This
design supports Falcon's Zero Trust and continuous validation model, where trust decisions are dynamically enforced rather than
statically assigned. Policy Rules therefore act as the operational bridge between identity analytics and enforcement.

The incorrect options confuse Policy Rules with other platform components. Administrative permissions are governed by RBAC,
sensor data collection scope is controlled through configuration settings, and behavioral learning is handled by Falcon's analytics
engmne-not Policy Rules.

The CCIS documentation explicitly defines Policy Rules as logic-based enforcement mechanisms, making Option A the correct and
verified answer.

NEW QUESTION # 55
What trigger will cause a Falcon Fusion Workflow to activate from Falcon Identity Protection?

A. New incident

B. Spotlight user action > Host
C. New endpoint detection

D. Alert > Identity detection

Answer: D

Explanation:

Falcon Fusion workflows integrate directly with Falcon Identity Protection throughidentity-based triggers, allowing automated
responses to identity threats. The correct trigger that activates a Falcon Fusion workflow from Identity Protection isAlert > Identity
detection.

Identity detections are generated when Falcon observes suspicious or malicious identity behavior, such as credential abuse,
abnormal authentication patterns, lateral movement attempts, or policy violations related to identity risk. These detections are distinct
from endpoint-only detections or incidents and are specifically designed to representidentity-based attack activity.

WhileNew incidentandNew endpoint detectionare valid Falcon Fusion triggers in other Falcon modules, they are not the primary
triggers for identity-focused automation. Similarly, Spotlight user action > Host relates to vulnerability management workflows rather
than identity analytics.

The CCIS curriculum emphasizes that Falcon Fusion enablesautormated identity response, such as notifying security teams, disabling
accounts, enforcing MFA, or triggering SOAR actions, based onidentity detections.

Therefore, workflows tied toAlert > Identity detectionallow organizations to respond quickly and consistently to identity threats,
makingOption Cthe correct answer.

NEW QUESTION # 56
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