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When implementing a Zero Trust (ZT) strategy, which approach is considered fundamental for ensuring enterprise security and
connectivity?

A. Implementing perimeter-based security as the primary defense mechanism
B. Only allowing trusted devices to connect to local/office networks
C. Allowing unrestricted access to resources within local networks but restricting cloud access
D. Enforcing strict access control and verification for all users and devices

Answer: D

Explanation:
The core tenet of Zero Trust is thatno entity-internal or external-should be trusted by default. Every request for access must be
authenticated, authorized, and encrypted based on granular access policies and continuous validation of identity, device health,
location, and behavior.
ZT eliminates reliance on traditional network perimeter models (which B and A describe), focusing instead on microsegmentation
and dynamic policy enforcement to prevent lateral movement within a network.
This approach is detailed inDomain 7: Infrastructure Securityof the CCSK guidance. It emphasizes identity- aware access control,
continuous monitoring, and contextual risk assessment as foundational elements of a secure Zero Trust framework.
Reference:CSA Security Guidance v4.0 - Domain 7: Infrastructure Security

NEW QUESTION # 291 
What is the primary role of Identity and Access Management (IAM)?

A. Ensure only authorized entities access resources
B. Ensure all users have the same level of access
C. To encrypt data at rest and in transit
D. To monitor and log all user activities and traffic

Answer: A

Explanation:
The primary role of Identity and Access Management (IAM) is to control and manage who has access to cloud resources and
ensure that only authorized users, systems, or entities are granted access. IAM involves the creation, management, and enforcement
of policies that define user identities and their corresponding permissions to access specific resources. This helps prevent
unauthorized access and ensures that security policies are properly enforced.
While encryption and activity monitoring are important security practices, they are not the primary focus of IAM. Similarly, IAM is
about assigning appropriate access levels based on roles and needs, not ensuring all users have the same level of access.

NEW QUESTION # 292 
Which Cloud Service Provider (CSP) security measure is primarily used to filter and monitor HTTP requests to protect against SQL
injection and XSS attacks?

A. Intrusion Detection System
B. Web Application Firewall
C. CSP firewall
D. Virtual Appliance

Answer: B

Explanation:
A Web Application Firewall (WAF) is primarily used to filter and monitor HTTP requests to protect web applications from various
types of attacks, including SQL injection and cross-site scripting (XSS). WAFs work by analyzing incoming traffic and blocking
malicious requests based on predefined rules or patterns, thus preventing attackers from exploiting vulnerabilities in web applications.
CSP firewall is more focused on general network security, not specifically on application layer attacks like SQL injection or XSS.
Virtual Appliance refers to a virtualized instance of a security appliance, but it is not specifically designed for protecting against SQL
injection and XSS attacks like a WAF. Intrusion Detection System (IDS) is used for detecting suspicious network activity and
potential intrusions, but it is not focused on filtering web application traffic like a WAF.



NEW QUESTION # 293 
Which of the following statements best reflects the responsibility of organizations regarding cloud security and data ownership?

A. Cloud providers are responsible for everything under the 'limited O responsibilities clauses.' The customer and the provider
have joint accountability.
B. Cloud providers assume full responsibility for the security obligations, and cloud customers are accountable for overall
compliance.
C. Organizations are accountable for the security and compliance of their data and systems, even though they may lack full
visibility into their cloud provider's infrastructure.
D. Data ownership rights are solely determined by the cloud provider, leaving organizations with no control or accountability
over their data.

Answer: C

Explanation:
TheShared Responsibility Modelin cloud computing establishes that:
* Cloud providersare responsible for securing the underlyinginfrastructure, networking, and hardware.
* Customers (organizations)are responsible for securingdata, identity and access management (IAM), encryption, and
complianceobligations.
* Data ownershipremainswith the customer, even though visibility into cloud infrastructure may be limited.
The major security challenge in cloud computing is thatorganizations lack full control over cloud infrastructurebut must still ensure that
security policies align withregulatory requirements (e.g., GDPR, HIPAA, PCI DSS).
This principle is outlined in:
* CCSK v5 - Security Guidance v4.0, Domain 2 (Governance and Enterprise Risk Management)
* Cloud Security Alliance's (CSA) Cloud Controls Matrix (CCM) - Data Security and Governance.

NEW QUESTION # 294 
Which of the following encryption methods would be utilized when object storage is used as the back-end for an application?

A. Database encryption
B. Client/application encryption
C. Object encryption
D. Media encryption
E. Asymmetric encryption

Answer: B
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