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H #223
Which of the following acts of information security governance affects the financial institutions?

A. Gramm-Leach-Bliley Act of 1999

B. Health Insurance Privacy and Accountability Act (HIPAA)
C. California Database Security Breach Information Act

D. Sarbanes-Oxley Act of 2002

EfE: A

R #224
Fred, the owner of an organization, wanted to implement a plan that consists of well-planned actions to be adopted before, during,

and after a catastrophic event. Which plan did Fred want to implement?

A. Risk Assessment

B. Business Recovery Plan
C. Data Backup Plan

D. IT Disaster Recovery Plan

Ef#: B

A -

A Business Recovery Plan outlines actions for all phases-before, during, and after-a catastrophic event to ensure organizational
recovery, matching Fred's intent.

* Option B (Risk Assessment):Identifies risks, not a phased action plan.

* Option C (IT Disaster Recovery Plan):IT-focused, narrower than business-wide.

* Option D (Data Backup Plan):Data-specific, not comprehensive.
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* "The Business Recovery Plan details proactive and reactive actions across pre-, during-, and post- catastrophe phases for holistic
recovery" (Module: Business Continuity Planning, Section: Recovery Plans).

HA #225
Fill in the blank with an appropriate phrase.
The is concerned with rebuilding production processing and determining the criticality of data.

Ef#:
fEE N -

recovery team

H M #226
Fill the measurement of SFX form factor style power supply in the blank space.
The SFX form factor style power supply is mm wide, mm deep, and mm in height.

Ef#:

fEE:
100,125,63.5

R #227

ABC Investment Bank is implementing a security and disaster recovery plan. As part of the plan, it sets up several remote data
centers across the globe. The objective was to not have all the records of any one important client at one location but to distribute
chunks of it throughout these centers. This was so if any one of the centers is compromised, the attacker will not have only chunks of
data and will not be able to use it maliciously against the bank's clients. One other advantage of this is that if a center is struck by a
disaster, all the data about a client's portfolio is not lost. For this plan to work, a percentage of deviation should not exist between
the actual and targeted business data. Which recovery metric best defines this percentage of deviation?

e A Recovery Service Resiliency (RSR)

¢ B. Recovery Object Granularity (ROG)

e C. Recovery Consistency Objective (RCO)
¢ D. Recovery Location Scope (RLS)

EfE: C

fi .-

Recovery Consistency Objective (RCO) measures the allowable deviation between actual and target data consistency, critical for
ABC's distributed data plan.

* Option B (ROG):Data recovery detail level, not consistency.

* Option C (RLS):Geographic recovery scope, not deviation.

* Option D (RSR):Service resilience, not data consistency.

* "RCO ensures minimal deviation in data consistency across distributed centers, vital for security and partial loss prevention”
(Module: Recovery Metrics, Section: RCO Definition).
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