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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCL

Topic 2

¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 3

¢ Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controks. It covers IAM domains, users, groups, and
compartments, as well as the use of JAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.
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How Actual4Labs 1z0-1104-25 Exam Practice Questions Can Help You in
Exam Preparation?

ActualdLabs is regarded as an acclaimed 120-1104-25 dumps study material provider for certification exams that includes a range
of helping materials, programs and pathways to ease your tensions of 120-1104-25 exam preparation. The prime objective in
developing 120-1104-25 exam dumps is to provide you the unique opportunity of getting the best information in the possibly lesser
content. It not only saves your time but also frees you from the hassle of going through tomes of books and other study material.
Shorn of unnecessary burden, you better focus what is extremely important to pass exam; hence you increase your chances of
success with 120-1104-25 Exam Questions than other that of candidates.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions

(Q38-Q43):

NEW QUESTION # 38

Challenge 2

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirenent, the custormer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:
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To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task 5: Provision a Compute Instance

Provision a compute instance in the IAD-SP-PBT-PUBSNET-01 public subnet, where:
Name [AD-SP-PBT-1-VM-01
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image: Oracle Linux 8
Shape VM: Standard, Al, Flex
Enter the OCID of the created compute instance in the text box below.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

To provision a compute instance named IAD-SP-PBT-1-VM-01 in the IAD-SP-PBT-PUBSNET-01 public subnet with the
specified configuration (Oracle Linux 8 image, VM Standard Al Flex shape), follow these steps based on the Oracle Cloud
Infrastructure (OCI) Compute documentation.

Step-by-Step Solution for Task 5: Provision a Compute Instance

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (https/console.us-ashburn- 1.oraclecloud.
com).

* Ensure you have access to the assigned compartment.

* Navigate to Compute Instances:

* Fromthe OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderCompute, selectInstances.

* Create a New Compute Instance:

* Click theCreate Instancebutton.

* Configure the Instance Details:

* Name:Enter [AD-SP-PBT-1-VM-01.

* Compartiment:Select the assigned compartment.

* Placement:Choose the availability domain (e.g., AD-1) based on your region's availability.

* Select the Image:

* Underlmage and Shape, clickChange Image.

* SelectOracle Linux 8from the platform images list.

* ClickSelect Image.

* Choose the Shape:

* ClickChange Shape.

* SelectVM Standardcategory.

* ChooseAl Flexfrom the shape options.

* Configure the OCPUs (e.g,, 1 OCPU) and memory (e.g., 6 GB) as needed for Al Flex, then click Select Shape.
* Configure Networking:

* UnderNetworking, ensure theVirtual Cloud Networkis set to IAD-SP-PBT-VCN-01.

* Set theSubnetto IAD-SP-PBT-PUBSNET-01 (public subnet with CIDR 10.0.1.0/24).

* EnableAssign a public [Pv4 addressto allow external connectivity.

* Leave the default security list or assign a custom one if configured previously.

* Set Up SSH Access:

* UnderAdd SSH Keys, either:

* Upload your public SSH key file, or

* Paste your public SSH key manually.

* This ensures you can access the instance via SSH.

* Launch the Instance:

* ClickCreateto provision the compute instance.

* Wait for the instance to reach theRunningstate (this may take a few minutes).

* Note the Instance OCID:

* Once the instance is running, go to the instance details page for IAD-SP-PBT-1-VM-01.

* Copy theOCIDdisplayed (e.g, ocid1.instance.ocl..<unique_string>).

OCID of'the Created Compute Instance

* Enter the OCID of the created compute instance (IAD-SP-PBT-1-VM-01) into the text box. The exact OCID will be available
after Step 9 (e.g., ocidl.instance.ocl..<unique_string>).

Notes

* Ensure the security zone IAD _SAP-PBT-CSZ-01 and its associated recipe IAD-SP-PBT-CSP-01 allow compute instance
creation in the public subnet (10.0.1.0/24).

* Verify network connectivity by testing SSH access using the public IP assigned to the instance.

NEW QUESTION # 39



A company has implemented OCI IAM policies with multiple levels of compartiments. A policy attached to a parent compartment
grants "manage virtual-network-family" permissions. A policy attached to a child compartment grants "use virtual-network- family"
permissions.

Allow Group NetworkAdmins to manage virtual-network-family in Compartment A

A
.« Compartment

8
! Compartment

Allow Group NetworkAdmins 1o use virtual-network-family in Compartment 8

According to OCI IAM policy inheritance, how does the OCI IAM policy engine resolve the permissions for a user attempting to
perform an operation that requires 'manage' permissions in the child compartment?

e A The operation is denied due to conflicting policies.
¢ B. The policy in the parent compartment takes precedence, and the user is granted "manage" permissions.
e C. The policy in the child compartment takes precedence, and the user is granted "use" permissions only.

Answer: B

NEW QUESTION # 40

Task 3: Create a Master Encryption Key

Note: OCI Vaullt to store the key required by this task is created in the root compartment as PBI_ Vault SP Create an RSA Master
Encryption Key (MEK), where:

Key name: PBT-CERT-MEK-01-<username>

For example, if your username is 99008677-lab.user01, then the MEK name should be PBT-CERT-MEK-

0199008677 1abuser01

Ensure you eliminate special characters from the user name.

Key shape: 4096 bits

Enter the OCID of the Master Encryption Key created in the provided text box:

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Task 3: Create a Master Encryption Key

Step 1: Access the OCI Vault

* Login to the OCI Console.

* Navigate toldentity & Security>Vault.

* Select the root compartiment.

* Locate and click on the vault named PBI_Vault SP.

Step 2: Create the Master Encryption Key

* Inthe PBI_Vault SP vault details page, underResources, clickKeys.
* ClickCreate Key.

* Enter the following details:

* Name: Replace <username> with your username (e.g,, if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-MEK-
019900867 7labuser01).



* Key Shape: SelectRSAwith4096 bits.

* Protection Mode: SelectHSM(Hardware Security Module) if available, orSoftwareif HSM is not required (based on vault
capabilities).

* Compartment: Ensure it's set to the root compartment (where PBI_Vault SP resides).

* Leave other settings (e.g, key usage) as default unless specified.

* ClickCreate Keyand wait for the key to be generated.

Step 3: Retrieve and Enter the OCID

* After the key is created, go to theKeyssection under PBI_Vault SP.

* Click on the key named PBT-CERT-MEK-01<username> (e.g., PBT-CERT-MEK-

019900867 7labuser01).

* Copy theOCID(a long string starting with ocid1.key., unique to your tenancy) firom the key details page.
* Enter the copied OCID exactly as it appears into the provided text box.

NEW QUESTION # 41

"A business has a hybrid cloud infrastructure with Oracle Linux instances running in OCI and on-premises.
They want to reduce the amount of bandwidth used when patching systems.

‘Which component of OS Management Hub can help to reduce the bandwidth usage for patching?

A. Management agents
B. Dynamic groups

C. Management stations
D. Profiles"

Answer: D

NEW QUESTION # 42

In Oracle Cloud Infrastructure (OCI), bare metal instances provide customers with direct access to the underlying hardware. To
mitigate security risks when a customer terminates a bare metal instance, OCI utilizes Root-of- Trust hardware.

What is the primary finction of the Root-of-Trust hardware in this context?

A. Tt eliminates the need for hypervisors, reducing the potential attack surface.

B. It ensures all non-volatile memory on the terminated instance is securely wiped before reuse.
C. It guarantees complete isolation between customer workloads on different instances.

D. It automatically encrypts data at rest on the bare metal instance.

Answer: B

NEW QUESTION # 43
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