GXPNRAB AL & GXPNRAER I REEE

This badge was issued to Maram Alfawaz
on August 31, 2024
Expires on August 31, 2028

@ Verify &% Celebrate

P.S.GoShiken#3 Google Drive T 3£ L T v» 2 8l 02026 GIAC GXPNX > 7°:  https//drive. google.com/open?id=1-
AkQtk68dMgQ 1TOBOXET 1 XNVupOljw

GoShikentd 2T i) 2 E BRI TR A BRI EE # 2L T, 99 % DEHREEENZ LW I LD TT. BHODGXPN
FEENOMHEZEL T, dalERABRCHE T 2HEMNBsERTCE3E»Y Tl HEBETORNIZED 3
CENTEET. BMHOGIACOGXPNRIEE A FHL THOMRY £ THMEL T, KL TVTT. A—%
Lo, B £BEREEZABNIZL 7.

GoShikenid B % 8 THRIE L A E— F TGIACOGXPNRERBOBH 2 EH T 29 bTIT&WET. v L

DT BEBEELOY A b HGIACOGXPNREIREBECE T 28R NH 20 % HDOF 2. kL 72 5 GoShiken#s
BELLOBOBITALHNTCHENBRE LI EB/DMY £ L 12,

>> GXPNR B R <<

GIAC GXPNiA B B4 & GXPNE E B EE K

ZDIEE. SDOITeHE 2L DITEMNAMERFBECEEL T DR LE IOy F—2 ANCBDZWTT
72? GIACOGXPNRE I BIMNT 20 4L CHEBDL RV EBDSEILTTLL. oL )R BB


https://drive.google.com/open?id=1-4kQtk6fr8dMqQ1IOB0xf71XNVup0Ijw
https://www.xhs1991.com/GXPN.html
https://www.goshiken.com/GIAC/GXPN-free-shiken.html
https://www.goshiken.com/GIAC/GXPN-mondaishu.html

UBEAL WRRKRERF> T £ 3. BitGoShkenid GIACO GXPNRIEE # FEA L #1538 L 7218 & % /= & GXPNA B
KEKTZ2IETTEBILELTVRET,

GIAC Exploit Researcher and Advanced Penetration Tester 38 X GXPN &
EX MR (Q107-Q112):

HEA #107

Which two techniques are effective for escaping restricted Linux environments during client exploitation?
(Choose Two)

Response:

A. Exploiting sudo misconfigurations

B. Using a brute-force attack on the root password
C. Leveraging SSH key authentication bypasses

D. Exploiting escape sequences in restricted shells
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‘What are two common mitigation techniques used in Windows to prevent buffer overflow attacks?
(Choose Two)

Response:

A. Address Space Layout Randomization (ASLR)
B. Code signing

C. Disabling user access control (UAC)

D. Stack canaries
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Which two memory protection mechanisis are commonly encountered in Windows stack overflow exploits?
(Choose Two)

Response:

A. ASLR (Address Space Layout Randomization)
B. ROP gadgets

C. NXbit

D. DEP (Data Execution Prevention)
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HR #110
Which of the following methods are effective for bypassing network segmentation in enterprise environments?

(Choose Two)
Response:

A. VLAN hopping

B. DNS cache poisoning
C. SSL/TLS stripping

D. Route injection attacks
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https://www.japancert.com/GXPN.html

What is a common vulnerability in networked systems that allows for unauthorized remote code execution?
Response:

A. Secure wireless networks
B. Strong encryption

C. Unpatched software

D. Physical security controls
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