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Microsoft Identity and Access Administrator Sample Questions (Q184-Q189):
NEW QUESTION # 184 
Hotspot Question
You have an Azure subscription that contains a user named User1.
You onboard Microsoft Entra Permissions Management.
You need to perform the following tasks:
- Identify all the accounts that are assigned the Global Administrator
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role permanently.
- Review the Permission Creep Index (PCI) of User1.
Which tab in Permissions Management should you use for each task? To answer, select the appropriate options in the answer area.

Answer:

Explanation:

NEW QUESTION # 185 
A user named User1 attempts to sign in to the tenant by entering the following incorrect passwords:
Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12
Pa55word12
Pa55w.rd12
You need to identify how many sign-in attempts were tracked for User1, and how User1 can unlock her account before the 300-
second lockout duration expires.
What should identify? To answer, select the appropriate
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation
Graphical user interface, text, table Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION # 186 
You have a Microsoft 365 E5 subscription that contains two groups named Group1 and Group2 and the users shown in the
following table.
The subscription contains a Conditional Access policy that has the following settings:
* Name: Policy1
Target resources
* Include
* All cloud apps
* Access controls
* Grant
* Requite multifactor authentication
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 187 
Hotspot Question
You have a Microsoft Entra tenant that contains a user named User1.
An administrator deletes User1.



You need to identify the following:
- What is the maximum number of days for which you have the option to
restore the User1 account?
- Which is the least privileged role that can be used to restore User1?
To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
Box 1: 30
In Microsoft Entra ID (formerly Azure AD), deleted users can be restored within a period of 30 days. After this 30-day period, the
account is permanently deleted and cannot be recovered.
Box 2: User Administrator
The User Administrator role is the least privileged role that has the permissions required to restore deleted user accounts in
Microsoft Entra ID. Other roles, like Network Administrator or Domain Name Administrator, do not have the necessary
permissions to manage user accounts.

NEW QUESTION # 188 
Case Study 1 - Contoso, Ltd
Overview
Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in London and Seattle.
Contoso has a partnership with a company named Fabrikam, Inc. Fabrikam has an Azure Active Directory (Azure AD) tenant
named fabrikam.com.
Existing Environment. Existing Environment
The on-premises network of Contoso contains an Active Directory domain named contoso.com.
The domain contains an organizational unit (OU) named Contoso_Resources. The Contoso_Resources OU contains all users and
computers.
The contoso.com Active Directory domain contains the users shown in the following table.
Existing Environment. Microsoft 365/Azure Environment
Contoso has an Azure AD tenant named contoso.com that has the following associated licenses:
* Microsoft Office 365 Enterprise E5
* Enterprise Mobility + Security
* Windows 10 Enterprise E3
* Project Plan 3
Azure AD Connect is configured between Azure AD and Active Directory Domain Services (AD DS). Only the
Contoso_Resources OU is synced.
Helpdesk administrators routinely use the Microsoft 365 admin center to manage user settings.
User administrators currently use the Microsoft 365 admin center to manually assign licenses. All users have all licenses assigned
besides the following exceptions:
* The users in the London office have the Microsoft 365 Phone System license unassigned.
* The users in the Seattle office have the Yammer Enterprise license unassigned.
Security defaults are disabled for contoso.com.
Contoso uses Azure AD Privileged Identity Management (PIM) to protect administrative roles.
Existing Environment. Problem Statements
Contoso identifies the following issues:
* Currently, all the helpdesk administrators can manage user licenses throughout the entire Microsoft 365 tenant.
* The user administrators report that it is tedious to manually configure the different license requirements for each Contoso office.
* The helpdesk administrators spend too much time provisioning internal and guest access to the required Microsoft 365 services
and apps.
* Currently, the helpdesk administrators can perform tasks by using the User administrator role without justification or approval.
* When the Logs node is selected in Azure AD, an error message appears stating that Log Analytics integration is not enabled.
Requirements. Planned Changes
Contoso plans to implement the following changes:
* Implement self-service password reset (SSPR).
* Analyze Azure audit activity logs by using Azure Monitor.
* Simplify license allocation for new users added to the tenant.
* Collaborate with the users at Fabrikam on a joint marketing campaign.



* Configure the User administrator role to require justification and approval to activate.
* Implement a custom line-of-business Azure web app named App1. App1 will be accessible from the internet and authenticated by
using Azure AD accounts.
* For new users in the marketing department, implement an automated approval workflow to provide access to a Microsoft
SharePoint Online site, group, and app.
Contoso plans to acquire a company named Adatum Corporation. One hundred new ADatum users will be created in an Active
Directory OU named Adatum. The users will be located in London and Seattle.
Requirement. Technical Requirements
Contoso identifies the following technical requirements:
* All users must be synced from AD DS to the contoso.com Azure AD tenant.
* App1 must have a redirect URI pointed to https://contoso.com/auth- response.
* License allocation for new users must be assigned automatically based on the location of the user.
* Fabrikam users must have access to the marketing department's SharePoint site for a maximum of 90 days.
* Administrative actions performed in Azure AD must be audited. Audit logs must be retained for one year.
* The helpdesk administrators must be able to manage licenses for only the users in their respective office.
* Users must be forced to change their password if there is a probability that the users' identity was compromised.
Question
You need to sync the ADatum users. The solution must meet the technical requirements.
What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, select Change user sign-in.
B. From the Microsoft Azure Active Directory Connect wizard, select Customize synchronization options.
C. From PowerShell, run Start-ADSyncSyncCycle.
D. From PowerShell, run Set-ADSyncScheduler.

Answer: B

Explanation:
You need to select Customize synchronization options to configure Azure AD Connect to sync the Adatum organizational unit (OU).
Reference:
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering#filtering-options
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-whatis#azure-ad-connect-sync-topics

NEW QUESTION # 189
......
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