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Oracle 120-931-26 Exam Syllabus Topics:

Section Objectives
- Configure networking and connectivity
Topic 1: Provisioning and Deployment - Create and provision Autonomous Al Database

- Select workload type and deployment options

- Scale compute and storage resources
Topic 2: Administration and Operations - Monitor database health and performance
- Manage users and security
- Performance tuning
Topic 3: Performance, Backup and Recovery - Backup and restore operations
- High availability and disaster recovery
- Automate admmnistrative tasks
Topic 4: Security and Integration - Implement database security features
- Integrate with Oracle Cloud services
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EE #58
Which can be used to ensure that your Autonomous Database is accessible only froma given set of [Ps?
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A. Access Control List
B. IPSec List

C. Security List

D. IP Vault

HE: A

Y.

Restricting access to an Autonomous Database to specific [Ps involves network security controls. The correct answer is:

Access Control List (C): In Autonomous Database, an Access Control List (ACL) defines which IP addresses or CIDR blocks
(e.g, 192.168.1.0/24) can connect to the database. You configure this via the OCI console under the ADB&#x2019;s
&#x201C;Access Control List&#x201D; settings, adding rules like &#x201C;Allow TCP from 10.0.0.0/16 on port
1522.&#x201D; This applies to public endpoints (shared infrastructure) or private endpoints with additional network rules, ensuring
only authorized IPs can initiate connections. For example, a company might restrict access to its office VPN range, blocking all other
traffic. ACLs work at the database level, complementing VCN security.

The incorrect options are:

Security List (A): Security Lists operate at the VCN subnet level, controlling traffic to all resources in the subnet (e.g,, ingress TCP
1522 to an ADB subnet). While useful, they&#x2019;re broader than ADB-specific ACLs, which target the database instance
directly, making ACLs the precise answer here.

IP Vault (B): There&#x2019;s no &#x201C;IP Vault&#x201D; in OCI. This might confuse OCI Vault (for secrets), but it
doesn&#x2019;t manage IP access.

[PSec List (D): IPSec secures traffic via VPN, not IP allowlisting for database access. [t&#x2019;s unrelated to ADB commectivity
restrictions.

ACLs provide a database-specific, user-friendly way to enforce IP-based access control

HE#59
‘Which method does NOT permit you to change the database ADMIN user&apos;s password of an Oracle Autonomous Database
on Shared Infrastructure?

A. OS command line from the database server
B. OCI CLI

C. Admin page of the Cloud Service Console
D. SQL Developer

3

m

: A

ME:

Changing the ADMIN user&#x2019;s password in an Autonomous Database on Shared Infrastructure is restricted to specific
managed methods due to its serverless nature:

Correct Answer (C): &#x201C;0S command line from the database server&#x201D; is not permitted because Autonomous
Database is fully managed by Oracle. Users do not have direct access to the underlying operating system or server, elimnating this
as a viable option.

Valid Methods:

A: The Admin page in the OCI Console allows password changes via the &#x201C;Change Administrator Password&#x201D;
option, a user-friendly GUI method.

B: The OCI CLI supports password updates using commands like oci db autonomous-database update with the --admin-password
parameter.

D: SQL Developer can change the password using an ALTER USER ADMIN IDENTIFIED BY &lt;new password&gt;
command, provided the user has appropriate credentials.

This restriction ensures security and consistency in a managed environment.

EE #60
Which set of options can be specified when defining the preferred maintenance schedule of the Exadata Infrastructure for
Autonomous Database Dedicated?

A. Quarter of the Year, Month of the Quarter, Date of the Month, Start Hour
B. Month of the Year, Week of the Month, Day of the Week, Start Hour

C. Month of the Quarter, Week of the Month, Day of the Week, Start Hour
D. Week of the Quarter, Day of the Week, Start Hour



He: C

Y.

Defining a maintenance schedule for Dedicated Exadata Infrastructure allows customization:

Correct Answer (B): &#x201C;Month of the Quarter, Week of the Month, Day of the Week, Start Hour&#x201D; is the correct
set. For example, you can specify &#x201C;Month 2 of Q1, Week 3, Wednesday, 02:00 AM,&#x201D; aligning with quarterly
planning while offering weekly and daily precision.

Incorrect Options:

A: &#x201C;Quarter of the Year&#x201D; and &#x201C;Date of the Month&#x201D; are less flexible than week-based options
and not the standard format.

C: &#x201C;Month of the Year&#x201D; skips the quarterly structure used in dedicated maintenance.

D: Omits &#x201C;Month of the Quarter,&#x201D; reducing granularity.

This flexibility minimizes disruption for dedicated deployments.

EE #61
Which two license types does the customer need to benefit from BYOL when leveraging on-premise Enterprise Database licenses in
Oracle Autonomous Database?

A. Exadata

B. Transparent Data Encryption (TDE)

C. Real Application Clusters (RAC), but only when scaling beyond 16 OCPUs
D. Multitenant

E. Active Data Guard

dH: CD

MH.

Full Detailed In-Depth Explanation:

Bring Your Own License (BYOL) allows using existing on-premises Oracle licenses in the cloud:

A: False. Exadata is included in Autonomous Database; no separate license is needed.

B: False. Active Data Guard is an optional feature, not required for BYOL.

C: True. RAC is needed for BYOL when scaling beyond 16 OCPUs, as Autonomous Database uses RAC for high availability in
larger deployments.

D: True. Multitenant is mandatory, as Autonomous Database uses a multitenant architecture (CDB/PDB).

E: False. TDE is included by default, not a BYOL requirement.

EZ #62
Which statement is NOT correct when setting up compartment quotas?

A. Compartiment quotas are set by Oracle

B. Along with compartment budgets, compartment quotas create a powerful toolset to manage your spending
C. There are three types of quota policy statements which are set, unset, and zero

D. Compartment quotas use policies that allow allocation of resources with a high level of flexibility

HE: A

dY:

Compartment quotas in OCI control resource usage within compartments. The incorrect statement is:

Compartment quotas are set by Oracle (A): This is false. Compartment quotas are not set by Oracle; they are defined by OCI
administrators using quota policies in the Identity and Access Management (IAM) system. Admins write policies (e.g,, set database
quota to 2 autonomous-databases in tenancy) to limit resources like Autonomous Databases per compartment, giving customers full
control over resource allocation. Oracle provides the framework, but the specific quotas are user-defined, not Oracle-imposed.
The correct staterments are:

Along with compartment budgets, compartment quotas create a powerful toolset to manage your spending (B): True. Quotas limit
resource creation (e.g,, max 5 ADBs), while budgets track spending (e.g., $1000/month), together offering comprehensive cost
management. For example, a quota might cap ADB instances, and a budget alerts when costs approach a threshold.

There are three types of quota policy statements which are set, unset, and zero (C): True. SET assigns a quota (e.g., set compute
quota to 10 instances), UNSET removes it, and ZERO sets it to none, effectively blocking resource creation. These verbs provide
flexible quota management.



Compartment quotas use policies that allow allocation of resources with a high level of flexibility (D): True. Policies are written in
OCl&#x2019;s IAM syntax, allowing granular control (e.g., set database quota to 1 autonomous-database where
target.compartment.id = &apos;ocidl.compartment...&apos;), tailored to specific compartments or resources.

This customer-driven approach distinguishes quotas from Oracle-managed limits.

HEE #63
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