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Fortinet FCSS_SOC_AN-7.4 Exam Syllabus Topics:

Topic Details

e SOC concepts and adversary behavior: This section of the exam measures the skills of Security Operations
Analysts and covers fimdamental concepts of Security Operations Centers and adversary behavior. It
focuses on analyzing security incidents and identifying adversary behaviors. Candidates are expected to
demonstrate proficiency in mapping adversary behaviors to MITRE ATT&CK tactics and techniques,
which aid in understanding and categorizing cyber threats.

Topic 1
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¢ SOC operation: This section of the exam measures the skills of SOC professionals and covers the day-to-
day activities within a Security Operations Center. It focuses on configuring and managing event handlers, a
key skill for processing and responding to security alerts. Candidates are expected to demonstrate
proficiency in analyzing and managing events and incidents, as well as analyzing threat-hunting information
feeds.

Topic 2

¢ SOC automation: This section of the exam measures the skills of target professionals in the implementation

of automated processes withina SOC. It emphasizes configuring playbook triggers and tasks, which are
Topic 3 crucial for streamlining incident response. Candidates should be able to configure and manage connectors,
facilitating integration between different security tools and systens.

¢ Architecture and detection capabilities: This section of the exam measures the skills of SOC analysts in the
designing and managing of FortiAnalyzer deployments. It emphasizes configuring and managing collectors

Topic 4
ol and analyzers, which are essential for gathering and processing security data.
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Fortinet FCSS - Security Operations 7.4 Analyst Sample Questions (Q19-
Q24):

NEW QUESTION # 19
Review the following incident report.

An unauthorized attempt to gain access to your network was delected. The attacker used a tool to identify
system versions and services running on various ports.

The attacker likely used this information to exploit & kbewn vulnerability on an outdated SSH server.
SSH server access aﬂempts have been blgtked, the server has been patched, and an investigation is
assess the potential impact of the attack.

Which two MITRE ATT&CK tactics are captured in this report? (Choose two.)

A. Execution

B. Defense Evasion

C. Priviledge Escalation
D. Reconnaissance

Answer: A,D

NEW QUESTION # 20
Which statement best describes the MITRE ATT&CK framework?

A. Tt describes attack vectors targeting network devices and servers, but not user endpoints.

B. It provides a high-level description of common adversary activities, but lacks technical details

C. It covers tactics, techniques, and procedures, but does not provide information about mitigations.
D. It contains some techniques or subtechniques that fall under more than one tactic.

Answer: D
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Explanation:

Understanding the MITRE ATT&CK Framework:

The MITRE ATT&CK framework is a comprehensive matrix of tactics and techniques used by adversaries to achieve their
objectives.

It is widely used for understanding adversary behavior, improving defense strategies, and conducting security assessments.
Analyzing the Options:

Option A: The framework provides detailed technical descriptions of adversary activities, including specific techniques and
subtechniques.

Option B: The framework includes information about mitigations and detections for each technique and subtechnique, providing
comprehensive guidance.

Option C: MITRE ATT&CK covers a wide range of attack vectors, including those targeting user endpoints, network devices, and
servers.

Option D: Some techniques or subtechniques do indeed fall under multiple tactics, reflecting the complex nature of adversary
activities that can serve different objectives. Conclusion:

The statement that best describes the MITRE ATT&CK framework is that it contains some techniques or subtechniques that fall
under more than one tactic.

Reference: MITRE ATT&CK Framework Documentation.

Security Best Practices and Threat Intelligence Reports Utilizing MITRE ATT&CK.

NEW QUESTION # 21
Which feature should be prioritized when configuring collectors in a high-traffic network environment?

e A Aesthetic mterface adjustments
¢ B. Low-latency data processing
¢ C. High-frequency log rotation
¢ D. Periodic storage expansion
Answer: B
NEW QUESTION # 22
Refer to the exhibit,
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which shows the partial output of the MITRE ATT&CK Enterprise matrix on FortiAnalyzer.
Which two statements are true? (Choose two.)

A. There are four subtechniques that fall under technique T1071.
B. There are four techniques that fall under tactic T1071.

C. There are event handlers that cover tactic T1071.

D. There are 15 events associated with the tactic.

Answer: A,C

Explanation:



* Understanding the MITRE ATT&CK Matrix:

* The MITRE ATT&CK framework is a knowledge base of adversary tactics and techniques based on real-world observations.

* Each tactic in the matrix represents the "why" of an attack technique, while each technique represents "how" an adversary achieves
a tactic.

* Analyzing the Provided Exhibit:

* The exhibit shows part of the MITRE ATT&CK Enterprise matrix as displayed on FortiAnalyzer.

* The focus is on technique T1071 (Application Layer Protocol), which has subtechniques labeled T1071.001, T1071.002,
T1071.003, and T1071.004.

* Each subtechnique specifies a different type of application layer protocol used for Command and

* Control (C2):

*T1071.001 Web Protocols

*T1071.002 File Transfer Protocols

*T1071.003 Mail Protocols

*T1071.004 DNS

* Identifying Key Points:

* Subtechniques under T1071:There are four subtechniques listed under the primary technique T1071, confirming that statement B is
true.

* Event Handlers for T1071:FortiAnalyzer includes event handlers for monitoring various tactics and techniques. The presence of
event handlers for tactic T1071 suggests active monitoring and alerting for these specific subtechniques, confirming that statement C
18 true.

* Misconceptions Clarified:

* Statement A (four techniques under tactic T1071) is incorrect because T1071 is a single technique with four subtechniques.

* Statement D (15 events associated with the tactic) is misleading. The number 15 refers to the techniques under the Application
Layer Protocol, not directly related to the number of events.

Conclusion:

* The accurate interpretation of the exhibit confirns that there are four subtechniques under technique T1071 and that there are
event handlers covering tactic T1071.

References:

* MITRE ATT&CK Framework documentation.

* FortiAnalyzer Event Handling and MITRE ATT&CK Integration guides.

NEW QUESTION # 23
In managing connectors within a SOC, what is a key benefit of ensuring proper integration?

A. It reduces the need for cybersecurity training
B. It siplifies the legal compliance of the SOC
C. It enhances the aesthetic appeal of the SOC
D. It ensures seamless data exchange and process automation

Answer: D

NEW QUESTION # 24
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