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HEH # 66
A playbook contains five tasks in total. An administrator runs the playbook and four out of five tasks finish successfully, but one task
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fails.
‘What will be the status of the playbook after it is run?

A. Success

B. Attention required
C. Failed

D. Upstream failed

IEf#: B

iR

In FortiAnalyzer, when a playbook is run, each task's status impacts the overall playbook status. Here's what happens based on task
outcores:

* Status When All Tasks Succeed:

* If all tasks finish successfully, the playbook status is marked as Success.

* Status When Some Tasks Fail:

* If one or more tasks in the playbook fail, but others succeed, the playbook status generally changes to Attention required. This
status indicates that the playbook completed execution but requires review due to one or more tasks failing,

* This is different from a complete Failed status, which is used if the playbook cannot proceed due to a critical error in an early task,
often one that upstream tasks depend on.

* Option Analysis:

* A. Attention required: This is correct as the playbook has completed, but with partial success and a task requiring review.

* B. Upstream failed: This status is used if'a task cannot run because a prerequisite or "upstream'" task failed. Since four out of five
tasks completed, this is not the case here.

* C. Failed: This status would mply that the playbook completely failed, which does not match the scenario where only one task out
of five failed.

* D. Success: This status would apply if all tasks had completed successfully, which is not the case here.

Conclusion:

* Correct Answer: A. Attention required

* The playbook status reflects that it completed, but an error occurred in one of the tasks, prompting the admmistrator to review the
failed task.

References:

FortiAnalyzer 7.4.1 documentation on playbook execution statuses and task error handling,

R #67
Which two actions should an administrator take to vide Compromised Hosts on FortiAnalyzer? (Choose two.)

A. Enable device detection on the FotiGate device that are sending logs to FortiAnalyzer.

B. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to fortiAnalyzer.
C. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

D. Make sure all endpoints are reachable by FortiAnalyzer.

IEf#: A. B

AR :

To view Compromised Hosts on FortiAnalyzer, certain configurations need to be in place on both FortiGate and FortiAnalyzer.
Compromised Host data on FortiAnalyzer relies on log information from FortiGate to analyze threats and compromised activities
effectively. Here's why the selected answers are correct:

* Option A: Enable device detection on the FortiGate devices that are sending logs to FortiAnalyzer

* Enabling device detection on FortiGate allows it to recognize and log devices within the network, sending critical information about
hosts that could be compromised. This is essential because FortiAnalyzer relies on these logs to determine which hosts may be at
risk based on suspicious activities observed by FortiGate. This setting enables FortiGate to provide device-level insights, which
FortiAnalyzer uses to populate the Compromised Hosts view.

* Option B: Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer

* Web filtering is crucial in identifying potentially compromised hosts since it logs any access to malicious sites or blocked categories.
FortiAnalyzer uses these web filter logs to detect suspicious or malicious web activity, which can indicate compromised hosts. By
ensuring that FortiGate sends these web filtering logs to FortiAnalyzer, the administrator enables FortiAnalyzer to analyze and
identify hosts engaging in risky behavior.

Let's review the other options for clarity:

* Option C: Make sure all endpoints are reachable by FortiAnalyzer



* This is incorrect. FortiAnalyzer does not need direct access to all endpoints. Instead, it collects data indirectly from FortiGate logs.
FortiGate devices are the ones that interact with endpoints and then forward relevant logs to FortiAnalyzer for analysis.

* Option D: Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date

* Although subscribing to FortiGuard helps keep threat intelligence updated, it is not a requirement specifically to view compromised
hosts. FortiAnalyzer primarily uses logs from FortiGate (such as web filtering and device detection) to detect compromised hosts.

* According to FortiOS and FortiAnalyzer documentation, device detection on FortiGate and enabling web filtering logs are both
recommended steps for populating the Compromised Hosts view on FortiAnalyzer.

These logs provide insights into device behaviors and web activity, which are essential for identifying and tracking potentially
compromised hosts.

HM #68

After a generated a repot, you notice the information you were expecting to see in not included in it. However, you confirm that the
logs are there:

‘Which two actions should you perform? (Choose two.)

A. Check the time frame covered by the report.
B. Disable auto-cache.

C. Increase the report utilization quota.

D. Test the dataset.

Ef#: A. D

A -

When a generated report does not include the expected information despite the logs being present, there are several factors to check
to ensure accurate data representation in the report.

* Option A - Check the Time Frame Covered by the Report:

* Reports are generated based on a specified time frame. Ifthe time frame does not encompass the period when the relevant logs
were collected, those logs will not appear in the report. Ensuring the time frame is correctly set to cover the intended logs is crucial
for accurate report content.

* Conclusion: Correct.

* Option B - Disable Auto-Cache:

* Auto-cache is a feature in FortiAnalyzer that helps optimize report generation by using cached data for frequently used datasets.
Disabling auto-cache is generally not necessary unless there is an issue with outdated data being used. In most cases, it does not
directly impact whether certain logs are included in a report.

* Conclusion: Incorrect.

* Option C - Increase the Report Utilization Quota:

* The report utilization quota controls the resource limits for generating reports. While insufficient quota might prevent a report from
generating or completing, it does not typically cause specific log entries to be missing, Therefore, this option is not directly relevant to
missing data within the report.

* Conclusion: Incorrect.

* Option D - Test the Dataset:

* Datasets in FortiAnalyzer define which logs and fields are pulled into the report. Ifa dataset is misconfigured, it could exclude
certain logs. Testing the dataset helps verify that the correct data is being pulled and that all required logs are included in the report
parameters.

* Conclusion: Correct.

Conclusion:

* Correct Answer: A. Check the time frame covered by the report and D. Test the dataset.

* These actions directly address the issues that could cause missing information in a report when logs are available but not displayed.
References:

FortiAnalyzer 7.4.1 documentation on report generation settings, time frames, and dataset configuration.

HR #69
Exhibit.
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What can you conclude about the output?

i
)
g

A. The output is ADOM specific

B. Both messages and logs are almost finished indexing,

C. The message rate being lower that the log rate is normal.
D. There are more traffic logs than event logs.

EfE: C

AR :

In this output, we see two diagnostic commands executed on a FortiAnalyzer device:

* diagnose fortilogd lograte: This command shows the rate at which logs are being processed by the FortiAnalyzer in terms of log
entries per second.

* diagnose fortilogd msgrate: This command displays the message rate, or the rate at which individual messages are being processed.
The values provided in the exhibit output show:

* Log rate (lograte): Consistently high, showing values such as 70.0, 132.1, and 133.3 logs per second over different time intervals.
* Message rate (msgrate): Lower values, around 1.4 to 1.6 messages per second.

Explanation:

* Interpretation of log rate vs. message rate: In FortiAnalyzer, the log rate typically refers to the rate of logs being stored or indexed,
while the message rate refers to individual messages within these logs.

Given that a single log entry can contain multiple messages, it's common to see a lower message rate relative to the log rate.

* Understanding normal operation: In this case, the message rate being lower than the log rate is expected and typical behavior. This
discrepancy can arise because each log entry may bundle multiple related messages, reducing the message rate relative to the log
rate.

Conclusion

* Correct Answer: A. The message rate being lower than the log rate is normal.

* This aligns with the normal operational behavior of FortiAnalyzer in processing logs and messages.

There is no indication that both logs and messages are nearly finished indexing, as that would typically show diminishing rates toward
zero, which is not the case here. Additionally, there's no information in this output about specific ADOMs or a comparison between
traffic logs and event logs. Thus, options B, C, and D are incorrect.

References:

FortiOS 7.4.1 and FortiAnalyzer 7.4.1 command guides for diagnose fortilogd lograte and diagnose fortilogd msgrate.

HMA #70
What is the main purpose of deploying RAID with FortiAnalyzer?

A. To provide redundancy of your log data

B. To store data in chunks across multiple drives

C. To back up your logs

D. To make an identical copy of log data on two separate physical drives

EfE: A
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