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NEW QUESTION # 459
A systerms administrator at a web-hosting provider has been tasked with renewing the public certificates of all customer sites. Which
of the following would best support multiple domain names while minimizing the amount of certificates needed?

A. SAN
B. OCSP
C.CRL
D.CA

Answer: A

Explanation:

SAN (Subject Alternative Name) is an extension to SSL/TLS certificates that allows a single certificate to secure multiple domain
names. This method is ideal for situations where you want to secure several domains or subdomains with one certificate, reducing the
complexity and number of certificates needed. SAN certificates are commonly used to support multiple domain names under a single
SSL certificate, making them the best choice for the given scenario.

NEW QUESTION # 460

A security architect is troubleshooting an issue with an OIDC implementation. The architect reviews the following configuration and
errors:

Error: Invalid authentication request code

Which of the following is the most likely cause of the error?

A. The encoding of the URL parameters on the proxy system s failing,

B. Introspection is not enabled within the OIDC code implementation.

C. The redirect-url parameter is not in the allowed list of redirect hosts in the configuration.
D. OAuth 2.0 was unable to verify the lack of an interception attack.

E. The state parameter is being reused within the authentication challenge.

Answer: C

NEW QUESTION # 461

Audit findings indicate several user endpoints are not utilizing full disk encryption During me remediation process, a compliance
analyst reviews the testing details for the endpoints and notes the endpoint device configuration does not support full disk encryption
Which of'the following is the most likely reason me device must be replaced'

A. The HSM does not support sealing storage

B. The HSM is outdated and no longer supported by the manufacturer

C. The HSM is vulnerable to common exploits and a firmware upgrade is needed
D. The vIPM was not properly initialized and is corrupt.

E. The motherboard was not configured with a TPM from the OEM supplier.

Answer: E

Explanation:

The most likely reason the device must be replaced is that the motherboard was not configured with a TPM (Trusted Platform
Module) from the OEM (Original Equipment Manufacturer) supplier.

Why TPM is Necessary for Full Disk Encryption:

Hardware-Based Security: TPM provides a hardware-based mechanism to store encryption keys securely, which is essential for full
disk encryption.

Compatibility: Full disk encryption solutions, such as BitLocker, require TPM to ensure that the encryption keys are securely stored
and managed.

Integrity Checks: TPM enables system integrity checks during boot, ensuring that the device has not been tampered with.

Other options do not directly address the requirement for TPM in supporting full disk encryption:

A . The HSM is outdated: While HSM (Hardware Security Module) is important for security, it is not typically used for full disk
encryption.

B. The vIPM was not properly mnitialized: vIPM (virtual TPM) is less common and not typically a reason for requiring hardware
replacement.

C . The HSM is vulnerable to common exploits: This would require a firmware upgrade, not replacement of the device.



E . The HSM does not support sealing storage: Sealing storage is relevant but not the primary reason for requiring TPM for full disk
encryption.

Reference:

CompTIA SecurityX Study Guide

"Trusted Platform Module (TPM) Overview," Microsoft Documentation

"BitLocker Deployment Guide," Microsoft Documentation

NEW QUESTION # 462
After a cybersecurity incident, a security analyst was able to collect a binary that the attacker used on the compromised server. Then
the analyst ran the following command:

Which of the following options describes what the analyst is trying to do?

A. To extract [oCs from the binary used on the attack

B. To reconstruct the timeline of commands executed by the binary
C. To debug the binary to analyze low-level instructions

D. To replicate the attack in a secure environment

Answer: A

Explanation:

The command strings binary.exeis used to extract human-readable strings from a binary file. This can help the security analyst find
idicators of compromise (IoCs), such as IP addresses (e.g., http/192.168.1.2/?=cmd.exe), file paths, and potentially malicious
domain names or commands embedded in the binary. This process aids in identifying critical information that can be used for further
mvestigation or remediation of the attack.

NEW QUESTION # 463

SIMULATION

You are a security analyst tasked with interpreting an Nmap scan output from company's privileged network.

The company's hardening guidelines indicate the following:

There should be one primary server or service per device.

Only default ports should be used.

Non-secure protocols should be disabled.

INSTRUCTIONS

Using the Nmap output, identify the devices on the network and their roles, and any open ports that should be closed.

For each device found by Nmap, add a device entry to the Devices Discovered list, with the following nformation:

The IP address of the device

The primary server or service of the device (Note that each IP should by associated with one service/port only) The protocol(s) that
should be disabled based on the hardening guidelines (Note that multiple ports may need to be closed to comply with the hardening
guidelines) If at any time you would like to bring back the mitial state of the SIMULATION, please click the Reset All button.

Answer:

Explanation:

See explanation below

Explanation:

10.1.45.65 SFTP ServerDisable 8080
10.1.45.66 Email Server Disable 415 and 443
10.1.45.67 Web Server Disable 21, 80
10.1.45.68 UTM Appliance Disable 21

NEW QUESTION # 464
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