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CompTIA Linux+ Certification Exam Sample Questions (Q58-Q63):

NEW QUESTION # 58
A systermns administrator receives reports about connection issues to a secure web server. Given the following firewall and web
server outputs:
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Firewall output:

Status: active
To Action From

443/tcp DENY. Anywhere
443/tcp (v6)y DENY Anywhere (vé6)

Web server output:

tcp LISTEN 0 4096_*:443 *:+

Which of the following commands best resolves this issue?

A. ufw allow 80/tcp

B. ufw disable

C. ufw allow 4096/tcp

D. ufw delete deny https/tcp

Answer: D

Explanation:
The firewall output shows that port 443/tcp (HTTPS) is explicitly denied, even though the web server is correctly listening on it.
Removing the deny rule for HTTPS (ufiv delete deny https/tcp) resolves the issue while still keeping the firewall active and secure.

NEW QUESTION # 59
A systerms administrator wants to prevent the current contents of a file from being overwritten and wants to allow new additions at
the end of the file. Which of'the following commands should the administrator use?

A. chmod +t file

B. chattr +a file

C. setenforce file

D. setfacl -mm:t file

Answer: B

Explanation:
The chattr +a command sets the append-only attribute on a file. This prevents overwriting or deletion of existing contents, while still
allowing new data to be appended to the end of the file.

NEW QUESTION # 60
A newly hired Linux administrator needs to grant access to the Linux servers by generating a password-protected RSA key of 4096
bytes. Which of'the following commands will accomplish this task?

e A ssh-keygen -k rsa -14096 -p
e B. ssh-keygen -t dsa -B 4096

e C. ssh-keygen -RPb 4096

e D. ssh-keygen -t rsa -b 4096



Answer: D

Explanation:

The ssh-keygencommand is used to generate SSH key pairs. To generate an RSA key with a length of 4096 bits, the correct syntax
is:

1.-t rsa: Specifies the type of key to generate, which is RSA.

2.-b 4096: Specifies the number of bits for the key, in this case 4096.

By running this command, the user will be prompted to enter a passphrase to password-protect the key, which satisfies the
requirement for generating a password-protected RSA key of 4096 bits.

NEW QUESTION # 61

A Linux server is not starting up because files in the /boot/partition are corrupt. After the initial GRUB screen, the following message
is displayed:

Probing EDD (edd=off to disable)... ok

uncompression error

--system halted

Which of the following steps should the Linux administrator take to recover the system without destroying the existing installation?
(Choose two.)

A. Reinstall the OS.

B. Replace the hard drive.

C. Start up in single-user mode.

D. Reinstall the kernel packages.

E. Start up the system using rescue boot media.
F. Increase the amount of swap memory.

Answer: D,E

Explanation:

Using rescue boot media lets you boot the machine, mount the existing partitions, and access the corrupted /boot files without
reinstalling the OS.

Reinstalling the kernel packages restores the missing or corrupt files in /boot (e.g., vmlinuz and initramfs), allowing GRUB to load
and uncompress the kermel properly.

NEW QUESTION # 62
A user sends a request to access a virtual server via SSH. Which of the following commands is used to open the SSH standard
port?

A. firewalld-cmd --remove-service=ssh --permanent

B. firewalld-cmd --permanent --add-port=22/tcp

C. iptables-save | grep dport-22/tcp

D. iptables -A INPUT -p tcp --dport sshd -j ACCEPT

Answer: B

Explanation:

The firewalld-cmd --permanent --add-port=22/tcpcommand (commonly

firewall-cmd) opens TCP port 22 in the permanent firewalld ruleset so that SSH traffic is allowed. After running it, you'd issue
firewall-cmd --reloadto apply the change.

NEW QUESTION # 63
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