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Cisco Designing Cisco Security Infrastructure Sample Questions (Q71-Q76):

NEW QUESTION # 71

A manufacturing company implemented IoT devices throughout their smart factory and needs a security solution that meets these
requirerments:

- Protect IoT devices from network-based attacks.

- Visibility into communication patterns.
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- Anomaly detection for [oT traffic.
Which firewall technology or feature should be recommended?

A. TPS/IDS

B. traditional firewall
C. zone-based firewall
D. transparent firewall

Answer: A

Explanation:

An Intrusion Prevention/Detection System (IPS/IDS) provides visibility into IoT communication patterns, protects against network-
based attacks, and uses anomaly detection to identify abnormal IoT traffic behaviors. This makes it the most effective solution for
securing loT devices in a smart factory.

NEW QUESTION # 72
Refer to the exhibit. In addition to SSL decryption, which firewall feature allows malware to be blocked?

A.DLP

B. URL Filtering
C. File Inspection
D. SSL Offloading

Answer: C

Explanation:

In the exhibit, SSL decryption is already enabled, which allows encrypted traffic to be inspected.

To block malware hidden within decrypted traffic, the next required feature is File Inspection. This fimction analyzes files passing
through the firewall to detect and stop malicious content.

NEW QUESTION # 73
Which two controls help detect drift in [aC-managed infrastructure? (Choose two.)

A. DHCP snooping

B. Immutable infrastructure patterns

C. Manual change log entries

D. Continuous configuration monitoring

Answer: B,D

Explanation:
Continuous configuration monitoring detects deviations from IaC definitions, while immutable infrastructure minimizes drift by
replacing resources instead of modifying them in place.

NEW QUESTION # 74
A technology company recently onboarded a new customer in the medical space. The customer needs a solution to provide data
mntegrity across remote sites. Which solution must be used to meet this requirement?

A. authentication
B. preshared key
C. data masking

D. hashing

Answer: D

Explanation:
Hashing ensures data integrity by generating a fixed-length value (hash) for data. When data is transmitted between remote sites, the
hash can be recalculated and compared to verify that the data has not been altered in transit.



NEW QUESTION # 75
Which function does a DLP system perform when protecting application data?

A. Redirects packets to edge firewalls

B. Inspects routing tables

C. Enforces policy compliance by inspecting data in transit
D. Provides segmentation using VLANs

Answer: C

Explanation:
A Data Loss Prevention (DLP) system inspects data in transit (and at rest or in use) to ensure sensitive information is handled
according to security policies.

NEW QUESTION # 76
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