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EE #32

A customer has deployed an AOS 10 mobility gateway cluster consisting of three controllers at a single site The WLAN is
configured to tunnel wireless device traffic to the AOS 10 mobility cluster The clients are authenticated by ClearPass using WPA3-
Enterprise (opmode wpa3-aes-ccm128). The security team has requested the ability to force a wireless device to reauthenticate
using ClearPass.

Which steps are required to ensure ClearPass can consistently initiate a change of authorization against an AOS 10 mobility cluster,
including during gateway failover scenarios? (Select two)

A. enable manual cluster configuration under High Availability - Cluster Configuration
B. modify WLAN - SSID - VLAN - Mode Configuration

C. enable Dynamic Authorization CoA under High Availability - Cluster Configuration
D. modify NAS IPv4 address under Security - Advanced - RADIUS Client

E. set cluster mode to Auto Site under High Availability - Cluster configuration
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To ensure that ClearPass can initiate a Change of Authorization (CoA) consistently, it's important to enable dynamic authorization to
allow RADIUS CoA messages to be processed. This setting typically falls under the high-availability cluster configuration to ensure
that it persists across gateway failovers. Additionally, the NAS IP address must be configured under RADIUS client settings to
ensure that the correct IP address is used for RADIUS commumnications, which is necessary for CoA to finction correctly.

HEE #33

A custorrer is installing CX 6300 switches, mobility gateways, and AP-635s.
The customer's VolP systemuses both wired and wireless handsets.

The handsets are configured to mark voice traffic using a DSCP value of 46.
The wireless handsets connect to a bridged SSID using WPA3-SAE.

‘What will allow the switch to honor the QoS mark set by the handset?

A. Configure Voice Wi-Fi Multimedia Share for DSCP 46 on the voice SSID

B. Enable WMM on the voice SSID

C. Enable QoS trust DSCP

D. Activate UCC for the HPE Aruba Networking Central Group managing the APs

HE. C

Y.

Comprehensive and Detailed Explanation (Verified Extract from HPE Aruba Networking Switching Documentation) In Aruba
AOS-CX switching environments, Quality of Service (QoS) allows the switch to prioritize certain types of traffic such as voice,
video, or real-time applications.

When a connected endpoint (such as a VoIP phone or wireless handset) marks packets with DSCP = 46 (Expedited Forwarding
for voice), the switch must trust these markings to maintain end-to-end traffic prioritization.

Key Concept: Trust Boundary

By default, Aruba switches do not trust ncoming DSCP or 802.1p markings from end devices for security reasons.

To allow the switch to accept and act on these values, the QoS trust DSCP feature must be explicitly enabled on the relevant
interface or globally.

Official Aruba AOS-CX Extract:

"The qos trust dscp command enables the switch port to honor the Differentiated Services Code Point (DSCP) markings received
from connected devices. When trusted, packets maintain their QoS priority as they traverse the switch fabric." When wireless
handsets connect to a bridged SSID, their traffic is bridged locally at the access switch - meaning the switch sees the traffic directly
fromthe AP. Ifthe handset marks the packet with DSCP 46, enabling QoS trust DSCP ensures that the switch preserves that
marking and applies the appropriate voice priority queue treatment.

This configuration ensures end-to-end QoS consistency between the wireless AP, mobility gateway, and wired switch.

Option Analysis:

* A. Incorrect - "Voice Wi-Fi Multimedia Share" is not a valid Aruba configuration feature; WMM shares QoS mapping but not
DSCP trust.

* B. Incorrect - UCC (Unified Communications and Collaboration) enhances call visibility and diagnostics, not DSCP trust or QoS
marking,

* C. # Correct - Enables the switch to trust and honor DSCP markings (such as DSCP 46) received from endpoints or bridged
SSIDs.

* D. Incorrect - WMM (Wi-Fi Multimedia) is required for prioritization over wireless links, but since this is a bridged SSID, the
DSCP markings nust be honored at the switch, not just the AP.

# Final Vertfied answer: C

# Reference Sources (HPE Aruba Official Materials):

* Aruba AOS-CX Quality of Service (QoS) Configuration Guide

* ArubaOS 10 WLAN and Mobility Configuration Guide - QoS and WMM for Voice SSIDs

* Aruba Certified Switching Professional (ACSP) Study Guide - QoS Trust and Traffic Classification

EE#34



Refer to the exhibit.
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A university runs its own TV station in the city. The IT department deploys a multimedia server so the TV productions can be sent
out to the entire campus over the IP network using multicast-based commumications.

In order to improve the bandwidth consumption, PIM Sparse Mode and IGMP Snooping features are enabled.

When wireless users join the multicast groups, all users connected to the same WLAN experience poor network performance.
However, wired users are not affected in this way. While troubleshooting, the network administrator saves the packet captures
shown in the exhibit and concludes that all users, even those not joining the multicast group, receive the same multicast flow at slow
speeds.

Which features should the network administrator enable to fix the problem?

A. Dynamic Multicast Optimization and Multicast Transmission Optimization

B. UCC QoS correction and Multicast Transmission Optimization

C. ARP broadcast conversion into unicast and Multicast Transmission Optimization
D. Dynamic Multicast Optimization and UCC QoS correction

.l

o
m
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* In WLANSs, multicast frames are transmitted at the lowest basic rate, so a single multicast stream can consume significant airtime
and slow the entire BSS, impacting clients that did not even join the group.

* Dynamic Multicast Optimization (DMO) converts multicast streams to per-client unicast, allowing the AP to use the highest
supported unicast data rate and reliable retransmission-this prevents the low-rate multicast airtime penalty.

* Multicast Transmission Optimization (MTO) raises the transmit rate for any remaining multicast

/broadcast that must still be sent as multicast, further reducing airtime.

* The captures show muilticast sent as 802.11 data at a low rate; enabling DMO + MTO addresses exactly this symptom in Aruba
deployments.

References: Aruba WLAN Optimization and QoS guides-sections on DMO (muilticast-to-unicast conversion at highest rate) and
MTO (increase multicast/broadcast TX rate).

HEE #35
An AOS-10 nuilti-site deployment has sites with AP-only bridged SSIDs and other sites with APs and gateways operating tunneled
SSIDs. Client session state sync errors exist between secure lab environments and public-facing areas at several sites.



What is causing the issues?

o A The sites with issues are the AP-only deployments because the connection to HPE Aruba Networking Central is
interrupted.

¢ B. The sites with issues are the overlay AP with gateway sites because the connection to HPE Aruba Networking Central is

interrupted.

C. The affected clients are associated with an SSID with 11r and 11k disabled.

D. The DTLS connections are down between APs in the lab and APs in public areas.

HE: D

Y.

* In AOS-10, client session/state synchronization for seamless roaming relies on a secure DTLS control channel between the
devices that hold client state.

* In AP-only (bridged) sites, APs synchronize session/PMK state AP-to-AP over DTLS within the site.

* In tunneled SSID sites, the gateway cluster synchronizes client state among its members; APs still maintain DTLS control sessions
for coordination.

* If security boundaries (e.g., firewall rules separating lab and public areas) block DTLS between those APs/segments, session state
cannot sync, and the system reports state-sync errors, exactly as observed.

* This is independent of Central connectivity and not caused by 111/11k being disabled; the error specifically indicates control-plane
(DTLS) reachability problems between the APs in those areas.

References: Aruba AOS-10 Multi-Site and Roaming design guidance-DTLS control connections required for client sessior/state
synchronization across APs and between APs and gateways.

EHE #36

You are deploying a new AOS 10 mobility gateway cluster. Due to customer requirements, the gateways must be configured with
static IP addresses and are restricted from communicating using port 443 to any URLs except tor "central arubanetworks.com How
would you onboard these gateways successfully into HPE Aruba Networking Central?

Choose Full Setup and Configure!

« controller VLAN

= uplink port INTOMMALION

= JlF address and Oefault gateway
¥ [BNS IP adgiess

CNocSe S1ANC ACtvate and Configlns)

= controlier VILAMN

= UpIink Dot Infofrialon
= IF a00ress

= defaull gatevway

= DNMNS IP&30ness

' Choose Stalic Activate and Configure

syslem name
switch role
ACP FQDN address
uplink port infogriation
IP adaress-and oefaun gateway
DNS IP gooress
f country code
tue€2pne and clock
. ‘Bgmin password
Choose Full Setup and Configure:

o C

system name

sSwilch role

ACP FQDN address

uplink port_infofimation

IP address and defaull galeway
DNS IP address.

controlier C@RpYY Yode
timezone afd ¢glogk

admin passWwornd

@ & & & & & & & @8



Option A includes all necessary steps for a full setup of an AOS 10 mobility gateway cluster, including setting the system namme,
switch role, ACP FQDN address, uplink port information, IP address and default gateway, DNS IP address, controller country
code, timezone and clock, andadmin password. Since the gateways must have static [P addresses and can only communicate on
port 443 for a specific URL, this configuration would need to allow for static IP configuration and restrict communication to the
required URL.
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