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Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q22-Q27):

NEW QUESTION # 22
Refer to the exhibit. What will FortiSIEM display if you apply the Group By and Display Fields configuration to a list of allowed
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Group By and Display Fields Clear All

Attribute Display As

Source IP

Destination IP

COUNT( Matched Events )

A. A running count of connections, regardless of source or destination

B. A Tist of connections ordered by the number of unique connections started by each source IP address
C. A list of connections between unique source and destination IP addresses

D. Alist of connections ordered by destination IP address hit count

Answer: C

Explanation:

With Source IP and Destination IP as grouping attributes, and COUNT(Matched Events) included, FortiSIEM will display a list of
unique source-destination IP pairs along with the number of allowed connections between each pair. This configuration summarizes
connection activity by unique communication paths.

NEW QUESTION # 23
Refer to the exhibit.
. - r 1 1
Incident generator wmdF —ll— H T I n E 'r
- .
Generate Incident for: Logon Failure x
Incident Attributes: Event Attribute Subpattern Filter Attribute Row
Source IP =  Logon_Fail v Source IP v O @
Destination 1P =  Logon_Fail v  Destination IP v © @
User = Logon_Fail - User - o @

Insert Attribute: Destination IP v <=

Incident Title: Suser from SsrcipAddr failed to logon to Sdestipaddr

Triggered Attributes: Available: Search.. e 1733 » Selected:
WLAN Interface Interefence Index - Event Receive Time
Execlite Thread Peak y Event Type
Session Process Time ms < Reporting IP
Tomcat manager Check Frequency ~ Raw Event Log

Printer Current Supply Level

Printer Supply Name

= -

An analyst is trying to generate an incident with a title that includes the Source IP, Destination IP, User, and Destination Host Name.
They are unable to add a Destination Host Name as an incident attribute.
‘What must be changed to allow the analyst to select Destination Host Name as an attribute?

e A The Destination Host Name must be set as an aggregate item in a subpattern.
¢ B. The Destination Host Name must be selected as a Triggered Attribute.



¢ (. The Destination IP Event Attribute must be removed.
¢ D. The Destination Host Name must be added as an Event type in the FortiSIEM.

Answer: B
Explanation:

For an attribute like Destination Host Name to be used in the incident title, it must first be included in the Triggered Attributes list.
Only attributes listed there are available for substitution in the title template (e.g., $destlpAddr, $srclpAddr).

NEW QUESTION # 24
Refer to the exhibit.

Incident generator window

Generate Incident for: Logon_Failure

Incident Attributes: Event Attribute Subpattern Filter Attribute

Source IP =  Logon_Fail hd Source/R
Destination IP =  Logon_Fail ~ _Destination 1P

User = Logon_Fail - User

Insert Attribute:  Destination P v <
Incident Title: Suser from SsrcipAddr failed to logon talSdestipAddr

Triggered Attributes: Available: Search.. e 1/33 » Selected:
WLAN Interface Interefenceadndex - Event Receive Time
Execute Thread Peak Event Type
Session Procesy/Thme ms Reporting IP
Tomcatiptanager Check Frequency Raw Event Log
Printer Current Supply Level

Printer Supply Name

- P

An analyst is trying to generate an incident with a title that includes the Source IP, Destination IP, User, and Destination Host Name.
They are unable to add a Destination Host Name as an incident attribute.
‘What must be changed to allow the analyst to select Destination Host Name as an attribute?

A. The Destination Host Name must be set as an aggregate item in a subpattern.
B. The Destination Host Name musst be selected as a Triggered Attribute.

C. The Destination IP Event Attribute must be removed.

D. The Destination Host Name must be added as an Event type in the FortiSIEM.

Answer: B

Explanation:
For an attribute like Destination Host Name to be used in the incident title, it must first be included in the Triggered Attributes list.
Only attributes listed there are available for substitution in the title template (e.g., $destlpAddr, $srclpAddr).

NEW QUESTION # 25
‘When configuring anomaly detection machine learning, in which step must you select the fields to analyze?

e A. Schedule
¢ B. Design



e C. Train
e D. Prepare Data

Answer: D

Explanation:
In the Prepare Data step of configuring anomaly detection in FortiSIEM, you must select the fields to analyze. This step defines the
input features that the machine learning model will evaluate during tramning and detection.

NEW QUESTION # 26
‘What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

A. FortiSIEM agent
B. SSH

C. SNMP

D. FortiSIEM worker

Answer: A

Explanation:
The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performing User and Entity Behavior Analytics (UEBA).

NEW QUESTION # 27
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