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This section of the exam measures the skills of Data Protection Officers and covers fundamental concepts
of data protection, key principles of GDPR, and the legal framework governing data privacy. It evaluates
bEY 71 the understanding of compliance measures required to meet regulatory standards, including data processing
principles, consent management, and individuals' rights under GDPR.

¢ Roles and responsibilities of accountable parties for GDPR compliance: This section of the exam measures

the skills of Compliance Managers and covers the responsibilities of various stakeholders, such as data
FEY 22 controllers, data processors, and supervisory authorities, in ensuring GDPR conpliance. It assesses
knowledge of accountability frameworks, documentation requirements, and reporting obligations necessary
to maintain compliance with regulatory standards.

¢ Technical and organizational measures for data protection: This section of the exam measures the skills of
IT Security Specialists and covers the implementation of technical and organizational safeguards to protect

FEy 23 personal data. It evaluates the ability to apply encryption, pseudonymization, and access controls, as well
as the establishment of security policies, risk assessments, and incident response plans to enhance data
protection and mitigate risks.

NEY 2 4 ¢ Data protection concepts: General Data Protection Regulation (GDPR), and compliance measures
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Scenario:2

Soyled is a retail company that sells a wide range of electronic products from top European brands. It primarily sells its products in
its online platforms (which include customer reviews and ratings), despite using physical stores since 2015. Soyled's website and
mobile app are used by millions of customers. Soyled has employed various solutions to create a customer-focused ecosystem and
facilitate growth. Soyled uses customer relationship management (CRM) software to analyze user data and administer the interaction
with customers. The software allows the company to store customer information, identify sales opportunities, and manage marketing
canpaigns. It automatically obtains information about each user's IP address and web browser cookies. Soyled also uses the
software to collect behavioral data, such as users' repeated actions and mouse movement information. Customers must create an
account to buy from Soyled's online platforms. To do so, they fill out a standard sign-up form of three mandatory boxes (name,
surname, email address) and a non-mandatory one (phone number). When the user clicks the email address box, a pop-up message
appears as follows: "Soyled needs your email address to grant you access to your account and contact you about any changes
related to your account and our website. For further information, please read our privacy policy." When the user clicks the phone
number box, the following message appears: "Soyled may use your phone number to provide text updates on the order status. The
phone number may also be used by the shipping courier." Once the personal data is provided, customers create a username and
password, which are used to access Soyled's website or app. When customers want to make a purchase, they are also required to
provide their bank account details. When the user finally creates the account, the following message appears: "Soyled collects only
the personal data it needs for the following purposes: processing orders, managing accounts, and personalizing custorers'
experience. The collected data is shared with our network and used for marketing purposes." Soyled uses personal data to promote
sales and its brand. Ifa user decides to close the account, the personal data is still used for marketing purposes only. Last month, the
company received an email from John, a customer, claiming that his personal data was being used for purposes other than those
specified by the company. According to the email, Soyled was using the data for direct marketing purposes. John requested details
on how his personal data was collected, stored, and processed. Based on this scenario, answer the following question:

Scenario:

Soyled's customrers are required to provide theirbank account detailsto buy a product. According to the GDPR, is this data
processing lawful?

A. No, because financial information cannot be collected without explicit consent.

B. No, sensitive data, such as bank account details, should only be processed by official authorities.
C. Yes, because Soyled has a privacy policy in place that ensures the protection of personal data.
D. Yes, because the processing is necessary for the fulfillment of the purchase agreement.
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UnderArticle 6(1)(b) of GDPR, processing is lawfulif it is necessary for the performance of a contract with the data subject. Since
the customers must provide bank details to complete their purchases, this processing isnecessaryfor fulfilling the agreement.

* Option A is correctbecause payment data is essential for transaction processing, which aligns with GDPR's contract basis.

* Option B is incorrectbecause having a privacy policy does not automatically justify data processing.

* Option C is incorrectbecause financial data can be processed byauthorized commercial entitiesunder GDPR.

* Option D is incorrectbecauseexplicit consent is not requiredwhen processing is contractually necessary.

References:

* GDPR Article 6(1)(b)(Processing necessary for contract performance)

* Recital 44(Necessity of processing for contract fulfillment)
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Scenario:

PickFoodis an onlinefood delivery servicethat allows customers to order foodonlineand pay bycredit card.

Thepayment serviceis provided byPaySmart, which processes the transactions.

Question:

According toArticle 30 of GDPR, whattype of information should PaySmart NOT maintainwhen recording online transaction

processing activity?


https://www.passtest.jp/PECB/GDPR-shiken.html

A. Alist of customers' transaction amounts and items purchased.
B. Transfers of personal data tothird-party payment processors.
C. Theexpected time for personal data erasure.

D. Thegeneral descriptionof technical data protection measures.

EfE: A

R

UnderArticle 30(1) of GDPR, controllers and processors must document details such asdata processing purposes, categories of
data subjects, and security measures, butdo not need to store detailed transaction amounts or items purchasedunless required for
compliance.

* Option D is correctbecausedetailed transactional information is not a mandatory requirement in the processing records.

* Option A is incorrectbecausesecurity measures must be documented.

* Option B is incorrectbecausedata retention periods must be includedin records.

* Option C is incorrectbecausecross-border data transfers must be documented.

References:

* GDPR Article 30(1)(f)(Controllers must document data transfers)

* Recital 82(Record-keeping requirements for accountability)
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Question:

To evaluate theeffectiveness of commumication, theDPO of Company ABCreviewed theaccuracy and relevanceof the information
provided to customers regarding personal data processing.

Is this agood practiceunder GDPR?

e A Yes, but only if the company'ssupervisory authority requests it.

¢ B. No, the effectiveness of communicationcannot be evaluatedthrough the evaluation of theaccuracy and relevanceof
mformation provided to customers.

¢ C. No, the DPO isnot responsiblefor evaluating the effectiveness of communication with customers.

e D. Yes, when evaluating the effectiveness of communication, theDPO should consider the accuracy and relevanceof the
information provided to concerned parties.
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UnderArticle 39(1)(a) of GDPR, theDPO is responsible for monitoring GDPR compliance, including ensuring transparency in
communication with data subjects. This includes verifying thatinformation about data processing is accurate and relevant.

* Option A is correctbecause GDPR mandates thatdata subjects receive clear and accurate informationabout their personal data
processing,

* Option B is incorrectbecauseaccuracy and relevance are key indicatorsof effective communication under GDPR.

* Option C is incorrectbecauseevaluating data protection communicationis part of the DPO's compliance role.

* Option D is incorrectbecausesupervisory authority approval is not requiredfor the DPO to conduct such evaluations.
References:

* GDPR Article 39(1)(a)(DPO's role in monitoring compliance)

* GDPR Article 12(1)(Obligation for transparent and clear communication)
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Question:
What is therole of the DPO in a DPIA?

A. Determineif a DPIA is necessary.

B. Approvethe DPIA and ensure all risks are elimnated.
C. Conductthe DPI

D. Recordthe DPIA outcomes.

EfE: A

it
UnderArticle 39(1)(c) of GDPR, theDPO advises on the necessity of conducting a DPIAbut doesnot conduct it thenselves.



Thecontroller is responsiblefor carrying out the DPIA.

* Option B is correctbecausethe DPO must determine whether a DPIA is required and provide recommendations.

* Option A is incorrectbecauseconducting the DPIA is the responsibility of the controller, not the DPO.

* Option C is incorrectbecausewhile the DPO can assist, DPIA documentation is the controller's duty.

* Option D is incorrectbecauseDPOs advise but do not approve or elimnate all risks-risk management remains the responsibility of
the controller.

References:

* GDPR Article 39(1)(c)(DPO advises on DPIA necessity)

* Recital 97(DPOs provide oversight, not execution)
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Question:

Organization XYZ has just appointed aDPO. As such, XYZ needs toestablish the DPO's rolein the employment contract.
Which of the statements belowholds true?

A. The DPO acts as adecision-makeron all data processing activities.

B. The DPO acts as acontact pointbetween thecontroller and the processor.

C. The DPO acts as acontact pointbetween thesupervisory authoritiesand the controller.

D. The DPO acts as acontact pointbetween the organization'stop management and employees.

EfE: C

A -

UnderArticle 39(1)(e) of GDPR, theDPO acts as a contact point for supervisory authoritiesand must be readily accessible for
regulatory inquiries and investigations.

* Option A is correctbecauseGDPR explicitly states that the DPO serves as a liaison between the organization and the supervisory
authority.

* Option B is incorrectbecausethe controller and processor are independent entities under GDPR, and the DPO does not facilitate
their relationship.

* Option C is incorrectbecausethe DPO does not act as a commumnication channel for internal company matters.

* Option D is incorrectbecauseDPOs advise and monitor but do not make operational decisions.

References:

* GDPR Article 39(1)(e)(DPO is a contact point for the supervisory authority)

* Recital 97(DPO's role in ensuring conpliance)
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